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Abstract

The future telecom ecosystem will be composed by a set of heterogeneous wireless and
cellular networks and user terminal capable to connect and communicate with any of these
networks. This thesis contributes for evolution of convergence of wireless heterogeneous
networks and to propose novel mechanisms to support low latency handover at authentication
level using network selection, security context management and mobility in future telecom
ecosystem to allow ubiquitous access to the Internet and services to any individual on the
move. This access should be possible anytime anywhere while ensuring the right level of

security to the end users as well to the networks.

One main objective of the thesis is to define seamless secured roaming mechanisms to
enable subscribers or users to roam along different access networks indifferent of access
technologies, operators and accessing mechanisms. The proposed thesis provides a roaming &
interworking solution using intermediary entity, called Roaming Interworking Intermediary
(RIT), which enable the secure handover across different access systems and different operator
domains without service interruption. RII acts like a broker in the RII architecture between
home and visited operator networks. RII provides mobility management, context transfer
between service providers, security architecture for authentication and associations of users

while roaming, network and presence management.

The thesis also defines new mechanisms to enable low latency during handovers and
roaming by optimizing and introducing new authentication and mobility models (post handover
techniques) in heterogeneous networks. We have provided new methods to solve ever longing
issue of user identity and routing of user authentication information from visiting access
networks with or without a direct SLA with the home network. We have introduced dynamic
authentication model with the proposed RII architecture where a user or subscriber gets
authenticated at the visiting network without re-routing authentication information to home
networks. The thesis also propose a new mobility mechanisms based on Proxy Mobile IP and
extending AAA infrastructure to obtain very low latency during handover in WLAN, WIMAX
and 3G networks. Testbeds and comparative studies between proposed and existing models for

authentication and mobility are provided.

This thesis also provides novel pre handover techniques in heterogeneous networks to
ensure seamless handover during mobility and roaming. This method is a network centric
approach where the access networks controls whole procedures of network selection, security,
mobility etc.. with the help of mobile terminals and visiting networks. Therefore, new models

for location prediction based Network selection, security context management for

iii
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authentications, context based mobility models are proposed in this thesis. New supporting
protocols and extensions of existing protocol to achieve seamless handovers are proposed in this
work. A full testbed is built with the implementation of the proposed protocols to evaluate the

proposed of the efficiency of the proposed mechanisms.



Résumé

Ecosystémes de télécommunications seront composés, dans le futur, de plusieurs réseaux
hétérogenes, réseaux sans fil et réseaux cellulaires, et un terminal d’utilisateur qui est capable
de se connecter et de se communiquer a travers ces réseaux. Cette theése contribue pour
I’évolution de convergence dans les réseaux hétérogenes sans fil ainsi que de proposer des
nouveaux mécanismes afin de permettre de délai bas pendant le « handover » au niveau de
I’authentification en utilisant la sélection de réseau, I’administration de sécurité et la mobilité
dans les futurs écosystemes de télécommunications pour permettre un acces ubiquité a Internet
et aussi a des services en cas de mobilité. Cet acces doit étre disponible tout le temps et

partout en assurant le bon niveau de sécurité pour les utilisateurs ainsi que pour les réseaux.

Un objectif principal de cette these est de définir des mécanismes pour « seamless secured
roaming » afin que les abonnés ou les utilisateurs soient capable de se promener entre différents
réseaux d’acces qui implémente des technologies et des mécanismes d’acces similaires. La these
présentée propose une solution de roaming et interopérabilité en utilisant des entités
intermédiaires qu’on appelle « Roaming Interworking Intermediary (RII) ». Ces entités
permettent un « handover » slir a travers des différents systémes d’acces et différents
opérateurs sans interruption de service. RII agit comme un agent dans 1'architecture RII entre
le réseau d’origine et le réseau d'opérateur visité. RII permet 1'administration de la mobilité, le
transfert entre les fournisseurs de service, 1'architecture de sécurité pour 1'authentification et les

associations d'utilisateurs en parcourant, aussi I’administration de réseau et de présence.

Cette these définit, aussi, des nouveaux mécanismes qui permettent des délais bas
pendant les « handovers » et « roaming » en optimisant et présentant des nouveaux modeles
d’authentification et de mobilité (post hanover techniques) dans les réseaux hétérogenes. Nous
avons présenté de nouvelles méthodes afin de résoudre le probleme de longues périodes
d'identité d'utilisateur et de routage des informations d'authentification d'utilisateur dans les
réseaux d’acces visités avec ou sans SLA direct avec le réseau d’origine. Nous avons développé
un modele d’authentification dynamique en utilisant I'architecture de RII proposé, ou un
utilisateur ou un abonné est authentifiés au réseau de visite sans besoin de router des
informations authentiques aux réseaux d’origine. Cette thése propose aussi des nouveaux
mécanismes de mobilité basés sur « Proxy IP Mobile » et étend l'infrastructure d'AAA pour
obtenir des délais trés bas pendant le « handover » dans les réseaux WLAN, WIMAX et 3G.
Des études comparatives, entre les modeles proposés et existants, concernant 1'authentification

et la mobilité sont effectuées a travers des plate-forme réelles.

La these propose aussi des techniques pré-hanover dans les réseaux hétérogenes pour

garantir « seamless handover » pendant la mobilité et le « roaming ». Cette approche est une
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approche focalisée réseau ou les réseaux d’acces contrblent tous les procédures comme la
sélection de réseau, la sécurité, la mobilité etc .. avec l'aide des terminaux mobiles et des
réseaux de visite. Donc, de nouveaux modeles pour la sélection de réseau basés sur la
prédiction, 1'administration de sécurité pour les authentifications, et des modeles de mobilité
sont proposés dans cette these. De nouveaux protocoles et des extensions pour le protocole
existant afin d’accomplir le « seamless handover » sont proposés dans ce travail. Une plate-
forme réelle et complete était construite avec l'implémentation des protocoles proposés pour

évaluer l'efficacité des mécanismes proposés.
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Chapter 1. Introduction

With the rapid growth of the Internet, multimodal representation and interactive
facilities of multimedia-based services, the current wireless technology is burgeoning in every
aspect of human life ranging from home, education, medicine, e-commerce and m-commerce
etc... The advent of ubiquitous computing and the proliferation of portable computing devices
have raised the importance of mobile and wireless networking. Today, almost every network
technology is prepared or even explicitly designed to transport IP-packets. Within this
heterogeneous and future-oriented context, users will probably have mobile terminals with
several different physical interfaces at their disposal. To meet the ever-increasing consumer
demands the mobile networks have evolved from 1G to 4G. Future users are provided with
different and diverse services at anytime and anywhere during mobility or stationary with a
cost efficiency for operators and as well as users. Wireless networks with the interoperable can
integrate with other networks and fixed networks providing seamless mobility and services in
the heterogeneous networks. The next generation of mobile networks (4G) should be more
open and opportunistic in its radio access network choice. It should incorporate the

heterogeneous access networks and connect these to a native IP-backbone.

The main objective of the future networks is to provide users with always best
connectivity through available different access networks even the user is on move. There are
different interworking scenarios where the users are provided with different services during
roaming and handover scenarios. Handover is the mechanisms by which terminal maintains its
connectivity with an operator network during mobility while the roaming is the the
mechanisms by which a user could still use its services from a foreign operator access network.
Today the roaming mechanisms are only in one network, an operator can deploy different
technologies and therefore handovers between these technologies must be transparent to users,
allowing a simplified and seamless on-the-move experience. Hence this transparent handover
should be extended to allow user terminals to maintain their connectivity on the mover
between different administrative domains (named roaming). However, this implies much more
complex mechanisms than of the handover in a unique administrative domain. In summary,
'seamless mobility is predicated on enabling a user to accomplish his or her tasks without
regard to technology, administrative domain, type of media, or device, facilitating freedom of

movement while maintaining continuity of applications experience'.
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This thesis contributes to the evolution of the convergence between different access
technologies and networks and different administrative domains. Also this thesis provides
different aspects of handover to improve inter systems roaming and handover to ensure
seamless mobility and therefore increasing the user experience. The different solutions that are
proposed have been specified, developed and validated through different testbeds and
simulations. The work presented in this thesis is the contribution of the author

which is performed for the duration of three years.

1.1. Motivation

Having emerged for more than 10 years, Internet is now experiencing a migration from
narrowband to broadband due to increasing demand on advanced data services such as
streaming videos and online gaming. Broadband captures significant interests from both I'T and
telecommunication industries. An interesting tendency perceived in telecommunication world is
the convergence of different technologies. The industry has recognized that in order to
maximize the user experience, it is essential to mix different technologies in an optimized way.
Mobile networks, wireless networks, broadcasting networks and broadband technologies have
converged in a way that allows more diverse and appealing services and applications delivering
to customers. The convergence of mobile networks and broadband promotes the emergence of
3G whose maximum speed is up to 2Mbps. The convergence of mobile networks and

broadcasting networks generates a whole new domains and different range of applications.

Users require more advanced data services; additionally, they also expect to be connected
and communicate anywhere, anytime by means of different technologies and networks.
Technology convergence and Seamless Mobility are quite dependent and the core logic behind
them is identical, it would be very interesting to explore into this innovative and promising
arena. Seamless Mobility will be an ever ongoing and improved process, and it must be
achieved step by step due to challenges from both technology and market perspectives. The
first seamless mobility application that has been commercial is the Unlicensed Mobile Access
(UMA) solution, allowing seamless handover between cellular and WiFi hot-spot for voice call
services. However, the UMA technology has some drawbacks. It does not ensure the Quality of
Service (QoS) of multi-service bearer and the handover between Universal Mobile
Telecommunications Service (UMTS) and WLAN has not been yet supported. This solution is
only suitable for home or SOHO (Small Office and Home Office) subscribers due to the access
capacity limitations. Though the inter-system mobility has attracted immense research and
development efforts from the research community and standardization bodies, the seamless
handover does not really happen due to many issues related to the different facets of the inter-

system mobility management complexity.

Wireless technologies provide extensible service coverage by using adjacent cells, each one

contain a radio transceiver known as point of attachment (PoA) in order to serve the mobile
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nodes (MN) in their coverage areas. MNs may need to change their PoA to the network while
moving in order to keep a suitable radio link quality; this process is called handover, where as
this handover is provided in the different operator networks then it’s known as roaming, the
handover between two access nodes of two different technologies is called Vertical handover.
Vertical handover is an issue in heterogeneous networks since each technology has its own
mobility management (including security management) solution. The mobile terminal must be
capable of adapting the communication parameters (and sometime also the service content)
each time it changes access network. The two most considered performance criteria for the
handover design are latency and packet loss. Generally, multimedia applications, one of main
services in 4G networks, require a short handover latency, low jitter and minimal packet loss.
Handover is required to be achieved seamlessly. It means that handover is transparent to user’s
experience: users do not recognize handover occurrences at the application perception.
Technically, it means that the handover interruption delay should be very small (below 50ms)
and the packet loss ratio should small enough to not affect the service. Users want to have a
continuous and qualified service and they do not care about which access technology they have
connected, whether the network belongs to its home operator or not, which security

mechanisms are used, etc.

1.2. Seamless Roaming requirements from the users
and networks perspectives

Clearly, different requirements have to be fulfilled at various levels of the system to
achieve seamless roaming. These requirements form a basis for the operation mode of services

in multi access technology networks from the perspective of users as well as operators.

1.2.1. Requirements from user’s perspective

User satisfaction is crucial for mobile and wireless network operator’s providing the
services they want, almost anywhere at any times at a good price and the required quality. On
the other hand, user’s and network operator security requirements should be fulfilled; This is a
basic prerequisite to mobile network operators. Any compromise of security that has an effect
on user’s assets may finally turn out to be a serious problem for mobile and wireless network
operators. Security requirements of future integrated wireless networks can be categorized as
terminal security and access network security. The security provided at the mobile station is
called terminal security in which mobile terminal is an important asset of user. Secure user’s
assets are an important part of the goal of security architecture of future systems. This is a
task of not only for mobile network operators but also manufactures, regulatory bodies and

other participants in future environments.

Due to high competition, the mobile network operator will usually enhance its service

provision (capacity, quality, variety, etc. of services) to satisfy its customers, possibly by
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cooperating with other business partners that can be service providers or other network
operators. A future integrated mobile and wireless network will also be more open to 3rd
parties that provide services independently. Security mechanisms and services should also be
intelligible and easy to use. Besides the direct requirements from users, some requirements
which are related to operation side should be considered in system design, too. Security
mechanisms should be either transparent to users, or sufficiently usable, i.e. without any
difficulty or inconvenience for users. Simple operation is much preferable to users otherwise the
mechanism may fail because of user’s reluctance to use it. Security mechanisms should not
compromise service quality apparently, otherwise business competence will be hindered and
more important, the mechanisms may be bypassed. Providing users with a chance to choose
between different levels of security through technical configuration may not be a good idea,
because inappropriate configurations, which can happen for large number of users, may be
exploited by attackers, and normally leads to serious influence on marketing. On the other

hand, customer support, like education and consulting are very expensive.

Other than security, the other hindering issues are mobility/roaming and quality of
service. Due to availability of numerous access technologies at the user’s vicinity that belongs
to different operators the users cannot identify at every instance which is the best operated
network to access and use the services. There must be an architecture where the network has
to configure the terminal to access these networks with a cost effective way. When the users
moves from one network to another there will be discontinuity of services, the terminal has to
cope with changes when the user moves and has trigger mechanisms where the services has to
maintain seamlessly the services when there is mobility or roaming of users. Quality of service
is a main issue where the users have to be provided better services without overloading the
network and cost. In the future networks the users are provided with numerous services
ranging from VolP to VoD services. At any given instance users must not experience defective
services, the networks architecture should be designed in a way that quality is controlled and

users are served according to their QoS requirements.

1.2.2. Requirements from network’s perspective

Heterogeneous networks means combination of different network technology and possibly
opening the mobile network operators’ ‘managed/controlled’ network to the Internet which is
not under control of anyone. This, besides the general security requirements for a network,
brings several new security issues. Secure attachment and detachment to/from network must
be provided. This is to prevent unauthorized user from accessing the network or making use of
the connection of a detaching user. Access control to various services or network elements must
be provided by the operator. The allowed level extent of access should also be decided. Trust
relationship should be built between different networks to which a user might move to. This is

applicable to both homogeneous and heterogeneous networks. The network must have good
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accounting mechanism to charge correctly to users, this is both for the benefit of the user as

well as the mobile network operator.

In general the operator should have infrastructure security which prevents tampering of
the network and its elements. Denial of service attack is easily possible in wireless medium,
although not easy to prevent in current systems, methods should be sought for future systems
to prevent such attacks. Changes in wireless medium requires adaptation in physical and MAC
(medium access control) layers, this should not compromise security. Rogue base stations are
also a threat; to prevent this, the mobile network operator should have mechanisms that will
identify such base stations and thus protect the users. Mobile network operators should also
watch out against service or content providers making illegal use of the network. Operations

and management of security solutions must be possible and relatively simple.

Due to availability of multiple access technologies and different operator networks the
networks has to assists the user to identify the best networks at that given instance. This
selection of networks has to be dynamic and has to take into account number of issues. The
Handover management is another concept come into existence to handle roaming or mobility of
users from access networks or technologies. Handover management guides the networks and
users to follow procedures and mechanisms to ensure seamless transition of services to users
during roaming or mobility. The networks have to design this handover management to ensure
all the procedures during roaming and to ensure secured seamless mobility in access networks
during handover. When the mobile terminal moves from one access network to another the
networks, generally users looses the sessions, mobility mechanisms in network must ensure that
these sessions are not lost, these mechanisms must ensure the information after roaming is

forwarded to users even if they are in another access networks.

1.2.3. Requirements from service’s perspective

In future the number of network operators will increase and thus a service that can be
provided is openness towards each other which will create positive perception for users. Having
openness brings forward several security requirements, level and building trust relationship
being one of them. Service should be provided to the specified set of users (authentication),
according to the contractual obligation agreed (authorization) and the usage should be
accountable. Rogue service or content providers can appear and methods must be developed to
deter them. Secure access to services, from any partner, should be provided. The operator
should take care that the service providers are correctly charged or if the service provider is
paying the operator then the operator should take care that he bills the service provider
correctly. Since cooperation with many other service providers are expected in the future
communication and service provision systems, non-repudiation will be much important between
operators and service providers to prevent and combat frauds. However, appropriate business

models may be more efficient than technology means. The provided services must adapt to
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different environments and terminals, the services must adapt to availability of bandwidth
which is called as content adaptive services some of the examples involved are opera mini

browser for mobile terminals.

1.3. Issues to be resolved to achieve seamless roaming

There are several issues which have to be resolved to achieve seamless mobility which are
mentioned below. Due to the utilization of multiple access technology for access and operating
mechanisms and techniques the complexity multiplies. The following section details brief
description of issues that arise integrating different possible heterogeneous wireless access

networks.

e Multi User Mode terminals: To design a single user terminal that can operate in different
wireless networks and overcome the design problems such as device size, cost, power, and

backward compatibilities.

e Handover management: handover management is a process of initiating and ensuring a
seamless and lossless handover of a mobile terminal from a region covered by one base
station (BS) to another BS, which may belong to a different access network (AN).
Handover procedures involve a set of protocols to notify all related entities of a particular

connection of which it has been executed.

*  Networks Discovery: To discover wireless networks at any instance by processing the

signals sent from different wireless technologies using different access protocols.

e Network Selection: Every wireless networks has its unique characteristics and roles.
Wireless technologies provide extensible service coverage by using adjacent cells, each one
containing a radio transceiver known as point of attachment (PoA) in order to serve the
mobile nodes (MN) in their coverage areas. MNs may need to change their PoA while
moving in order to maintain a suitable radio link quality; this process of choosing an access
network is called network selection. The main objective of network selection is to identify
different access networks and technologies at any given instance. Depending on SNR/RSS,
BSSID, availability of bandwidth in the access networks, SLAs between operators, the NS

procedure selects best available access network.

e Terminal Mobility: to locate and update the location of mobile terminal in various

networks. Also to perform horizontal and vertical handover to obtain seamless mobility.

e Security: due to different access technologies, the security mechanisms to access these
networks complicates. There is a need for light and dynamic security mechanisms to
achieve seamless mobility. There is a need for a security mechanism to reuse keying
materials derived in one technology to be used in another technology. Some of the security
consideration includes access control on a mobile terminal that can be activated and used

only by authorized user, terminal should be protected against virus, and network worms,
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etc., and stolen terminals should be blocked to access networks. Security consideration
during communications and data privacy includes security of voice and data
communications, privacy of location, call setup information, user ID, call pattern, etc. and
service usage privacy: unauthorized partners must not know which services are used by any
specific user, its usage pattern and volume, etc. Security measures to include at service
level involving service availability should be ensured to prevent or mitigate Denial of
Service (DoS) attack, security against fraudulent service providers, e-commerce/m-

commerce security.

e Fault tolerance and survivability: To minimize the failures and their potential impacts in

any level of wireless networks.

e Location and Presence management: To provide location based services for the end users
and maintain presence of the users for other management functions to provide access in the

networks.

e SLA and Network Management: due to large density of access networks and operators the
interworking of these networks, the SLAs between them gets complicated due to peer to
peer agreements and managing these procedures does complicate and overload different

procedures.

e Billing: to collect, manage, and store users accounting information from multiple service

providers.

e Quality of Service: Future wireless network service quality will be the collective effect of
the performance of all system elements in combination with the user expectations, which
determines the degree of satisfaction of the users.. The operator’s perspective is
characterized by the customer service requirements, the customer perception of QoS, the
offered QoS, and the actually delivered QoS. Customer QoS requirements are described on
an end-to-end basis in terms of the operator networks service and are expressed in non-
technical language. Beneath transmission parameters like data rate, customer requirements
will also include availability. Furthermore, they will depend on the customer type, with
business customers having the most stringent requirements for service availability and

exceptional quality.

Customer perception describes if and how the customer is satisfied with the received QoS.
It is very much dependent on the user expectations rather than on objective parameters.
This is a crucial issue for operators particularly when considering service deployment in
unlicensed spectrum. Offered QoS is expressed in operator language and indicated on a per
service basis. It should equate to the customer QoS requirements and may be mandated in
a Service Level Agreement. Offered QoS represents a significant factor in forming the
customers’ expectations for future networks service quality, especially in the case of new

innovative services. In the heterogeneous network environment, such performance
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indicators must address the access network due to its complexity, heterogeneous nature,
lack of robustness (particularly when using unlicensed spectrum) and its role as an intrinsic
bottleneck (finite radio spectrum). However, as the access network approaches the
reliability of wire-line components, the core network will become a more significant factor
in determining the delivered quality of service. From a technical point of view, QoS
modeling and QoS signaling would be crucial factors for future systems that integrate
heterogeneous network types. Suitable abstractions have to be found for different system
layers and they have to be mapped onto each other to fulfill and dynamically adapt to the
customer requirements. A multi-layer approach has to be taken for a comprehensive

solution here.

1.4. Objective of thesis

The objective of the thesis is to propose new interworking mechanisms for seamless
secured roaming in heterogeneous networks. In order to support the seamless mobility from one
technology to another and one operator access network to another, the access networks
involved should be integrated at the infrastructure level. The interworking between Third
Generation Partners Project (3GPP) and Third Generation Partnership Project 2 (3GPP2)
networks and WLAN networks has been the topic of much work within 3GPP/3GPP2
standardization bodies, a collaboration between groups of telecommunications associations, to
make a globally applicable 3G mobile phone system specification within the scope of the
International Telecommunication Union (ITU)'s International Mobile Telecommunications-
2000 (IMT-2000) project. The UMA solution mentioned above is also recognized as a 3GPP
Generic Access Network (GAN) standard. Since WiMAX is much different from WLAN in
terms of radio coverage, QoS, capacity and security, the 3GPP/WiMAX/WLAN interworking
needs more research efforts. The interworking architecture of different technologies must
minimize changes to the existing infrastructure. Most of the existing mechanisms proposed in
the research deals with the technologies dealt with the same operator, for true seamless

mobility there is a need for interworking between different access networks operators.

Even though the existing solutions provides mobility in the interworking heterogeneous
networks there are number of issues which have to be addressed such as network selection, low
latency security handover etc.. The handover management is a new issue which guides the
mobility of users in access networks has to be defined. One of the objectives of the thesis is to
provide access network centric handover management procedures to guide the user terminals to
perform handover and roaming. Due to availability of number of access networks available at
the user terminal vicinity, and based on user profiles network selection procedures has to be
proposed. New mechanisms have to be developed to optimize the handover of users and adapt
to different operating scenarios and technologies. In this process new security mechanism has to

be proposed so that these can be operated across heterogeneous networks, and also mechanisms
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involving re-using the keying material generated in one access network into another access
network. A new mobility solution has to be proposed which is compatible for all the access
networks and providing low latency during handover and roaming. One of the goals of this
thesis is to provide unified signaling protocol to provide context transfers from access networks
to mobile terminals for mechanisms involving handover. New mechanisms has to be proposed
where the access networks communicate each other during the mobility or before the mobility
of the users to create the user mobility context and execute during handover to eliminate
latency of handover/roaming in access networks. Due to complexity of interworking large

number of networks a new management system has to be designed.

1.5. Methodology

The proposed approach is based on the concept of Roaming Intermediary Interworking
(RII) platform which supports all combinations of different radio technologies in a multi-
operator environment. The RII is expected to support secured roaming and seamless mobility
across two independent operator networks. New entities are proposed in access networks called
Local RII, Core RII and Global RII for WLAN/WIMAX and cellular networks. These entities
support handover and roaming of users in access networks. These entities support different
procedures involving network selection, authentication, authorization, mobility management,
handover management, QoS and location/presence management. On overall we define total
interworking system which handles every single aspect of handover and roaming. For
maintaining these large numbers of access networks and operators a global entity involved
Global RII does the network management, which creates the context and passes this

information to other access networks.

During handover in heterogeneous multi operator networks there are different
mechanisms involved which have to be efficiently controlled to achieve secured roaming.
Existing security mechanisms provide limited support and latency involved is high. We propose
new mechanisms where the context of user is transferred to different networks; later the users
are authenticated directly without routing authentication information to home network. Issues
of user identity management is the main issue in heterogeneous networks, we propose two
methods to resolve this issue one is dynamic assignment of identity to users when they are
roaming in other networks, and the other is static where the context is created in the home
network, and passed to user terminal these context contains duplicate IDs assigned to user
according to the SLA which have to be utilized in the visiting networks. Using these
mechanisms we have observed considerable less latency than the other models by validating
through tested. A new mobility mechanism is also proposed for heterogeneous networks. In this
mechanism the mobility of the users are maintained on the access network side. This
mechanism uses mobility context transfer from one access network to another dynamically,

when the user terminal initiated authentication. After successful transfer the entities of visiting
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network and home networks negotiate and establish a session for the user. The protocols

involved in the mobility procedures are proposed developed and validated through testbed.

We also propose new mechanisms based on network centric handover management of
users in access networks. The general procedure involve in this mechanism is the context of the
user is created for different procedures by negotiating with the future visiting networks (pre
handover mechanisms). We have proposed new techniques and algorithms involved to achieve
this goal. All the procedures involved starting from network selection to presence management
is handled using this mechanism. This is the most efficient solution as the whole procedure is
involved is maintained by access networks in this way by reducing the processing and data
collection from entities in terminal is reduced. And also most of the procedure in handover such
as Network selection, security, mobility context and QoS negotiation is performed before the
mobile node visits the future network, the overall latency involved is reduced drastically than
any other procedures existing solutions. A unified signaling protocol is proposed to transport
the context created in different processes involved in the proposed solution. We also proposed a
new roaming protocol where the access networks communicate to create, negotiate and
transferring the context during handover dynamically. Simulation models and testbeds have to

be developed to validate the efficiency of proposed solution through results.

In short, the objective of the thesis is to propose and optimize the inter-system handover
and roaming procedures between WLAN, WIMAX and cellular networks, by addressing the
aspects of interworking and roaming architecture, network selection, security management,

mobility management, QoS, handover management.

1.6. Outline

The picture shown below provides the structure of the proposed thesis which is outlined

below.
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Figure 1. Thesis Outline

Chapter 1 Introduction: This chapter outlines the problem statement, issues of seamless
roaming and interworking, requirements from user, network and service perspective, objective

and approaches. This chapter proposes scope of the overall thesis.

Chapter 2 Evolution of 4G networking and underlying methods for seamless
roaming: This chapter reviews underlying mechanisms for the evolution of wireless and
cellular networks. This chapter provides basis for convergence of wireless and cellular networks.
We provide information of existing interworking techniques available in the literature and in
standardization. This chapter also provides mechanisms for security and mobility for wireless
and cellular networks. Overall this chapter concludes the existing research for interworking and

seamless roaming and issues which are still to be addressed for seamless roaming.

Chapter 3 Roaming Intermediary Interworking Architecture RII: This chapter
proposes an interworking system called RII to support interworking in WLAN, WIMAX and
cellular networks. This chapter highlights the issues of interworking to be solved that lacks in
standard mechanisms, and proposes new interworking architecture RII. Components and
mechanisms involved in the architecture are discussed. Issues of security, NS, Mobility etc... are
presented. Detailed message exchanges between components are highlighted. Finally testbed
has been presented to evaluate the proposed mechanism using WLAN, WIMAX and live 3G
network. This chapter also presents location and presence management with the live services in
this chapter. To manage and update the components dynamically we have introduced ontology

based network management in the RII architecture.



12 Chapter 1 — Introduction

For optimization of handover for seamless roaming we have introduced new mechanisms
and techniques, which can be characterized into two parts; post handover techniques and pre

handover techniques.

Chapter 4 Post handover techniques for optimization of handover and roaming;:
this chapter proposed new mechanisms for optimizing handover and roaming. It introduces
novel mechanisms for security; using this mechanism the authentication delay of users during
handover is reduced. Issues of user identity management are discussed in this chapter.
Furthermore it proposes new mobility models and extended one model to reduce latency during
handover in WLAN, WIMAX and 3G networks. To validate the proposed mechanisms a
testbed has been developed and presented in this chapter.

Chapter 5 Pre handover techniques for optimization of handover and roaming:
this chapter proposes new mechanisms based on network centric handover management of
users through operator networks. This solution is based on creating the context for various
entities such as NS, Security, mobility, QoS etc.. before the mobile node moves to another
network. Various mechanisms involved in this process such as NS are explained in detailed.
The proposed algorithms validated through simulations and testbeds using WLAN, WIMAX
and 3G networks.

Chapter 6 Conclusions: The final chapter provides summary of the thesis, discusses

open issues and further research directions.

Annex I: Various WIMAX studies are presented in this section. Performance analysis of
WIMAX networks is presented. Multimedia models and analytical models for IPTV on
WIMAX is presented here. New mechanisms involved WIMAX networks operating in mesh and

integrated with WLAN are presented. Testbeds and results are presented in this section.



Chapter 2. Evolution of 4G networking and
underlying methods for seamless

roaming

This chapter presents state of the art of evolution of cellular and mobile technologies
toward 4G mobile networking. In this chapter we will describe a detailed analysis of cellular
and mobile networks. We also provide details of interworking and roaming technologies, and
undermining techniques to obtain seamless mobility. These details provided here forms the

basis for seamless roaming solutions for heterogeneous networks.

2.1. Evolution of cellular and wireless networks

2.1.1. Roadway for cellular networks

The cellular concept was first used in the AMPS in the United States. As a first
generation of cellular systems, AMPS is a FDMA-based analog system. The 2G of cellular
systems uses digital technologies. Two interim standards, 1S-95 (CDMA-based) and IS-136
(TDMA based), are used in the United States, and TDMA-based GSM is used in European
countries. It is clear that the 3G of cellular systems will be CDMA-based. However, the GSM
community is developing WCDMA to be backward compatible with GSM while the CDMA
community tries to evolve CDMA into CDMA2000.

2.1.1.1. 1G

In the late 1970s and early 1980s, AT&T Bell Laboratories developed the AMPS, which
was the first-generation cellular system used in the United States (Rappaport, 2002; Young,
1979). 1G was indeed a major innovation in the telecommunication history. However, it was
prone to the problems of quality of transmissions, security and inefficient utilization of the

spectrum and capacity of available frequencies.

2.1.1.2. 2G

2G networks currently provides services vast majority of users, it introduces digital
circuit switched technology using spectrum more efficient manner than 1G technology. 2G

networks consists of IS-54, IS-136, GSM, cdmaone [1].

13
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IS-54: To overcome the limited capacity of AMPS, especially in large cities, D-AMPS
(IS-54) was developed in the early 1990s (EIA/TIA, 1990). D-AMPS inherited a lot of features
from AMPS. Specifically, in D-AMPS, the same AMPS allocation of frequency spectrum is
used, and each channel is still 30 kHz wide. However, in D-AMPS, a 30- kHz channel can be
shared by three users through the 2G TDMA digital technology. In a typical D-AMPS cell,
some of the 30-kHz channels are assigned for analog AMPS traffic, whereas the others are for
digital TDMA traffic. It means that D-AMPS allows a service provider to migrate from the
first-generation analog technology to the 2G digital technology on a gradual basis.

IS-136: another prominent TDMA-based cellular system in the United States, is built on
D-AMPS. Whereas DAMPS provides dual-mode operations (both analog and digital), IS-136
provide pure digital operations. All the 30- kHz channels are shared by three users via TDMA
digital technology. In addition, unlike D-AMPS, IS-136 also uses the digital control channels.
[S-136 was initially developed on the 800-MHz cellular spectrum. It can be adopted onto the
1900-MHz PCS spectrum.

GSM: was first developed for Europe in the 900-MHz band (GSM 900), then expanded
to the 1800-MHz band (1710-1880 MHz), which is named DCS 1800, and later renamed to
GSM 1800. GSM uses the TDMA digital technology. The allocated spectrum is divided into
multiple channels of 200 kHz using FDMA, and each 200-kHz channel is shared by as many as
eight users using TDMA. The North America version of GSM is called PCS 1900 because of its
use of the 1900-MHz PCS spectrum. One feature of GSM worth mentioning is the SIM card

that can be inserted into a cellular phone to provide the owner’s identity information.

CdmaOne: refers to the original ITU [S-95 using Code Division Multiple Access
(CDMA) that was first standardized in 1993. Today, there are two versions of IS-95, called IS-
95A and IS-95B. IS-95A employs FDD with a channel bandwidth of 1.25-MHz for each
direction, and supports data speeds of up to 14.4Kbps. IS-95B can support data speeds of up to
115 Kbps by bundling up to eight channels. Due to its supportable data speeds, IS-95B is
categorized as a 2.5G technology.

2.1.1.3. 2.5G

2.5G provides enhanced data services coupled with 2G networks. General Packet Radio
Service (GPRS) is a 2.5G technology providing enhanced services for GSM and IS-136 users.
GPRS utilizes packet switched technology providing data rates of up to 172 kbps. Enhanced
Data rates for Global Evolution (EDGE), Enhanced GPRS (EGPRS), or IMT Single Carrier
(IMT-SC) is a 2.75G backwards-compatible digital mobile phone technology that allows
improved data transmission rates of 384kbps. By using EDGE, operators can handle three
times more subscribers than with GPRS, triple their data rate per subscriber, or add extra

capacity to their voice communications.
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2.1.1.4. 3G

3G is the third generation of mobile phone standards and technology [2], it enables
network operators to offer users a wider range of more advanced services while achieving
greater network capacity through improved spectral efficiency. There is a range of technologies
for 3G, all based around CDMA, including UMTS (with both FDD and TDD variants),
CDMA2000 and Time Division - Synchronous Code Division Multiple Access (TD-SCDMA).

Universal Mobile Telecommunications System (UMTS) is one of the third-
generation (3G) technology uses Wideband Code Division Multiple Access (WCDMA) as the
underlying air interface. The user data rate under real conditions can come closer to 384 kbps,
to improve the performance of 3G UMTS, two standards High Speed Downlink Packet Access
(HSDPA) and High Speed Uplink Packet Access (HSUPA), jointly known as HSPA, have been
developed. HSPA is usually referred to as a 3.5G technology.

HSDPA [3] is a packet-based data service feature of the WCDMA standard that
provides improved downlink data rates. The theoretical peak rate is 14.4Mbps, but the realistic
end-user experience is initially likely to be 1.8Mbps or possibly up to 3.6Mbps.

HSUPA delivers substantial improvements in uplink data rates and QoS as well. The
HSUPA standard enables users to transmit data upstream at a speed of 5.8Mbps.

CDMA2000, direct successor to 2G CdmaOne, represents an entire family of
technologies, including CDMA2000 1xRTT (Radio Transmission Technology), CDMA2000
EVDO (Evolution-Data Optimized), and CDMA2000 EV-DV (Evolution- Data and Voice),
standardized by 3GPP2. CDMA2000 is the 3G technology chosen by most CDMA mobile

network operators.

+
26 2.5G 2.75G 3¢ 3¢
2 Mbps 14/5.76 Mbps
9.6 kbps 115 kbps 384 kbps
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Figure 2. Evolution of Cellular Networks

2.1.2. Pre 4G
Long Term Evolution (LTE) and Ultra-Mobile Broadband (UMB) are intended to be a

so-called fourth-generation technology. These technologies use a high bandwidth, low latency,
underlying TCP/IP network with high level services such as voice built on top. While no 4G
networks have been deployed yet, the much greater amount of bandwidth, and much lower
latencies, should enable the use of various application types that have previously been
impossible, while continuing to deliver high quality (or higher quality) voice services. The
improved bandwidths of the network provided by more efficient technologies may also result in

networks with better capacity.

LTE: 3GPP Long-Term Evolution is the next version of the 3GPP-based radio standard
[4]. LTE is designed to provide higher data-rate (over 100 Mbps for downlink, and over 50
Mbps for uplink for every 20 MHz of spectrum), lower-latency and packet-optimized system
compared to 3G. To this end, LTE uses Orthogonal Frequency Division Multiple Access
(OFDMA) for the downlink and Single Carrier Frequency Division Multiple Access (SC-
FDMA) for the uplink and employs Multiple-Input Multiple-Output (MIMO) with up to four
antennas per station. 3GPP has recently reported LTE's peak theoretical downlink throughput
rates of up to 326 Mbps in 2x20 MHz with 4x4 MIMO configuration. LTE is designed to be all-

IP and to support mobility and service continuity between heterogeneous access networks.

UMB: 3GPP2 Ultra Mobile Broadband is the successor to CDMA2000 EV-DO, formerly
known as EV-DO Revision C [5] UMB also incorporates OFDMA, MIMO and Space Division
Multiple Access (SDMA) advanced antenna techniques to provide even greater capacity,
coverage, and QoS. UMB can support peak download speeds as high as 280 Mbps in a mobile

environment and over 75 Mbps for upstream transmission (with 4x4 MIMO configuration).

2.2. Wireless technologies evolution

2.2.1. WLAN

The popular family of standards for wireless LAN environments IEEE 802.11 [6] has
changed the face of networking, providing flexibility, connectivity and (limited) mobility for
nomadic users and has eased low-cost deployments not available through conventional wired

solutions:

* Enterprises deploy WLANS to reduce the cost of cabling and provide a rapid response to
changes in demand and to share Internet connections, printers and peripherals and create

backup connectivity solutions while remaining highly scalable and flexible.
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* Nomadic workers use public WLAN networks in remote corporate sites to connect to the

corporate network or to Internet.

*  Home users use a WLAN network to share a broadband Internet connection among

multiple PCs without installing cabling throughout the home.

e Operators exploit WLAN for nomadic use.

The family of standards keeps evolving in order to meet users needs.

Initially the IEEE 802.11 standard was developed to provide up to 2Mbps in the 2,4GHz
band. The need for higher throughput has become a key issue in all sectors of the telecom
industry and as a result the IEEE 802.11a [7] and IEEE802.11b [8] standards were developed.
The former supplies 54Mbps in the 5GHz licensed band. The latter runs in the 2,4 GHz
unlicensed band but it provides a lower maximum throughput, up to 11 Mbps, which may not

be enough for some user requirements.

By the time IEEE 802.11b standard was firmly established, the IEEE 802.11g [9]
standard had been made available, to offer the same throughput as IEEE 802.11a but in the
same band as, and ensuring backwards compatibility with TEEE 802.11b. One of the main
differences between the IEEE 802.11b and the IEEE 802.11g standards is that the first one uses
single carrier transmission whereas the second employs OFDM multi carrier transmission, what
makes it more resistant to multi-path propagation. A summary of the IEEE 802.11 standards

family is given below.

e 802.11: ratified in 1999 to operate in the 2,4GHz band with maximum data rates of
2Mbps. It includes data rates of 1 and 2Mbps, depending on the distance to the user
and channel conditions, using Direct Sequence Spread Spectrum (DSSS) and Frequency
Hoping Spread Spectrum (FHSS) MAC, and Differential Binary Phase Shift Keying
(DBPSK), Differential Quadrature Phase Shift Keying (DQPSK) and Gaussian
Frequency Shift Keying (GFSK) modulations.

e 802.11b: ratified in July 1999, 802.11b extends the original TEEE 802.11 Direct
Sequence Spread Spectrum standard allowing the use of short physical preambles to
operate up to 11Mbps in the 2,4GHz unlicensed band using Complementary Code
Keying (CCK) modulation. Four data rates, 1, 2, 5,5 and 11Mbps, are specified on up
to three non-overlapping channels, and the lowest two rates are also allowed on up to

thirteen overlapping channels. Status: Final Approval: September 1999.

e 802.11a: ratified at the same time as the IEEE 802.11b, the IEEE 802.11a standard
operates in the 5GHz licensed band. It was designed for higher bandwidth applications
than those provided by IEEE 802.11b. It includes data rates of 6, 9, 12, 18, 24, 36, 48,
54Mbps using orthogonal frequency division multiplexing (OFDM) modulation on up to

12 discrete channels.
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e 802.11g: in July 1999, the 802.11g subcommittee was charged with the task of providing
throughput in excess of 20Mbps in the 2,4GHz band, maintaining compatibility with
IEEE 802.11b. The resulting standard was ratified in June 2003. It provides optional
data rates of up to 54Mbps, and backwards compatibility with 802.11b devices to
protect investments in today’s WLAN installations. It specifies OFDM (the same
technology used in 802.11a but in the same spectrum as 802.11b) and CCK as
mandatory modulation schemes with 24Mbps as the maximum mandatory data rate. It
also provides optional higher data rates of 36, 48 and 54Mbps. 802.11g is also limited to

the same three non-overlapping channels as 802.11b.

2.2.2. WIMAX
IEEE 802.16 [10] is a technology that provides broadband wireless access. WIMAX

(Worldwide Interoperability for Microwave Access), the user-friendly name associated with the
IEEE 802.16 standard, is an emerging wireless communication system that can provide
broadband access with large-scale coverage. WIMAX is a disruptive technological breakthrough
in the telecommunications sector, and will deliver personal broadband to enable users to access
the Web, make telephone calls, watch videos and play music. In October 2007, WIMAX was
approved as a 3G International Mobile Telecommunications (IMT)-2000 standard. This places
WIMAX technology on equal footing with the legacy 3G technologies. It raises opportunities
for global deployment of WIMAX, especially within 2.5-2.69GHz band, to deliver cost-effective
broadband services to both rural and urban market demand. IEEE 802.16-2004, is a wireless
metropolitan-area network (MAN) technology that provides interoperable, carrier-class
broadband wireless connectivity to fixed, portable, and nomadic users for the last mile. It
provides up to 30 miles of service area, allows users to get broadband connectivity without the
need for a direct line of sight to the base station, and provides total data rates of up to 75
Mbps, enough bandwidth to support simultaneously hundreds of businesses and homes with a
single base station. WIMAX has a basis in well-defined standards and industry interoperability
right from the start. To support a profitable business model, operators and service providers
need to sustain a mix of high-revenue business customers and high-volume residential
subscribers. 802.16a helps meet this requirement by supporting differentiated service levels. The
802.16 specification also includes robust security features and the Quality of Service needed to

support services that require low latency, such as voice and video.

By using a robust modulation scheme, IEEE 802.16 delivers high throughput at long
ranges with a high level of spectral efficiency that is also tolerant for signal reflections.
Dynamic adaptive modulation allows the base station to tradeoff throughput for range. For
example, if the base station cannot establish a robust link to a distant subscriber using the

highest order modulation scheme, 64 QAM (Quadrature Amplitude Modulation), the
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modulation order is reduced to 16 QAM or QPSK (Quadrature Phase Shift Keying), which

reduces throughput and increases effective range.

The newer version of IEEE 802.16 is the IEEE 802.16¢, also known as Mobile WIMAX.
It is intended to enable a single base station to support both fixed and mobile BWA
(Broadband Wireless Access). It aims to fill the gap between high data rate wireless local area
networks (WLAN) and high mobility cellular wide area networks (WAN). It can be considered
as the extension of the MAC and PHY of 802.16a. In order to couple with different channel
conditions, this standard employs a scalable OFDMA system, which can scale the Fast Fourier
Transform (FFT) size, depending on the channel conditions. The IEEE 802.16e standard also
extends the FEC of the previous standard with an optional Convolutional Turbo Code (CTC).
As IEEE 802.16e adds mobility, it must cope with two problems not faced by the previous
standards: Power Saving and Handoff. Even though the industry is still waiting for mobile
WIMAX certified products and the first 802.16e roll-out, the IEEE keeps working on new
802.16 amendments. Two most relevant amendments in progress are 802.16j (Multihop Relay)
and 802.16m (Advanced Air Interface). The goal of 802.16m is to achieve data rates up to
1Gbps for fixed users and 100Mbps for mobile users. It aims to improve the capacity and
performance of Multimedia Broadcast Multicast Service (MBMS) and Voice over IP (VoIP).
The driver behind 802.16m will be MIMO antenna technology on top of an OFDM - based
radio system. The 802.16m is comparable with the LTE or UMB in terms of technology,
capacity and services. It is expected that the WIMAX 2.0 based on 802.16m will be ready at

the end of 2009. Comparisons of 802.16 variations are presented in table 1.1.

802.16 802.16a 802.16-2004 802.16e

Spectrum 10 to 66 GHz <11GHz 10-66 GHz <6GHz
and<11GHz

Channel Line of sight only | Non line of sight Non line of sight and | Non line of
conditions Line of sight sight
Bit Rate 120Mbps 75 Mbps 120Mbps 15 Mbps
Mobility Fixed Fixed fixed Mobile
Channel 25 MHz or 28 1.25-20MHz 25 MHz or 28 MHz 1.25-20MHz
bandwidth MHz
Typical cell 1 to 3 miles 3 to 5 miles 25 miles 1 to 3 miles
radius
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Table 1 IEEE802.16 variations comparison table

2.2.3. Broadband networks (IEEE 802.20)

IEEE 802.20 Mobile Broadband Wireless Access (MBWA) [11] is standard for broadband
solution for vehicular mobility up to 250 km/h. The 802.20 standard was being positioned as
an alternative to 3G cellular services since it can support high-speed handover and wireless
network access. It is likely to be defined for operation below 3.5GHz to deliver peak user data
rates in excess of 4Mbps and 1.2Mbps in the downlink and uplink respectively. At this point in
time, the standard seems to be suspended owing to lack of consensus on technology and issues

with the standardization process.

2.2.4. IEEE 802.22
IEEE 802.22 Wireless Regional Area Network (WRAN) [12] is a standard based on

cognitive radio PHY/MAC/air interface utilizing white spaces (channels that are not already
used) in the allocated TV frequency spectrum. IEEE 802.22 working group was formed in 2004,
nothing has yet been specified regarding the particular functionalities of the PHY /MAC layers.
802.22 specifies that the network should operate in a point to multipoint basis (P2MP). The
system will be formed by base stations (BS, above mentioned as Access Points, AP's) and
customer-premises equipments (CPE). Figure 3 shows comparative study of Broadband and

cellular networks.

GSM/GPRS

CDMA2000 1x

1xEV-DO

1xEV-DV

IEEE 802.16d

IEEE 802.11
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Figure 3. Comparative study of Broadband and cellular networks.

2.3. 4G networks

2.3.1. Motivations for 4G networking

3G performance not sufficient to meet needs of future high-performance applications like
multi-media, full-motion video, wireless teleconferencing. 3G is based on primarily a wide-area
concept. We need hybrid networks that utilize both wireless LAN (hot spot) concept and cell
or base-station wide area network design. There are multiple standards for 3G making it
difficult to roam and interoperate across networks. There is a need for network technology that
extends 3G capacity by an order of magnitude and also global mobility and service portability
solutions to achieve seamless mobility. This solution has to provide wider bandwidth to provide
different services efficiently. This future network must provide services in digital packet
network that utilizes IP in its fullest form with converged voice and data capability. The

solution has to utilize upmost frequencies available efficiently.

Lower Price Points Only Slightly Higher than Alternatives: The business visionaries
should do some economic modeling before they start 4G hype on the same lines as 3G hype.
They should understand that 4G data applications like streaming video must compete with
very low cost wireline applications. The users would pay only a delta premium (not a multiple)

for most wireless applications.

More Coordination Among Spectrum Regulators Around the World: Spectrum regulation
bodies must get involved in guiding the researchers by indicating which frequency band might
be used for 4G. Standardization of wireless networks in terms of modulation techniques,

switching schemes and roaming is an absolute necessity for 4G.

A Voice-independent Business Justification Thinking: Business development and
technology executives should not bias their business models by using voice channels as

economic determinant for data applications.

Integration Across Different Network Topologies: Network architects must base their
architecture on hybrid network concepts that integrates wireless wide area networks, wireless
LANS (IEEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.15 and IEEE 802.16, Bluetooth
with fiber-based Internet backbone. Broadband wireless networks must be a part of this

integrated network architecture.
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Figure 4. Business model in the evolution of 4G networking

2.3.2. 4G networking

Unlike 1G, 2G and 3G, 4G is not a set of formally agreed end-to-end standards developed
in the traditional top-down way that the telecommunications industry has used for years [13].
Third generation (3G) mobile networks have given emphasis on the development of a new
network standard and hardware such as IMT2000, and the strategy to dynamically allocate
frequency spectrum. The major hindrance for the introduction of 3G is the development of new
technologies, and how to take away all frequencies from all countries and put them in a
common pool. These problems are the main causes for the delay in the development of 3G
networks. In spite of these, 3G can provide 2Mbps into a limited coverage area, that is, up to
the macro (urban) cells. To solve these problems and to provide high speed transmission and
wider coverage, fourth generation mobile networks have been targeted to develop as IP-core
heterogeneous networks. It is expected to be commercially launched by around 2010. There are
a number of characteristics of 4G networks from users’, operators’, and service providers’ point
of views. It is now widely accepted that 4G is a vision of an all-TP based, heterogeneous mobile
broadband networks with multiple air interfaces, converged fixed-mobile networks, and
multiple devices with multi-mode capabilities. 4G will provide end-users with an Always Best
Connected (ABC) facility, low latency and high QoS broadband experience. The ABC means a
seamless service provisioning across a multitude of wireless access systems and an optimum
service delivery via the most appropriate available network. 4G will be a convergence platform
providing clear advantages in terms of coverage, bandwidth and power consumption. 4G will
ensure the seamless mobility and global roaming among various access technologies such as

cellular networks, WiFi, WIMAX, satellite, Digital Video Broadcasting - Handheld (DVB-H).
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4G services will be end-to-end QoS, high security, available at anytime, anywhere with
seamless mobility, affordable cost, one billing, and fully personalized. 4G is about convergence,
convergence of networks, of technologies, of applications and of services, to offer a personalized
and pervasive network to the users. Convergence is heading towards an advent of a really
exciting and disruptive concept of 4G. The 4G network will be an umbrella of multitude of

technologies.
3G (including 2.5G, sub3G) 4G

Major Requirement Driving Predominantly voice driven and  Converged data and voice over

Architecture

Network Architecture

Speeds

Frequency Band

Bandwidth
Switching Design Basis

Access Technologies

Forward Error Correction

Component Design

data was always add on

Wide area cell-based

384 Kbps to 2 Mbps

Dependent on country or
continent (1800-2400 MHz)

5-20 MHz
Circuit and Packet

W-CDMA, 1xRTT, Edge

Convolution rate 1/2, 1/3

Optimized antenna design,

multi-band adapters

1P

Hybrid - Integration of Wireless
LAN (WiFi, Bluetooth) and

wide area
20 to 100 Mbps in mobile mode

Higher frequency bands (2-8
GHz)

100 MHz (or more)
All digital with packetized voice

OFDM and MC-CDMA (Multi
Carrier CDMA)

Concatenated coding scheme

Smarter Antennas, software

multiband and wideband radios

1P A number of air link protocols,

including IP 5.0

All IP (IP6.0)

Table 2 Comparisons of 4G and 3G networking

2.4. Interworking in 4G networks

Approach

Interworking, integration and convergence are terms expressing the need for combining
the advantages of diverse network technologies in order to get the best service for minimum
investment from the network. The interworking in heterogeneous networks needs to consider
the integration of the access networks, the integration of the control and the management
planes (QoS, Mobility, AAA, Security), the reconfigurability of the system and the terminals,
and the adaptability of the network and services. In this context the convergence to all IP is an
important issue. There are two main approaches are possible for interworking of access

networks; loosed coupled architectures and tight coupled architecture.
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2.4.1. Loose coupled architecture

Loose coupling [14] [15] [16] offers a common interface for the exchange of information
between the networks to guarantee service continuity. The two access networks have nothing
in common, but the core networks are connected together. Loose coupling refers to the Layer 3
(IP) interconnection. WLAN and UMTS are assumed to be in different IP address domains,
resulting in obtaining a new IP address as the mobile crosses the boundary. It requires hence
the change of IP address when the mobile moves from one network to another. The

heterogeneity of different access networks is then managed and hidden by Mobile IP.

This approach separates completely the data path in WLAN and UMTS networks. The
WLAN data are consequently never injected into the UMTS core network. Two architectures
are independent and can belong to two different operators. If both access technologies are
deployed by a single operator the Packet Data Protocol (PDG) may interface directly to the
Gateway GPRS Support Node (GGSN) for signaling. Otherwise, the signalling will be
transported through the IP network.

The key component for the mobility management of this architecture is the Mobile IP.
The Foreign Agents (FA) are located in the GGSN, PDG and the Home Agent (HA) is located
in the PDN/Internet and manages the FA of all WLAN and UMTS network. When the mobile
moves across the networks its home address is maintained. The major drawbacks of this
architecture are the handover latency and the packet loss due to Mobile IP. To overcome this
problem, many extensions of Mobile IP have been proposed such as: pre-registration handover,

post-registration handover, fast handover, multiple CoA registration, etc.

2.4.1.1. Intra-3GPP network mobility solution

Another approach is to manage mobility in the 3GPP core network. The use of TTG
(Tunnel Termination Gateway) and a subset of GGSN functions to implement the PDG
functions of WLAN is presented in Figure 5.

PEIN/
Internet
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Figure 5. PDG implementation reusing GGSN functionality

In the research studies, the TTG is usually called as SGSN’ (SGSN emulator) [17]. The
functionality of SGSN’ shall cover all aspects of PDG that are not covered by the GGSN. The
SGSN” acts as the SGSN in terms of GTP tunnel establishment. It also acts as the WLAN
mobile’s proxy for the reason of transparency to the WLAN mobile. In this scheme the end-to-
end tunnel (e.g. IPSec) from UE to PDG is terminated at SGSN’ and a GTP tunnel is
established between the SGSN’ and GGSN.

2.4.2. Tight coupled architecture

In the tight coupling scheme, the WLAN is connected directly to the UMTS core
network. The WLAN may be embedded in the UMTS network at different common integration
point. The tight coupling is also considered as UMTS-based solution since the UMTS control
protocols are reused in the WLAN and the data traffic is routed via the UMTS core network to
the outer entities [18]. Generally speaking, in the tight coupling scheme, two radio access
networks are interconnected using layer 2 functions. The handover neither involves the change

of IP address nor the AAA policies since the mobile remains in the same subnet.

Recently, the UMA technology, which provides the interworking between WLAN and
GSM/GPRS without service interruption, has been standardized in 3GPP. The common
integration point of UMA technology is SGSN. This interworking solution [19] [20] has been
the most considered solution in the WLAN-3GPP interworking research study. An
interworking reference model is represented in Figure 6. In this architecture, an IWU
(interworking unit) acts as an RNC emulator. Its main function is to provide a standardized
interface to the UMTS core network and hide the WLAN particularities. It should provide
numerous functions, such as data encapsulation; voice transcoding between mobile and PCM
voice (if IWU is connected to MSC in the circuit-switch domain); signalling transfer; security
gateway functions (to terminate secure remote access tunnels from the mobile); paging;

handover control; etc.

PDN/

Internet

Figure 6. 3GPP — UMTS tight coupling interworking architecture

In this approach, all the layer 3 protocols remain unchanged. The UMTS SM (Session

management) and GMM handle the session management and mobility management. The



26 Chapter 2 — Evolution of 4G networking and underlying methods for seamless roaming

mobile cannot access the Internet directly through WLAN. The handover procedure should be
the same as inter-RNCs handover in UMTS. To support mobility the SGSN needs to maintain
the Packet Data Protocol (PDP) context, mobility management contexts and sequence number

of the packets.

2.4.3. Interworking through 3GPP

2.4.3.1. UMA Release 6 [21]

UMA (Unlicensed Mobile Access) technology is designed to enable Fixed-Mobile
convergence in an access network. It is currently endorsed by the 3GPP [20] under the name of
GAN (Generic Access network) (In the remaining of this paper, we use UMA and GAN
interchangeably). The GAN architecture and functional components are shown in Figure 7. A
major feature of GAN is to offer call continuity from a GAN capable terminal between a local
area network (UWB or 802.11) terminating at the fixed access and the GSM infrastructure.
Data services are also supported but are limited in throughput since interconnection to the
PSCN (packet-switched core network) is performed using the 3GPP-defined Gb interface. An
important evolution of GAN will be to enrich user experience for data services as intended in
3GPP feasibility study on Enhanced GAN [TR 43.902]. The Gb interface is then replaced by
the Gn interface to allow the Enhanced GANC entity interconnecting directly with the GGSN

entity. No change on the Circuit-switched domain is required.
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Figure 7. GAN Architecture and Functional Components

In the GAN architecture, an IPSec tunnel is established on the Up Interface between the
GAN terminal and the GANC (GAN Controller). This flow tunneling is a strong security
requirement that allows conveying both signalling and user data flows (GSM/GPRS signalling
and user plane flows are piggy-backed into GAN-specific protocols and the IPSec tunnel) over
an access network (named "generic IP Access Network") that is not supposed to be under the
control of the mobile operator. The newly defined GANC entity reuses already 3GPP defined

interfaces namely Gb and A interfaces to interconnect respectively to the Packet Switched
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Core Network and Circuit Switched Core Network. Note that the AAA server is used to
authenticate the GAN terminal when it sets up the secure tunnel. Figure 1.5 presents the

architecture of GAN and its positioning with respect to the GSM/GPRS architecture.

2.4.3.2. I-WLAN interworking Architecture

In the 3GPP Release 6 specifications that aim at providing access to mobile operator
services from a WLAN Access Network, FWLAN introduces three main components to achieve
the 3G/WLAN convergence : a WAG (Wireless Access Gateway), a PDG (Packet Data
Gateway) and a AAA Server as shown in Figure 1.6. The UE (User Equipment) is typically
dual-mode capable, under the WLAN coverage, it is capable to connect to the WLAN AN
(Access Network) using Wi-Fi (as an example of radio technology) before attachment to the I-
WLAN infrastructure and when outside this WLAN coverage, it can connect to the UMTS
operator network. Data coming from UEs through fixed Access Networks (named Generic IP
Access Network in the figure below) are aggregated at WAG, which is further connected to
PDG. In roaming case, the visited WAG is also able to route packets towards the home
domain of the operator to which the user has subscribed. The PDG in the -WLAN
architecture works as a gateway towards either the external Packet Data Networks (PDNs) or
the operator service infrastructure, as shown in Figure 1.6. PDG also interacts with the AAA
server to perform service-level authorization, authentication and accounting. When entering
into the coverage area of WLAN AN, the UE triggers its attachment procedure with the I-
WLAN infrastructure and thus an IPSec (IP Security) tunnel is established between the UE
and the PDG. Packet Switched (PS) domain signalling and user plane data are carried into

this secure tunnel over Wu interface.

2.4.3.3. I-WLAN FEvolution: Release 7 [22]
Work on I-WLAN Release 7 (R7) started in January 2005 with the aim of defining an

evolved UMTS architecture. On the core network side, a new work item called "System
Architecture Evolution (SAE)" was defined. In this evolved UMTS architecture, it is expected
that IP-based services will be provided through various access technologies. A mechanism to
support seamless mobility between heterogeneous access networks is needed for future network
evolution. To this end, I-WLAN is included in the SAE to ensure a smooth migration path
from the R6 -WLAN work to a generic multi-access solution. Apart from seamless mobility
across heterogeneous RATs, [F[WLAN R7 also supports access to IMS and private networks
from I-WLAN, LoCation Service (LCS) for F-WLAN in order to enlarge the scope of location-
services deployed for GSM/UMTS. Some enhancements to support QoS on the WLAN Access

Network are also in the scope of studies.
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Figure 8. -WLAN R6 Architecture and Functional Components

2.4.4. SSCAN

The Seamless Converged Communications Across Networks (SCCAN) [23] is an industry
standard led by Motorola, Avaya and Proxim. SCCAN supports an emerging open specification
for technologies that enable seamless converged communications. By incorporating the most
popular Session Initiation Protocol (SIP) of the IETF as a control protocol, SCCAN's
specifications aim at the convergence of Wi-Fi technology with cellular networks for voice,
video and data services. SCCAN provides an enterprise solution which offers seamless

interoperability between Wi-Fi enabled enterprise networks and cellular wide area networks.
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Figure 9. SCCAN Enterprise Solution Architecture

SCCAN splits the functionality among dual-mode (Wi-Fi/Cellular) handset, mobility-
enabled IP Private Branch Exchange (PBX) and WLAN gateway, as shown in Figure 9. While
entering the office premises, the user's session switches from the cellular network to the Wi-Fi

network. In order to ensure this functionality in the core network, the PBX has an SS7
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(Signalling System 7) link to the wireless carrier so that the location registration and call
control can be performed on session switching. SCCAN may present some advantages to set up
customized business offers. However, from deployment perspective, this type of solutions
presents significant constraints to interconnect with the mobile infrastructure since it requires

the deployment of interconnection links between IP-PBX and PSTN peering nodes.

2.4.5. MIH IEEE 802.21

The IEEE 802.21 Working Group (WG) defines Media Independent Handover (MIH) in
order to offer seamless convergence across heterogeneous networks [24]. MIH defines a
framework to support information exchange that facilitates mobility decisions, as well as a set
of functional components to execute those decisions. MIH shields link-layer heterogeneity and
provides a unified interface to upper-layer applications in order to support transparent service
continuity. The handover scenarios considered in 802.21 WG include wired as well as wireless
technologies — the complete IEEE 802 group of technologies and 3GPP/3GPP2 access network

standards.

The MIH framework provides methods and procedures to gather useful information from
the mobile terminal and the network infrastructure in order to facilitate handover between
heterogeneous access networks. MIH provides network discovery procedures which help the
mobile terminal to determine which networks are available in its current neighborhood. Mobile
terminal selects the most appropriate network with the help of the gathered information such

as link type and quality, application class, network policy, user profile and power constraints.

2.4.5.1. MIH Architecture

MIHF (Media Independent Handover Function) lies in the heart of the MIH architecture
and provides an intermediary or a unified interface between the lower-layer heterogeneous
access networks and higher-layer components. MIH provides generic access-technology
independent primitives called Service Access Points (SAPs). SAPs are APIs (Application
Programming Interfaces) through which the MIHF can communicate with the upper and lower

layers entities.

The MIHF facilitates three services namely Media Independent Event Service (MIES),

Media Independent Command Service (MICS) and Media Independent Information Service
(MIIS).

« Signalling state changes at lower layers.
» Control by higher layers.

o Provision of information regarding the neighbouring networks and their capabilities,

respectively.
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2.4.6. ETSI TI SPAN

Telecoms & Internet converged Services & Protocols for Advanced Networks
(TISPAN) is a standardization body of ETSI, specialized in fixed networks and Internet

convergence. [http://portal.etsi.org/tispan|. All current specifications can be found in [25].

TISPAN’s release 1 architecture is based upon the 3GPP IP Multimedia Subsystem
release 6 architecture. However, TISPAN has adopted a more generalized model able to address
a wider variety of network and service requirements. This overall architecture is based upon
the concept of cooperating subsystems sharing common components. The subsystem-oriented
architecture enables the addition of new subsystems over time to cover new demands and
service classes. It also ensures that the network resources, applications, and user equipment
(mostly inherited from IMS where possible) are common to all subsystems, hence ensures user,
terminal and service mobility to the fullest extent possible, including mobility across
administrative boundaries. The role of TISPAN is to standardize converged networks using
IMS as its core architecture. This means adding the ability for fixed network access to interface
to IMS and also requesting 3GPP to enhance the IMS specification on wireless specific topics.
With the objective of moving existing PSTN functionality onto an IP core, IMS is now being

focused on to provide PSTN emulation.

PSTN emulation services provide a definition of what must be provided as a minimum,
for example malicious call trace. Multimedia must be also allowed to provide additional

enhancements to the service.

The location of the Network Attachment Subsystem (NASS) in the overall TISPAN

architecture is presented in [26].

Comparisons between different Interworking Mechanisms

GAN/UMA | I-WLAN SCCAN ETSI TISPAN | 802.21(MIH)
Handset Unlicensed Unlicensed Enterprise Fixed + 3GPP 802.xx
Network radio + 3GPP | radio (when WLAN + + +cellular stack
Connection cellular stack under I- cellular stack | WLAN/WIMAX
(when under WLAN
GAN/UMA coverage)
coverage)
Standardization 3GPP 3GPP SCCAN Forum ETSI IEEE
Body
Mobility ++ Circuit- +Under ++Circuit- ++ Under study ++Under
Performance switched and study and switched and and applicable study and
Packet- applicable to Packet- Packet-switched applicable to
switched Packet- switched services Packet-
Switched Switched
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services services only services services and
Circuit-
switched
Security + + + + +
Network + network ++ network -- needs for -- needs for + network
complexity for impacts impacts interconnection | interconnection impacts
deployment reduced reduced with mobile with mobile reduced
network network
Handset Impact | - new handset - new - new handset - new handset | - new handset
required handset required required required
required

Billing

+ supported

+ supported

- not supported

+ supported

-- Out of scope

+ supported, - not supported

Table 3. Comparisons between interworking mechanisms

2.4.7. 3GPP LTE evolution architecture

The main objective of 3G LTE architecture is to provide a higher data-rate, lower-
latency and packet-optimized system that supports multiple RANs. In order to meet the
requirements on high data rates with large transmission bandwidth and flexible spectrum
allocation, OFDM and MIMO techniques have been chosen for Evolved-RAN [27]. The logical
high level architecture of the evolved 3G is illustrated in Figure 10. The intra-L'TE access
system mobility is managed by two entities: Mobility Management Entity (MME) and User
Plane Entity (UPE). The MME manages user contexts such as permanent and temporary
identities, mobility states, location areas and user security parameters. The corresponding
2G/3G MME is SGSN. The UPE manages IP bearer service parameters and routing
information. It is also responsible for triggering the paging when downlink data arrive for users.
The corresponding 2G/3G UPE is the SGSN or SGSN+GGSN. The 3GPP Anchor is a
functional entity that anchors the user plane to support mobility between 2G/3G and LTE
access systems. The SAE Anchor manages the user plane to support mobility between 3GPP
and non-3GPP access systems. The 3GPP anchor can be co-located with the MME/UPE or
SAE Anchor or both.
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Figure 10. 3GPP LTE evolution architecture
2.5. Handover and roaming mechanisms

2.5.1. Handover Management

The handover management involves three phases: 1) neighboring cell discovery and

measurement, 2) network selection and handover decision, and 3) handover execution.

2.5.1.1. Cell discovery & Measurement

The role of cell discovery and measurement is to identify the need for handover. This

phase includes the following steps:

o Neighboring cell discovery: It is a preliminary step to be considered before carrying out
the signal strength measurement. The MS can learn about its neighbors by scanning different

channels or via the provisioning information from its current Base Station (BS).

o Signal strength measurement: The MS should synchronize in frequency and in time
with its neighboring cells before it measures their radio link quality. The signal strength is
averaged over time so that fluctuations due to radio propagation can be eliminated. Besides the
measurement taken by the MS, the network makes itself the measurements such as the uplink

quality, Bit Error Rate (BER) of the received data, etc.

o Reporting of measurement result: After the measurement, the MS sends measurement

results to the network periodically or based on trigger events.

o Information gathering: Besides the physical link quality related parameters, in

heterogeneous environments, the MS is required to collect other information like the terminal
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capabilities, service experiences status, context information, etc. to assist the vertical handover

decision.

2.5.1.2. Network selection and Handover decision

This phase is responsible for determining when and how to perform the handover. We

can divide this phase into different steps:

o Network selection triggering (including handover initiation triggering): Network

selection is triggered taking as input the measurement results.

o Network selection: Network selection is the process of choosing the best access network
among the multiple available ones. In heterogeneous environments, the MS must evaluate
different criteria of each available network before selecting the best one. The selected access
network must be commonly agreed between the user preferences and the network policy

including the roaming agreement.

» Handover initiation: If the network selection results in change of access node, the
handover initiation must follow right after. If the access technology of the selected access node

is different from the serving access technology, a vertical handover is executed.

o Pre-notification to all recommended target BSs: The network selection gives a list of
recommended BSs in the preferred networks order. In this case, the network may query the
recommended BSs to check whether they can support the imminent handover from the MS.
During this phase, certain pre-registration information of the MS will be relayed to the
recommended target BSs for handover preparation purpose. At the end of this phase, the
network can decide which target access network to select and send its decision to the MS.
Another option is that the network eliminates the undesirable BSs among the recommended
ones and then sends back the list of desirable recommended BSs to the MS. Here, the target
access network is selected by the MS. Such a pre-notication handover only exists if the MS and
the network cooperate together during the network selection and handover decision phase.

Otherwise, the MS or the network can decide solely the target access node.

2.5.1.3. Handover execution

The handover execution includes the connection establishment, the resources release and

the invocation of proper security services.

. Authentication: Once the target access network is selected and the handover decision
is launched, the MS must use appropriate user credentials to authenticate with the
target network and get valid encryption keys for communication sessions.

. Execution: Once the best access network is selected, and the re-authentication is

successfully achieved, the communication session will be continued on the new radio
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interface through a new routing path. The change of routing path must be noted to

the Corresponding Node (CN) or the content provider.

2.5.2. Security in Wireless and cellular networks

2.5.2.1. Security solutions for today’s 802.11 WLAN

To combat the weaknesses of standard 802.11 security, organizations such as the
Institute of Electrical and Electronic Engineers (IEEE), the Wi-Fi Alliance, Cisco Systems and
Fortress Technologies have introduced enhanced wireless security solutions developed around

standards based technologies.

The TEEE’s 802.1X Port Based Network Access Control standard provides strong
authentication and network access control for 802.11 networks. Ratified in June 2004, the
IEEE 802.11i enhanced wireless security standard introduces strong authentication and data
encryption mechanisms and will become the new security standard for 802.11 networks. In late
2002, the Wi-Fi Alliance introduced Wi-Fi Protected Access version 1 (WPA v1), a subset of
the 802.11i standard.

a. IEEE 802.1X Port Based Network Access Control:

802.1X [28] is a standard that provides a means to authenticate and authorize devices for
network access. 802.1X has three components that combine to deliver a strong authentication
solution: the Supplicant, Authenticator and Authentication Server (AS). The wireless terminal
is the supplicant and the access point is the authenticator. The most common type of AS is
RADIUS (Remote Authentication Dial-In User Service) [29] - typically a stand-alone software
package installed on a standard PC platform. Authentication requests occur during system
initialization and are initiated by wireless terminals or access points, after the terminal has
associated to the access point. Various authentication methods such as digital certificates,
smart cards and one-time passwords can be used to provide credential information for

authentication. Of course, without successful authentication, network access is denied.

Figure 11 illustrates the IEEE 802.1X setup. The supplicant sends its authentication
credentials to the AS via the authenticator. The AS confirms the supplicant’s credentials and
directs the authenticator to allow supplicant access to the network. The access point
communicates with the wireless terminal and submits the terminal credential information to a

suitable AS to determine correct authorization.

Supplicant Authenticator Authentication Server

B02ATWIFL |\ eapow m Access Point |« ncapsulated Radius

interface EAP messages
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Figure 11. IEEE 802.1x setup

Extensible Authentication Protocol (EAP):

The 802.1X authentication process uses the Extensible Authentication Protocol (EAP)
[30]RFC 2284 to pass authentication information between the supplicant and the AS. EAP
effectively creates a session with the AS for the terminal to forward its credentials. If the EAP
version supports mutual authentication, then the AS provides its credentials to the wireless
terminal within the same session. The EAP session allows a wireless terminal limited access to
the network for terminal authentication purposes only. Once authentication is complete, the
session is terminated and the wireless terminal is granted access. EAP is a general protocol and
is ‘extensible’ in that it supports multiple authentication mechanisms. 802.1X supports such
EAP types as Message Digest 5 (MD-5) [31], Transport Layer Security (TLS) [32] [33], and
Protected Extensible Authentication Protocol (PEAP) [34].

The authentication dialog between the terminal and authentication server is carried in
EAP frames. The encapsulated form of EAP, known as EAP over LAN (EAPOL) and EAP
over Wireless (EAPOW), is used for all communication between the supplicant and
authenticator. The access point acts as an EAP proxy between the terminal and AS, accepting
EAPOL packets from the terminal and forwarding them to the AS over a protocol such as
RADIUS. In turn, the access point forwards all AS EAP packets over EAPOL to the wireless

terminal.
EAP TLS [32]

EAP-TLS (Transport Level Security) provides strong security by requiring both client
and authentication server to be identified and validated through the use of PKI certificates.
EAP-TLS provides mutual authentication between the client and the authentication server and
is very secure. EAP messages are protected from eavesdropping by a TLS tunnel between the
client and the authentication server. The major drawback of EAP-TLS is requirement for PKI
certificates on both the clients and the authentication servers - making roll out and
maintenance much more complex. EAP-TLS is best suited for installations with existing PKI
certificate infrastructures. Wireless 802.1X authentication schemes will typically support EAP-
TLS to protect the EAP message exchange. Unlike wired networks, wireless networks send
their packets over open air making it much easier to capture and intercept unprotected

packets.
EAP SIM:

EAP SIM [35] is a mechanism which specified for authentication session key distribution
using global system for mobile communications using subscriber identity module (SIM). GSM
authentication mechanism is based on challenge-response. The A3/A8 authentication and key
derivation algorithms that run on the SIM can be given a 128-bit random number (RAND) as
a challenge. The SIM runs operator-specific algorithms, which take the RAND and a secret
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key Ki stored on the SIM as input, and produce a 32-bit response (SRES) and a 64-bit long key
Kc as output. The Kc key is originally intended to be used as an encryption key over the air
interface, but in this protocol it is used for deriving keying material and not directly used. The
64 bit cipher key (Kc) that is derived is not strong enough for data networks where stronger
and longer keys are required. Hence in EAP-SIM, several RAND challenges are used for
generating several 64-bit Kc keys, which are combined to constitute stronger keying material.
In EAP-SIM the client issues a random number NONCE_MT to the network, in order to
contribute to key derivation, and to prevent replays of EAP-SIM requests from previous
exchanges. The NONCE_MT can be conceived as the client's challenge to the network. EAP-
SIM also extends the combined RAND challenges and other messages with a message
authentication code in order to provide message integrity protection along with mutual

authentication.

The Authentication mechanism of EAP SIM is shown in Figure 12.
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Figure 12 EAP SIM message exchanges
Wi-Fi Protected Access (WPA):
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Realizing there was a need for a strong wireless security solution to fill the security gap
until the ratification of the 802.11i standard, the Wi-Fi Alliance teamed up with the IEEE and
in late 2002 introduced Wi-Fi Protected Access version 1 (WPA v1). WPA vl is a subset of
802.11i security with many of the same data encryption and authentication components. WPA
v1 certification of 802.11 hardware began in February 2003 and became mandatory for Wi-Fi
certification at the end of 2003.

WPA v1 utilizes TKIP to provide strong data encryption, and offers two device
authentication and key management methods. In enterprise environments with a centralized
AS, user authentication is based on 802.1X and mutual authentication based EAP. In home or
office environments where a centralized authentication server or EAP framework is not
available, user authentication is based on a ‘Pre-Shared Key’ method (PSK). With Pre-Shared
Key authentication, the home or office user manually enters a password (Master Key) in the
Access Point or Wireless Router and enters the same password in each client device that
accesses the wireless network. The manually configured WPA password (Master Key)

automatically starts the TKIP data encryption process.

WPA v1 addresses security requirements for AP-based 802.11 networks only. The Wi-Fi
Alliance has adopted the full 802.11i security standard as WPA v2, featuring security

requirements for AP-based and ad-hoc (peer-to-peer) 802.11 infrastructures.

2.5.2.2. Security Solutions for WIMAX

The security architecture of 802.16 is divided into two layers; the first layer is to provide
encapsulation for the data access across the 802.16 networks. The second is a key management
protocol PKM providing secure distribution of keying data between the BS and terminal. PKM
supports both mutual authentication and unilateral authentication. The key management
protocol uses EAP or X.509 digital certificates together with RSA or a sequence starting with
RSA and followed by EAP. It uses strong encryption algorithms to perform key exchanges

between the BS and terminal. It supports re-authentications, reauthorizations and key refresh.

PKM protocol establishes a shared secret Authorization Key between the BS and
terminal. A BS authenticates a client terminal during the initial authorization exchange. Each
terminal presents its credentials, which will be a unique X.509 digital certificate issued by the
terminal manufacturer in the case of RSA authentication or an operator-specified credential in

case of EAP-based authentication.
PKM RSA authentication

The PKM RSA authentication protocol uses X.509 digital certificates, the RSA public
key encryption algorithm that binds public RSA encryption keys to MAC addresses of SSs.

A BS authenticates a client SS during the initial authorization exchange. Each MS

carries a unique X.509 digital certificate issued by the SS s manufacturer. The digital certificate
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contains the SS s Public Key and SS MAC address. When requesting an AK, an SS presents its
digital certificate to the BS. The BS verifies the digital certificate, and then uses the verified
Public Key to encrypt an AK, which the BS then sends back to the requesting SS.

All SSs using RSA authentication shall have factory-installed RSA private/public key
pairs or provide an internal algorithm to generate such key pairs dynamically. If an SS relies on
an internal algorithm to generate its RSA key pair, the SS shall generate the key pair prior to
its first AK exchange. All SSs with factory-installed RSA key pairs shall also have factory-
installed X.509 certificates. All SSs that rely on internal algorithms to generate an RSA key
pair shall support a mechanism for installing a manufacturer - issued X.509 certificate following

key generation.
PKM EAP authentication

PKM EAP Authentication uses Extensible Authentication Protocol in conjunction with
an operator-selected EAP Method (e.g. EAP-TLS). The EAP method will use a particular kind
of credential — such as an X.509 certificate in the case of EAP-TLS, or a Subscriber Identity
Module in the case of EAP-SIM.

The particular credentials and EAP methods that are to be used are outside of the scope
of this specification. Use of an EAP method not meeting these criteria may lead to security
vulnerabilities. During re-authentication, the EAP transfer messages are protected with an
HMAC/CMAC tuple. The BS and MS must discard unprotected EAP transfer messages or
EAP transfer messages with invalid HMAC/CMAC digests during re-authentication.

2.5.2.3. GSM Security
SIM CARD: The IMSI — International Mobile Subscriber Identity — a unique number

for every subscriber in the world. It includes information about the home network of the
subscriber and the country of issue. The Ki — the root encryption key. This is a randomly
generated 128-bit number allocated to a particular subscriber that seeds the generation of all
keys and challenges used in the GSM system. The Ki is highly protected, and is only known in
the SIM and the network’s AuC (Authentication Centre). The phone itself never learns of the
Ki, and simply feeds the SIM the information it needs to know to perform the authentication
or generate ciphering keys. When a user is subscribed to a network for the first time a
subscriber authentication key (Ki) is assigned in addition to the IMSI (stored in SIM).On the
network side, this key Ki is stored in the AuC of the HPLMN.

The GSM authentication procedure is based on the algorithm A3 which is implemented
both at MS and MNO sides. When needed for each MS, the BSS/MSC/VLR requests security
related information from the HLR/AuC corresponding to the MS. This includes an array of
pairs of corresponding RAND and SRES (or XRES). The pairs are stored in the VLR as part
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of the security related information. These pairs are obtained by applying algorithm A3 on each
RAND and the key Ki [TS 43.020].

A signed response (SRES) originated by MS is compared by the MSC/VLR against the
corresponding AuC generated expected response (XRES) value in order to validate the
subscriber identity. i.e if both the values agree, the authentication is successful [TS 43.020].
The AuC generated (RAND, XRES) vector (an array of pairs of RAND XRES) is passed to
whichever network requires them so that a challenge/response process for subscriber identity

authentication can take place when the subscriber intends to access services, e.g. MO call.

Authentication During data services
General authentication procedure during data services is handled in similar way as in

GSM authentication and Figure 13 illustrates the process.
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Figure 13. General authentication procedure —during data services

Non-transparent access uses an additional PAP (Password Authentication Protocol) or
CHAP (Challenge Handshake Authentication Protocol) based MS authentication for data
services. During the PDP context activation process a RADIUS request is built by the GPRS
PLMN toward the RADIUS server associated with the APN.

AKA

UMTS AKA is based on the assumption that the Authentication Center (AuC) of the
user's home environment and the user's USIM share a user specific secret key K, certain

message authentication functions f1, f2 and certain key generating functions f3, f4, fo.

f1 — is used to generate the authentication token (MAC) which has a similar purpose to
SRES in GSM, but is used to authenticate the network to the mobile (i.e. the mobile tests if
the network has knowledge of the root key K. It’s inputs are RAND (128-bit), K (128-bit), the
sequence number SQN (48-bit) and AMF

f2 — is used to generate the XRES, similar to the SRES but 128-bits long. Inputs are K
and RAND

f3 — Used to generate the 128-bit ciphering key CK. Inputs are K and RAND.



40 Chapter 2 — Evolution of 4G networking and underlying methods for seamless roaming

f4 — used to generate the 128-bit integrity key IK. Inputs are K and RAND. The IK is

used to ‘sign’ radio control messages, discussed later.

f5 — used to generate the 128-bit authentication key AK (48-bit) , which is used to
encrypt (XORed with) the Sequence number SQN when it is sent to the mobile station.

AMF
SQN FAND K

lv lv lw lv v 9

f1 2 3 4 £5
MAC XEES CK IK AK

Figure 14. Message authentication functions in AKA

The UMTS AKA consists basically of two phases:

Generation of Authentication Vectors: After receiving an authentication data
request from an SN, the HE/AuC generates an array of n authentication5 vectors, each
consisting of the following five components: A random number RAND, an expected response
XRES, a cipher key CK, an integrity key IK and an authentication token AUTN. This array of

n authentication vectors is then sent to the requesting SN.

Authentication and Key Agreement: In an authentication exchange the SN, resp.
one of its corresponding network entities, namely Visitor’s Location Register (VLR) or Serving
GPRS Support Node (SGSN), selects the next (the ¢th, where Iin) authentication vector
from the ordered array and sends RAND(7), AUTN(¢) to the user. The USIM checks whether
AUTN(4) can be accepted, i.e. whether AUTN(7) constitutes a valid authentication token, and
if so, produces a response RES(7) which is sent back to the SN, which compares RES(7) to
XRES(7). The USIM now also computes CK and IK which are subsequently used for ciphering

and integrity protection on the air interface.

Authentication Signaling in the Access Networks
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Figure 15. GPRS logical architecture [IR.33]

As specified in TR.33 recommendations GPRS roaming has two basic scenarios;

e MS connects via VSGSN and HGGSN

e MS connects via VSGSN and VGGSN
During the registration of the MS to the visited network, GPRS attach process to the
VSGSN shall take place. The VSGSN communicates with the HLR in HPLMN (inter network
SS7 links, Gp interface).This validates the user’s roaming mobile services. Once attached user

can perform PDP context activation procedure.

When MS connecting via VSGSN to HGGSN, there are several requirements to be
satisfied. There has to be SGSN-HLR interactions via Gr interface using Inter network links.
Also inter network DNS exchange mechanism has to be in place. Moreover, inter PLMN

backbone connectivity via border gateways and an address management plan should also be

involved in the architecture. Figure 16 illustrates this scenario.

HGGSN

The Inter GPRS
Backbone

External PDN
Roaming MS

Figure 16. VSGSN and HGGSN using Inter PLMN Backbone

The second scenario typically requires being transparent i.e. with non-authenticated

network access-point access. Therefore this approach is generally deployed by the MNOs.
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Furthermore, there is no data and signalling exchanges across Inter PLMN backbone as Intra

PLMN backbone is used to establish context. This scenario is shown in Figure 17.

Roaming MS

Figure 17. VSGSN and VGGSN using VPLMN Intra GPRS Backbone

2.5.3. Mobility management

IP version 4 assumes that a node's IP address uniquely identifies the node's point of
attachment to the Internet. Therefore, a node must be located on the network indicated by its
IP address in order to receive datagram’s destined to it, otherwise datagram’s destined to the
node would be undeliverable. For a node to change its point of attachment without losing its
ability to communicate, currently one of the two following mechanisms must typically be

employed:

¢ The node must change its IP address whenever it changes its point of attachment.
¢ Host-specific routes must be propagated throughout much of the Internet routing

fabric.

Both of these alternatives are often unacceptable. The first makes it impossible for a
node to maintain transport and higher-layer connections when the node changes location. The
second has obvious and severe scaling problems, especially relevant considering the explosive

growth in of portable devices connected to internet.

2.5.3.1. Mobility at Layer 2

The mobility at this point appears at the link layer of the technology specific. Here at
the time of the mobility the IP address of the device point of attachment remains the same
even though the mobile moves from one point if attachment to another. Some of the link layer
mechanisms are discussed in some of the WGs and specification bodies with the mobility at the

layer 2.

« IEEE 802.11f [36]is the draft standard of wi-fi technology to provide mobility support
at link layer.

e [EEE 802.16¢ is the draft wok for adding mobility support to the already existing
802.16-2004 standard for BWA (Broadband Wireless Access)

» IEEE 802.20 is the draft work of MBWA (Mobile Broadband Wireless Access)

* [EEE 802.21 is the draft work of the Media Independent Handover
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2.5.3.2. Mobility at layer 3

In the heterogeneous networks, the mobility management at layer 3 can be broadly
categorized into two types: macro-mobility and micro-mobility. The mobility between the
different administrative domains is referred to macro mobility since it will be global and
independent of underlying mechanisms such as routing protocols, link layer access technologies,
and security architectures. On the other hand, the term micro mobility refers to the movement
of mobile between different subnets belonging to single domain. Note that, one administrative
domain may include different access technologies, such as 2G, 3G, WLAN, WIMAX...of one

service provider.

a. MIPV4

The Internet Engineering Task Force (IETF) has proposed Mobile IP [37] as an interface
between the mobile node home network and foreign network. Mobile IP is a standard that
allows a user with a mobile device, whose TP address is associated with a particular network, to
stay connected when moving to a network with a different IP subnet addresses. When a user
leaves its network (i.e. when its device enters the domain of a foreign network) the foreign
network uses the Mobile IP to inform the home network of a Care-of-Address (CoA) to which
all packets for the user's device should be sent. By doing so, Mobile IP keeps track of the

location of a mobile and delivers packets to its current location.

The Mobile IPv4 enables the mobile terminal to maintain its IPv4 address and the
transport layer connection while the mobile changes the access points (During Handoff). It can
provide a transparent movement for the transport and upper layer. Mobile IPv6 allows a
mobile node to move from one wireless access point or base station with no disruption in

network connectivity.

In Mobile IPv4, the Messages from the Internet are always sent to the permanent address
assigned to the mobile node. Routing of messages from the home network to the current
location of the mobile is accomplished throughout the use of two IP addresses per mobile, a
home address for identification and a CoA for routing. The home address does not change
regardless where mobile resides, even though the CoA changes according to the connected
network. A Home Agent (HA), located in each home network, maintains a database in which
the mobiles home address reside. Whenever the mobile node moves to a foreign network, it
establishes an association with a Foreign Agent (FA), which is located in the visited foreign
network. The Mobile Node registers to the HA through FA.

Home Agent and Foreign Agents send agent advertisement periodically within their
respective network domains. After receiving the agent advertisement, the mobile nodes
distinguish whether it is in its home network or in a foreign network. When the mobile node is
at home network it basically works like natural with normal routing technique. When the

mobile moves to foreign network it obtains a CoA by soliciting or listening to the agent
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advertisements. The mobile node registers its CoA to home agent through foreign agent. Data
sent to the home address of the mobile node is then intercepted by the home agent and are
tunnelled to the care of address of the mobile node. Once received at the tunnel end point, the

Foreign Agent, the data are finally delivered to the mobile node.

Hence, Mobile IP is mainly based of three steps: agent discovery, registration and

tunnelling.

Agent Discovery is the process by which Mobile Node determines its new attached
points or its IP address when it moves from one place to another place. Through this method
Mobile Node performs several procedures. It determines whether it is connected to its Home
network or to a Foreign network thanks to the agent advertisements. It detects whether it has
changed network or stay connected to present network and finally obtains care of address when
it changes the network through the Dynamic Host Configuration Protocol (DHCP) [38] or

manual configuration.

Registration is the method performed when Mobile Node connects or disconnects to a
foreign network with the home agent. This process is also involved in finding the services
offered by the foreign agent and informing the home agent. In this process, it can do re-
registration when certain time-values expire. Registration includes two steps, registration-
request and registration-reply between the mobile node and home agent. This process also

involves deregistration with the home agent when the mobile node returns to its home network.

Tunnelling is the process by which Mobile IP relays the datagram’s from the home
agent to the mobile node when this latter is connected to a foreign network. The tunnelling is

realised with the help of the care-of-address.

Figure 18 summarizes the typical Mobile IP scenario.

AP1

?5))

Figure 18. Mobile IPv4 Scenario

The transparent mobility support of Mobile IP is important for long-lived connection-

oriented traffic or for incoming traffic initiated by correspondent hosts. However, this
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transparent mobility support does not come without cost. In the absence of route optimization
for Mobile TP, packets destined to a mobile host are delivered to its home network and then
forwarded to the mobile host’s current care-of-address in the network it is visiting. If a mobile
host is far away from home but relatively close to its correspondent host, the path traversed by
these packets is significantly longer than the path travelled if the mobile host and the
correspondent host talk to each other directly. The extra path length not only increases latency
but also generates extra load on the Internet. It even increases load on the home agent,
potentially contributing to a communication bottleneck if the home agent is serving many

mobile hosts simultaneously.

b. MIPv6

Mobile IPv6 [39] includes many features for streamlining mobility support that are
missing in Mobile IPv4. The Mobile IPv6 can support node’s mobility in the network layer
without the need of FA. Then, the main components of MIPv6 operation are the HA, home
address, CoA, mobile/correspondent node. Each mobile is identified by its home address. The
HA is a router supporting the mobility services in the home network. Based on the Home
Agent Address Discovery protocol the mobile can discover it’s HA at the first entry in the

network.

If the mobile is at home network, a conventional mechanism is used to route the packets
to the mobile. When the mobile moves to another network, it gets a new CoA. The mobile
then sends to its HA about its new CoA. An association between the home address and its
CoA is established. This association is named binding. The HA will then transfer all the
packets addressed to mobile to its new location. The Mobile Node also sends Binding Updates
messages to its Correspondent Nodes to inform them about its current Care-of Address. This
later will allow establishing Route Optimization between both peers avoiding the use of

triangular routing as in MIPv4.
Handover procedure with Mobile IPv6

When the mobile changes its point of attachment to the Internet, it will perform the

MIPv6 handover process. The handover process is performed according to the following steps:

¢ Movement Detection: In general, the mobile is responsible for movement detection.
The mobile is considered to move out of the current network if the current access

router is no longer reachable or the new different access router is available.

* Router Discovery: This is achieved by receiving the router advertisement periodically
sent by the access router. The mobile can also solicit the access router to send the
router advertisement. Usually, the mobile sends the router solicitation if it discovers

that its current access router is unreachable.
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Address Configuration: The mobile must configure itself its [Pv6 address used in the
new network. Note that the information in the router advertisement is required for
configuring the new CoA. This CoA may be obtained either by Stateful or Stateless
Address Autoconfiguration. The stateless mechanism which configures the CoA with

the prefix discovery provides less the delay in comparison with the stateful mechanism.

Duplicate Address Detection (DAD): The mobile should perform the DAD to
ensure that its configured addresses are likely to be unique on the link. The mobile
cannot begin to use this new CoA until it executes successfully the DAD procedure.

However the DAD may add more delay in the overall handover latency.

Registration of new CoA: Once the mobile detects that it has moved to another
network, obtained new CoA and checked the validity of this CoA, it should notify its
HA of its new location. From the moment when the mobile loses the connectivity with
its access router to the moment when the mobile informs the HA its new location, all
the packet addressed to it will be lost.

Binding update completion: This step refers to the mobile informing all its
correspondent nodes its new location and that the mobile is reachable at its new CoA.

A typical Mobile IPv6 scenario is shown in Figure 19.

Home Agent
(mobile node’s home address
is associated with)

_______ Correspondent Node
1 (Communicating with the mobile node)
Visited

network

(with a care-of address)

Figure 19. Mobile IPv6 Scenario.

Network Based Mobility

The solutions presented above require deep interoperation with the MN. This means that

in order to initiate mobility registration, MN needs be able to communicate via the access

point in the current network. A safe decision for the network administrator is the MN is

authenticated in order to actually be granted connection with the local network. In fact,

allowing “unauthorized” mobile device sending information causes security problems and
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difficulty for the management. An interesting approach is of Intra-domain Multicast-base
Mobility (M&M) using Mobility Proxy. Actually, the use of proxy in M&M is not considered
as a best choice of the solution, but rather algorithmic mapping. Using multicast address as the
CoA of MN, the solution can speed up the handoff phase and keep the packet loss low. This
solution may prove efficient with future network, rather than with the actual network, due to
its high demand for the support of the multicast address allocation. Nevertheless, the Mobility
Proxy shows a potential way to deal with the connection permission of the MN. Instead of
letting the MN do the registration with the HA, now an agent, Mobile Proxy does it on the
behalf of the MN. The mechanism procedures as follow: when arriving at a new domain, MN
communicates with the Access Router (AR), which performs necessary authentication and
security measures. The later then sends a request message to the Mobile Proxy (MP). Upon

receiving the information from the AR, MP registers with the HA using MIP.

2.5.3.3. Macro Mobility

When the mobile user moves between the different subnets or different domains, its 1P
address will be changed. In order to maintain the reach ability, the mobile node should have a
mechanism to inform quickly its correspondent node of its new address or it should have a
permanent IP address seen by its correspondent node. Mobile IP is proposed to solve the
problem of node mobility by redirecting packets for the mobile node to its current location. In
the following we discuss two optional mechanisms that may be added to Mobile IP in order to

improve its performances.

In order to save the energy consumption of the mobile node, IP paging is proposed as
extension of Mobile IP. Under the Mobile IP paging, the mobile may be inactive for a period of
time. The mobile does not register its location when moving during idle time if it is still in the
paging area. This latter is defined by several subnets. The packets destined to the mobile will
be buffered at the paging initiator which is responsible for locating the mobile by sending out
the IP paging messages within the paging area. When the current location of the mobile is

known, the paging initiator will forward the packets to it.

The triangular routing is one of the significant limitations which may cause latency and
bottleneck in the network. Furthermore, the packets already sent to old CoA and in flight are
lost. The signalling overhead associated with location update may be very high and the
signalling delay may be long since the distance between the visited network and home network
may be large. The first problem is solved by route optimization which consists of using direct
route between the mobile and correspondent node to bypass the home agent. The route
optimization also addresses the second problem: the new foreign agent notifies the previous
foreign agent about the movement so that the previous foreign agent forwards the packets to

the new one.
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a. Hierarchical MIPv6

Since the handover delay in MIPv6 limits the real time applications, many researches
have been done to suggest the solution for this problem. Among these solutions, Hierarchical
MIPv6 (HMIPv6) [40] was designed so as to minimize the signaling quantity to the
correspondent node and the HA. This is achieved by allowing the mobile to locally register
with a domain. The global Internet will be then divided into the regions named local mobility
zone. These zones form the independent subnet domains. Each domain is connected to the
Internet via the mobility anchor point (MAP) which behaves like the anchor point for the
mobile (see Figure 20). The MAP acts as a local HA which receives all the packets on behalf of
the mobile node it is serving and will encapsulate and forward them to the mobile node’s
current address. When the mobile moves inside the local MAP domain, the mobile only needs
to register the new location with the MAP. Therefore, only Regional CoA needs to be
registered with the HA and correspondent nodes. The handover is thus hidden at the HA and

the correspondent nodes if the mobile moves in the same local MAP domain.

HA CN

Figure 20. HMIP Architecture

b. Fast handover MIPv6 (FMIPv6)
The fast handover MIPv6 (FMIPv6) [41] is an extension of MIPv6 that allows the mobile

to configure a new CoA before it moves to the new network and thus can use it immediately
once connecting to the new network. Moreover, the FMIPv6 can reduce the latency involved
during the mobile’s binding update procedure by providing a bi-directional tunnel between the

old and the new access router while the binding update procedures are being performed.

When the mobile detects one or more access routers (AR), it will send a PtSolPr (Router
Solicitation for Proxy) message to current access router to request the information about its
neighboring networks. The triggers for sending PtSolPr can originate from the link-specific
events, e.g., a better signal strength from the new access router. The current AR will then

inform the mobile of the neighboring link information (link-layer address, prefixes for
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configuring a new CoA). The mobile node sends a FBU (Fast Binding Update) including the
prospective new CoA (NCoA) to the current access router which then communicates with the
target access router to check if this NCoA is not currently used. The mobile will establish a
binding between the previous CoA (PCoA) and NCoA and tunnel any packets addressed to
PCoA to NCoA. The new AR buffers the packets until the mobile arrives on its link and then
delivers them to the mobile. Once attached to new link, the mobile still uses the bi-directional
tunnel and sends packet with PCoA as source address until it has completed the MIPv6

binding update procedure.

2.5.3.4. Micro mobility

To enhance the Mobile IP, the so-called micro mobility protocols have been developed for
seamless handover within a same administrative domain. The micro mobility solutions aim to
reduce the signalling load and delay to the home network during movement within one domain.
We can distinguish two kinds of approaches: tunnel driven proposals and routing table driven

proposals.

The tunnel based solutions consist of using the local and hierarchical registration. Among
the different solutions, the Hierarchical mobile IP (HMIP) was standardized by IETF. The
intra-domain mobility management protocol (IDMP) [42] is also a tunnel based micro-mobility

protocol which is considered as a two-level hierarchical approach of the Mobile IP architecture.

The routing-based approaches consist of maintaining host-specific routes in the routers
to forward packets. The host-specific routes will be updated based on the host mobility
information. Cellular IP [43] and HAWAII [44] (Handoff Aware Wireless Access Internet
Infrastructure) are the routing based protocols which are proposed to extend the IETF

standard.

Each of these proposed solutions concentrates on a particular set of issues related to
mobility management within a single administrative domain. In the following descriptions, we
first explain the set of issues motivating the corresponding micro mobility management

solution. Then, we present how the underlying protocol resolves them

a. IDMP

IDMP is a two-level hierarchical approach of the Mobile IP architecture. The first
hierarchy consists of different mobility domains. The second consists of different IP subnets.
Therefore, it localizes the intra-domain location update messages. In the IDMP architecture,
the MA (Mobility Agent) is responsible for the mobility management within a domain and the
SA (Subnet Agent) handles the mobility within a subnet.
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Fast Handoff procedure in IDMP is based on triggers available at layer 2 indicating a
change in the network. When a mobile node is moving from one base station to another, to
minimize the service disruption during handoff, IDMP requires either MN or the base station
to generate movement imminent message to the MA. Upon receiving this message the MA
multicast all the packets to the entire set of neighboring base stations. All these base station
buffers the incoming packets thus minimizing the packet loss during handoff transition. When
the MN subsequently performs a subnet-level configuration (using IDMP) with base stations,
can immediately forward all such buffered packets over the wireless interface, without waiting

for the MA to receive the corresponding Intra-domain Location Update.

b. Cellular IP

Cellular IP is one of the protocols that provide micro mobility management. In Mobile IP
various phases and network components are required for managing mobility. Cellular IP system
[45] consists of a number of components to allow access, paging and mobility management. The
concept behind CIP is the same as mobility management of voice terminals in GSM and IS—41
related air interfaces. Its objective is to allow the idle mobile stations to have discontinuous
transmissions. Thus, the main idea behind CIP is that as long as nodes can be traced in larger

paging area, they don’t have to register every move during passivity.

All the mobile nodes in the access network registers to the gateway router. The gateway
router is connected to several base stations on one end and connects to Internet on the other
end. The visiting mobile node registers to the gateway and uses its IP address as its care-of-
address. All the packets destined to the mobile node first reach the gateway from which they

are routed through the base stations to their respective IP address (mobile node).

—
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Figure 21. Cellular IP architecture Hard Handoff and Semi-soft Handoff

Hard Handoff: Hard handoff is initiated by the mobile node by sending a route update
packet to the other base station. This packet is carried to gateway through that base station
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thus creating a route for the downlink from the gateway to mobile node. By the neighbour hop
address the new base station uses the same link for the uplink also. The next packet to mobile
node is routed through the new link or through the old link. A timer keeps the route state

active until next route update or timeout.

Semisoft Handoff: in this case, the coexistence of the two routes for a short time is
explored. Before sending the route update packet, the mobile node sends a semi soft packet to
the new base station. In this packet a request to delay the further incoming packets at the
gateway may be included. The route update will trigger a handoff and transmit any delay

packets.

c. HAWAII

HAWAII (Handoff Aware Wireless Access Internet Infrastructure) [46] is also a domain
based approach for supporting mobility. HAWAII uses specialized path setup which installs
host based forwarding entities in specific routers to support intra domain micro mobility and to
use default Mobile TP for inter domain macro mobility. Mobile IP provides good framework for
macro mobility for users. When Mobile IP is used for micro mobility support it results in high

control over head due to frequent notifications to the HA and high latency and disruption
during handoff. The goals of HAWALII are:

1. Achieve good performance by reducing update traffic to home agent and the
corresponding nodes.
2. Provide intrinsic support for QoS in mobility management.
3. Enhance Reliability.
HAWAII operates entirely in the wireless access network. Mobile hosts run Mobile IP

with some extensions including NAI (Network Access Identifier) and route optimization.

Hawaii operation is explained in Figure 22, where Mobile Node obtains co-located care of
address, using Dynamic Host Configuration Protocol (DHCP), when connecting to base station
located in a foreign domain. It then registers with Home Agent. At the time of handover,
Mobile Node keeps the CCoA, and the new base station answers registration request and

updates routers. In this process MN views base station as a Foreign Agent.



52 Chapter 2 — Evolution of 4G networking and underlying methods for seamless roaming

Gratew ay Router

Router

EBS B3 BS DHCP

Mlotyls TP

NN BN

Figure 22. Hawaii Operation

2.5.3.5. MOBIKFE
MOBIKE [47](IKEv2 Mobility and Multihoming) is a mobility and multihoming

extension to the Internet Key Exchange version 2 (IKEv2) protocol [48]. So we need to present
briefly the IKE protocol.

MOBIKE works on a simple approach where the party initiates the IKE SA i.e.. The
client in the remote VPN connection is responsible for deciding which address pairs to be used
and collect this information if needed for deciding it. The remote gateway informs what address
initiator has but doesn’t update the IPsec SA's until it receives message from the initiator to
do. Decision at the initiator is normally done by IKEv2 while contacting the responder.
MOBIKE has the support for the NAT and stateful packet filters. When the addresses used for
[Psec are changed MOBIKE can enable or disable NAT traversal in MOBIKE.

MOBIKE defines five different exchanges. These exchanges are described in the following:

¢ Signalling support: applications that wish to use MOBIKE for a particular IKE__SA
must include MOBIKE_SUPPORTED notification in the IKE AUTH exchange in the
payload.

¢ Additional Addresses: both initiator and responder may include one or more
additional addresses in the IKE AUTH exchange. Recipient receives this address but
doesnt do anything until it receives any additional messages. The Initiator and

Responder maintain these addresses for future procedures.
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¢ Changing Addresses in IPsec SAs: As explained above the initiator decides which
address it want to use. Any change in the address is sent from initiator to responder by
using UPDATE_SA_ ADDRESS.

Change in the addresses result to some IKE exchanges between the peers.

¢ Updating the additional addresses: The changes of addresses between peers are
done by INFORMATIONAL exchanges request message that contains address payloads
or NO_ADDITIONAL_ ADDRESSES payload.

e Return Routability Check: both peers can verify that the other peer can receive
packets at the claimed address. This can be done before updating the IPsec SAs, or

continuously at the time of connection.

2.5.3.6. Management through upper layer

Mobility support has also been considered at layers above IP (upper layers). For
instance, the TCP migrate extension adds mobility support to TCP sessions. Specifically, it
implements extensions to the TCP protocol, so that TCP sessions can continue without
interrupt when an endpoint changes point of attachment. Similarly, Mobile SCTP [49] [50]
builds upon the features of the SCTP transport protocol to offer transport layer mobility.
Seamless mobility is inherent in SCTP and is accomplished through the multihoming support

feature of SCTP and some of its extensions (Dynamic Address Reconfiguration).

SIP [51] is a protocol for signalling and session controlling which has been defined to
support the multimedia applications. While comparing SIP with other similar protocols as H.
323 and H. 248, SIP is the most used protocol. In fact, SIP provides such a simplicity that

leads to network services fast conception and deployment.

Moreover, SIP defines multimedia calls, presence and instant messaging services in its
specification (multimedia calls in the version 5 of the specification, and presence and instant
messaging in version 6). These features enforce the SIP position as the most interesting
protocol for signalling and session controlling. It was adopted, in November 2002, as a 3GPP

signalling protocol and is, now, a permanent element of IMS architecture.

SIP was originally developed by the Multiparty Multimedia Sesslon Control (MMUSIC)
working group. Then, a SIP-dedicated IETF working group was created (the IETF SIP
working group). This working group proposes a new standard for SIP. This standard does not
make a break with the features provided by [52]. Indeed, [53] focuses on the same version 2.0 of
SIP which is yet used. However, it adds better clarifications and definitions of the SIP
mechanisms. In fact, the new standard corrects, first, the errors of the previous standard.
Second, it provides more reliability for the provisional replies [54] [55] and more precision for

the SIP server localization [56]. Finally, it introduces the events notification (DMTF Tonality)
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[57] and the support of TCP for SIP. Note that UDP remains the adequate transport protocol
for SIP, in spite of the TCP support, due to latency problems.

Within IP networks, SIP allows not only telephony services management but also many
other services among them the visio-conference and instant messaging. As an example,
Microsoft adopts SIP for some of its provided services such as instant messaging, presence and

transferring data.

The SIP protocol presents a simple and flexible architecture that is moreover scalable.
SIP affords also the localisation of terminals, the ability of users to engage in communications
andcapacities of devices. However, the main role of SIP is to set-up sessions or associations
between two (or occasionally more) Internet users. The session can be established between two
Internet users or two systems addressable with Uniform Resource Identifier (URI). The
sessions that are initiated with SIP can be used to exchange various types of media.

Specifically, SIP sessions are commonly used for handling voice media over packet networks.

SIP is a client/server-oriented protocol with two types of messages: requests and
responses. Messages are encoded in textual format using a structure similar to the Hyper Text
Transfer Protocol (HTTP). The Session Description Protocol (SDP), with a mechanism of

Offer/Answer, is used to open media canals and has to be modified to support IPv6.

2.5.4. Handover triggering mechanisms

o Horizontal vs. vertical handover: During the handover process, the Mobile Node
(MN)'s point of attachment changes from one access node to another one. In horizontal
handover, the MN moves within a single access technology whereas in vertical handover, the

access technology changes.

e Make-before-break vs. break-before-make handover: In make-before-break handover,
the connection with the new target access node is established before releasing the connection
with the old one. Conversely, in break-before-make handover, the old connection is terminated

before the new one with the new target access node is established.

o Hard vs. soft handover: A hard handover is one in which the connection in the serving
cell is released and only then the connection in the target cell is engaged. A hard handover is
also known as a break-before-make handover. A soft handover is one in which the connection in
the serving cell is retained and used for a while in parallel with the connection in the target

cell. This handover is called a make-before-break handover.

o Layer-2 vs. Layer-3 mobility: The layer-2 (L2) mobility refers to the case where the
MN roams among dierent access nodes while the point of attachment to IP network remains

the same. Otherwise, the layer-3 (L3) mobility involves the change of IP addresses.



Seamless Secured Roaming Over Heterogeneous Wireless Networks 55

o Global vs. local mobility: The global mobility protocol handles mobility across access
systems by associating the global IP address with the new local TP address at a fixed global
mobility anchor. The mobility within one access system is managed by a local mobility

management protocol.

2.6. Summary

A clear trend is emerging in the form of fixed and mobile telephony convergence, access
technology convergence, service convergence, multi-standard device convergence, etc.
Interworking of heterogeneous networks is inevitable for the sake of user service continuity
taking advantages of each network. In this chapter, we have addressed a global view of the
mobile network evolution from the first generation towards the next future generation which is
likely to be characterized by the interworking of heterogeneous access networks. We have
proposed different interworking architectures issues surrounding them in this chapter. Issues of
mobility management are still at novice stage there are number of issues that has to be
resolved to obtain seamless mobility. Issues of security, mobility management, network
selection are to be addressed properly for heterogeneous networks as the operating parameters
surrounding these networks differs. Obtaining seamless mobility is the main criteria which have
to be addressed by these mechanisms. In the following chapters we will provide solutions on
interworking in access networks, mobility management, low latency during roaming and

handover.






Chapter 3. Seamless Roaming Architecture

The increase in the usage of different access technologies lead to a need for new
mechanisms to manage interworking and roaming between different network technologies. To
provide secure and seamless roaming capability for mobile users across different access network
domains, belonging to the same or different operators, we propose a roaming & interworking
solution using intermediary entity, called Roaming Interworking Intermediary (RII). A generic
RIl-based interworking and roaming architecture between WIMAX, 3GPP (third Generation
Partnership Project) and WLAN networks is presented. This chapter describes the operational
practices, technical architectures, authentications and mobility mechanisms to enable a
subscriber of one operator to roam securely into the access networks of another operator. A
test-bed has been setup, using WIMAX, Wi-Fi equipments and real operational cellular
network, to demonstrate and evaluate the proposed solutions. The robustness, feasibility and

efficiency of the proposed architecture are proven through different user scenarios and services.

3.1. Introduction

Real-world interworking/roaming can encompass a large number of possible scenarios and
network configurations. In general, a roaming agreement is required to allow subscribers of one
operator to gain access to networks of other operators. The agreement deals with technical and
commercial aspects related to the roaming procedure, particularly how costs and earnings are
divided. Regardless of roaming relationship, the interworking between cellular and
WIMAX/WLAN networks can be categorized into two main approaches: tight-coupling and
loose-coupling [58]. Initial work on the interworking between WIMAX and 3GPP networks has
been done by the WIMAX Forum in [59]. In fact, the 3GPP-WLAN interworking models
proposed in [21] have been reused for the 3GPP-WIMAX interworking. Other than previous
proposed model there are different interworking models proposed for seamless secured roaming
in heterogeneous networks. The current 3G LTE architecture aims at developing an evolved
3GPP radio access and core networks to enhance the system performance. For the inter-system
mobility management, the 3GPP cares much about the interworking between 2G/3G and 3G
LTE while the interworking between 3GPP and non-3GPP access systems has not been
adequately addressed. There must be an intelligent interworking architecture to support these

technologies and mechanisms to provide seamless and transparent services to end users.

o7
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On the road to design the roaming between different networks, a third party roaming
intermediary has been introduced [60] [61] [62] [63]. The intermediary can enable roaming
between two networks without any direct agreements between operators of these networks.
While the number of hotspot operators has been rapidly increased, the roaming capability
without direct agreement becomes crucial. Besides the roaming intermediaries among hotspot
operators, the roaming broker facilitating the roaming between mobile and hotspot operators is
also proposed [63]. Tt is responsible for providing the information of user's home services to the
visited domain, taking care of the dynamical relationship and determining signalling and
accounting procedures. Unlike a broker, clearinghouse [61] does not resale the WLAN access,
instead provides a trusted intermediary for implementing roaming agreements. Most of the
current solutions are proprietary ones. Furthermore, several crucial issues for handover and
roaming such as network selection, handover, security, mobility, QoS and network management
between the home and visited networks has not been addressed in any of the above solutions.
In other words, they could not maintain on-going communication sessions while users roam
between home and visited networks. In our work, we aim to extend the roaming intermediary
concept to deal with not only the roaming but also the interworking issue, called Roaming
Interworking Intermediary (RII). Importantly, the proposed RII will enable the secure
handover across different access systems and different operator domains without service
interruption. The proposed RII architecture is based on LTE and compatible with the

mechanisms mentioned above with minor modifications.

RIT acts like a broker in the RII architecture between home and visited operator
networks. RII provides mobility management, context transfer between service providers,
security architecture for authentication and associations of users while roaming, and presence
management. In RII network providers need not to have SLAs with each others, instead they
provide roaming for foreign users with the help of RII architecture. This architecture have a
local RIT in WLAN and WIMAX network operators architecture and core RII in 3GPP
architecture, which provides the location management for the users, maintaining presence of
the users while accessing different networks, assisting users during authentications and
handovers. A terminal is equipped with a Configuration Manager (CM) to assist handovers,
Network Selection, and enforcing security mechanisms according to the selected access

networks.

Using RII architecture we have managed to achieve secure authentication and re-
authentication during roaming and handover procedures. The proposed authentication
procedure using RII provides low latency and compatible for the existing interworking
architectures and procedures. While an RII architecture greatly simplify service delivery for
nomadic users, the complexity of managing and exchanging profiles, SLAs and configurations
between heterogeneous networks and the RII becomes very complex for network administrators

and systems integrators. The operator’s management models encompass a set of profiles (User,
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Content, Context, Configs, etc.) which must be aligned with the RII to allow interoperability.
The user and operators are managed in an efficient manner using network management tool
proposed for this specific architecture. Arguably, the first step toward simplifying data
integration is to choose a single, yet powerful language in order to maintain a coherent
knowledge base. This language, or specification, will then be translated into platform specific
formats. Our investigations resulted in the choice of the W3C Web Ontology Language (OWL)
[64] as the RII specification language. Using Protégé [65], a tool for manipulating OWL-based
ontologies, we have designed a set of concepts and properties based on our previous work in
[66]. Also, to reduce the visual complexity of designing the system and to enable a fast
prototyping and deployment of our broker, we have developed a tool for loading and
manipulating ontologies. This tool implements our platform transformation pattern and
automatically generates specific configuration files from the ontology instances (individuals).
These configurations are then deployed in different areas of the access network. Section 2 of
this chapter presents generic intermediatory architecture RII, section 3 provides different
functionalities of RII architecture. Section 4 and 5 provides interworking models and
interworking through WLAN, WIMAX and 3G networks. Section 6 provides detailed testbed
implementation and results of proposed architecture. Section provides information on network
management issues solved and tools proposed using RII architecture. Comparisons of other
architectures and proposed architecture are provided in section 8 and conclusion in final

section.

3.2. Proposed RII Architecture

Novel RII entity facilitate interworking/roaming among different access technologies and
to enable the intersystem handover with uninterrupted services. The major difference between
existing solutions and our proposed one is that both roaming and handover aspects are
addressed. The proposed architecture will take into consideration different contractual
relationships between operators. If the operators have a close Service Level Agreement (SLA),
the roaming can be done directly between two involved networks. In this case, the RII will ease
the roaming management and enhance the service continuity. On the other hand, if the
operators have no agreement, the roaming will be handled with help of the RII. The
interworking & roaming architecture among the 3GPP, WIMAX and WLAN networks is
illustrated in Figure 23.

This architecture contains a global roaming intermediatory called Global RII which acts
as a mediating network between access networks. As shown in the figure the each operator
architecture has local roaming intermediatories. They are interconnected to the global roaming
intermediatory called Global RII. A mobile network operator (MNO) can deploy WLAN and
WIMAX access network as an extension of its existing 3GPP network to best use its existing

infrastructure and to best serve its clients. For each non 3GPP access network, the operator
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uses one local RII to connect to its core RII in order to manage handover and roaming. The
MNO can also interwork with other WLAN/WIMAX operators in tight-coupling scenarios if
they have a SLA between them or in loose-coupling scenarios with the help of Global RII.
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Figure 23. RII architecture for WLAN, WIMAX and 3GPP networks

The architecture is consistent with the 3GPP Long Term Evolution architecture studied
within 3GPP standard body. The mobility management for different interworking/roaming
scenarios is achieved with help of different types of RII. The Global RII functions as a third
party that interconnects the different local RII and core RII in case there’s no agreement
between the operators. The operators will be interested in using the Global RII to support the
roaming to the networks of other operators as a value-added service feature for their
subscribers. The Global RII handles the security (e.g., authentication, authorization,
accounting...) the mobility management, the presence management and the network selection
for intersystem mobility. One of the main aim of Roaming Intermediary is to provide security
with low latency, we introduce a concept of unified authentications and authorization during
roaming in the architecture. For low latency during handover we introduce security context

transfer. Handover initiation and network selection is also supported in this architecture.

3.2.1. Global RII

Global RII works as a mediating network between different operators networks. The
main role of the Global RII is to provide services for security, billing, handover management,
presence for the users of the network operators while they are roaming along different
administrative domains. It provides security context of the user to visiting network. Handover
initiation of the users arrives to the Global RII for the target network from a home network,
then Global RII sends the request and receives handover initiation from the target network,

after receiving the initiation it sends the success to initiate network for a possible handover.
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After handover process it does security context transfer to the home network from the target
network. After authentication of the user in the target network Global RII starts accounting
the user terminal and does the billing of the roaming service. The subsystems of Global RII are
presence management (geo information system mapping), authentication management, mobility
management, accounting unit, operators information unit (SLAs, policy manager), and context

transfer.

Location Management is the subsystem of RII, it is equipped with GIS mappings of the
network coverage areas in cells. If there are any queries from operators networks about the
available networks in a particular area this section answers to them providing information in
the coverage networks. If there is no information available in this section, it forwards the

queries to all the other operators RII and gets the feedback to answer the queries.

Authentication Unit provides the authentication support for the access networks and
subscribers. In this process the global RII issues the temporary username and passwords for the
access networks. These details are provided to the users by their access networks to the
subscribers, when a subscriber trying to access the foreign networks the details provided by
home networks are used to access the networks. The visiting networks then forward details to
the global RII, which checks the username from assigned database of the networks and
forwards the authentication details to the home network of the subscriber for authentication, or
the global RII does the authenticate the user and does the accounting and forwards the session
details to their home networks depending on the SLA between the home and visiting networks
with the global RII.

Accounting Unit deals with accounting of the roaming services used by the operators in

the other networks for their users.

Handover Unit is used for handover decisions, support for the users in the access

networks.

Mobility Management unit provides mobility support at IP layer for mobile terminals, the
unit acts as upper FA or HA for registering mobile terminals and providing IP support when

the mobile is roaming or interworking through different access networks.

Service Providers Unit, SLA and policy management of the operators and operator

subscribers are handled here.

Presence management unit, provides presence of the user in access networks for different
services, it is an add on functionality to provide efficient services such as VoIP during mobility

etc... in the architecture
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3.2.2. Local RII

Local RII provides support for authentication of the users, mobility management,
location update, GIS mapping, network coverage information, users database in the operator
access networks. The local RI contains Location Management unit, Authentication unit,
Mobility management unit, Context transfer unit for communication between other Rlls and

with global RII for queries.

Authentication Unit is the one in which users are authenticated in this system, local RII
receives the request for authentications and re-authentications; the terminal is authenticated
according to access ecurity mechanisms for the authentication. For a request of authentications
from other networks, keys which are generated at the startup of terminal are sent to the other
RIIs and global RIT with the help of context transfer in Local RII to make authentications with
low latency. This mechanism assigns the temporary usernames and associated keys to the
subscribers allocated by the Global RII, this unit later authenticates the subscriber with the
help of the Global RII. The subscriber terminals are assigned to use Global RII as NAI when

accessing the foreign network.

Location Management is the unit in which locations of the users are maintained, and GIS
information with the corresponding access coverage are maintained also. If there are any
queries from terminals with its present location the location manager finds the availability of

networks and responds to terminal.

Handover Management Unit, terminals are assisted during handover and roaming to
choose the best network according to the policy of the user, QoS, cost, SLAs with the other

operators taking into consideration.

Mobility Management, in this process the mobility of user is managed by this unit at the
IP layer. In this process the FA or HA sends router advertisements, whenever mobile terminal
after authentication receives this advertisements it sends a router solicitation to HA/FA. After

receiving the request HA /FA register mobile device

3.2.3. Core RII

Provide the interworking or roaming services for the operators that would like to provide
the interworking or roaming services as value-added to their subscribers. The Core RII is
responsible for providing the provisioning information such as preferable access network,
undesirable access network, charging information of each access network, etc..to the mobile
terminal. The Core RII receives the handover request from mobile terminal including the list of
potential inter-system cell candidates from the RNC (ASN GW/ WAC) and carries out the
handover preparation for the target access network. The Core RII will perform the network
selection to eliminate the undesirable target IDs. The Core RII will retrieve the routing

information to reach the target RII by consulting the presence database and DNS server and
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then sends the handover preparation request to target RII. The target core RII is responsible
for notifying the imminent handover to UTRAN and allocating the re-configuration radio setup
information to the UE via the serving RII. The Core RII will create the security credentials for
the UE and transfer the security context and user context to the target RII and UE for fast re-
authentication. The core RII then update the user plane routing information and the presence

information once the handover completes.

3.2.4. Mobile terminal

Communication Manager is provided in the mobile terminal, which assists the user
terminal to access the operator networks in secured manner. CM is equipped with L2 and L3
mobility management, location management, Network Selection, client for connecting the
roaming server of the home network. The logical diagram and information flow between
different units of CM is shown in Figure 24. The CM on the terminal provides constant
information exchanges between the Local RII or Core RII in the home network for the location

update, NS, Authentication and re-authentication.
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Figure 24. Logical Diagram of UE

3.2.5. Functionalities of RII architecture

RII consists of six different components: network selection, security management, handover management,
mobility management, Qos and presence management, performing functionalities for seamless roaming
across different service provider networks. Within an RII entity, the HM is a centralized component that
interworks with five other components as illustrated in Figure 25. In the global interworking and
roaming architecture, the coordination between two interconnected RIIs is shown in

Figure 26. We can distinguish six kinds of information exchanged between RIls:
provisioning information exchange between with the NS components, security context between
the SM components, handover trigger and management between HM, radio and resource
allocation management between QoS manager, mobility and binding between MM and presence
and location management between PS. The details of such coordination will be presented with

the handover procedure. Here we will describe the functionalities of these six components.
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Figure 26. Two interconnected RII Components

3.2.5.1. Network Selection

In this process mobile terminal does network selection for accessing different networks at
any given time and location. We have identified two different methods to achieve network
selection: Client based and network based selection. Network Selection involves collecting
available information from surrounding access networks. The information gathering is
performed by terminal, when it is powered on or when it moves across different radio access
networks. This procedure allows to determine a generic set of parameters describing access
networks and devices (type of access network technology, access network operator, QoS
support, cost, remaining battery capacity...). In addition, the information related to the QoS
status of the current running applications, the mobile terminal's velocity and the cell coverage

radius is also collected.

Physical access networks measurement: The access network characteristics identify the
available access networks and their radio link quality. Such information is measured by the
physical radio interfaces periodically or when an event occurs. Different link indication
parameters like RSS, SNR, SINR can be monitored.

Terminal capabilities: The terminal capabilities information is related to multimode
capacity, available radio interfaces and remaining battery. It can influence the network

selection and handover management.

Service degradation: The service degradation information is related to the trade-off
between the application's QoS requirements and the quality of the current connection. It can
be measured through Real-time Transport Control Protocol (RTCP) reports for instance. The
combination of service degradation and radio link quality allows describing more accurately the

quality of the current connection than the fluctuating physical-layer information only.

Terminal's velocity: The terminal's movement velocity is also an important factor for

mobility management in heterogeneous environments. The velocity estimation in mobile
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cellular systems can be achieved using the Doppler spread in the received signal envelope [67],
the eigen-matrix pencil method [68], the time-frequency characteristics of the received signal
[69] or the Global Positioning System (GPS)-assisted method [70].

User profiles: contain the user's identities for different access networks and subscribed
services, user preferences, and mobility policy repository. In the context of the terminal-
controlled mobility management, we are first interested in user preferences, which is a rating
relationship among the parameters considered in network selection. Each preference has a
relative weight that users assign to each criterion depending on their requirements. User
preferences should be adequately configured for different contexts which are characterized by
currently connected access node, terminal's velocity and running applications class. As user
preferences influence the network selection and handover management process, future terminals
will have to provide users with the facilities (e.g., Graphical User Interface dedicated to user
preferences configuration) to specify and alter  their preferences in an easy manner.
Additionally, the terminal can maintain the mobility policy database that contains a black list
of access network operators with whom the user has had a bad experience. The black list will
be updated through feedback from handover execution failure and bad QoS as perceived by the
application. The users can manually pre-specify the black list and remove a specific access

network from this list.

Interface management: Based on the gathered information, the interface management
will decide to turn on, stand by or turn off one or more radio interfaces to optimize the power

consumption. Interface management becomes thus a constraint for network selection.

Local Database: The mobile terminal contains local database contains details of previous
connected networks and access networks information provided by the home access network.
The information of available access networks are informed to the mobile time during initial
registration or through updating profiles through home access networks local or core RIIs. The
local and core RIIs coordinate with each other and with global RII to exchange and maintain

access networks information.

SLA: The mobile terminal contains the SLAs information of home operators and visiting
operator’s. Home local RII negotiate SLAs with other access networks RIls and Global RII,
while mobile terminal performing network selection it takes SLAs into consideration, the access
network which have direct SLAs with the visiting network with the home networks given

higher preference than the access networks which have indirect SLAs through global RII.

After identifying the network selection criteria, the user preferences configuration and
interface management, network selection triggering conditions are addressed. Triggering
network selection depends on the gathered information and the interface management. In
network selection procedure the gathered information is processed and access network with

proper SLA associated with the mobile terminal with good SNR ratio and required QoS
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satisfied is selected. Whenever the access network doesn’t provide any service, the network
selection procedure is triggered. The whole procedure is performed on the mobile terminal with
static context transfer information exchange with the home networks Rlls. We also created a
new procedure where the network selection procedure is performed with the help of home and
visiting network dynamically and efficient manner. In this process the mobile terminal does the
context transfer before disconnecting to present network with the home network. The location
of mobile terminal is identified through GPS and the future location of mobile terminal is
predicted, using GIS information system the location is mapped to the available access
network, home RII of mobile terminal negotiates with the available visiting networks and
provides the information to mobile terminal, we have developed new techniques and extended
existing mechanisms to provide this support, full details are mentioned in chapter 5. Using this
procedure the NS latency is also reduced and performance of the architecture is increased. Once
the network is selected through NS procedure, it forwards the information to the handover

management procedures.

3.2.5.2. Handover management

The handover management is responsible for preparing the handover by triggering the
network selection, routing the handover preparation request based on the information from the
different components, checking the QoS support in candidate target access networks and
assigning the connection setup information for an imminent handover terminal. Also handover
management procedure does communicate with other access networks Rlls for preparing and
managing other handover procedure to prepare the visiting network to accept the mobile
terminals. It makes the handover decision and notifies the handover to the data plane anchor

for handover execution preparation.

3.2.6. Security Management

The SM is responsible for handling authentication, authorization and billing issues for
intersystem roaming users. The SM encompasses the Authentication, Authorization and
Accounting (AAA) functionalities. In addition, the SM can manage and communicate the
user’s security context (i.e., authentication identity, user identity, certificates, authorization
and encryption keys) for roaming and vertical handover preparation. It is in charge of
authenticating and authorizing users based on the subscriber profile retrieved from the Home
Location Register (HLR) or from security context transferred by users serving/home network.
The SM in the global RII plays the role of a mediator for roaming contract establishment and
context transfer between serving and target access networks to optimize handover latency

caused by re-authentication procedures.

RII architecture provides high level security architecture where the access networks are

independent from any other access network, where as Global RII mediating with all the



68 Chapter 3 — Seamless Roaming Architecture

networks reduces the complexity of routing, security with every individual operator networks,
configurations and maintenance tends to ease. The user identities and certificates are generated
and then they are distributed to various components of RII architecture and users. Whenever
the users are attempting to access network, the local and core RII of networks coupled with
Global RII provides assistance for authentications. The Global RII and Local Rlls are

configured so that the NAI of the access networks can be identified at any given instance.

3.2.6.1. Mobility management

The proposed architecture allows users to roam among different access systems while
maintaining on-going communication sessions. When a UE moves within WLAN/WIMAX
systems, the handover will be managed by the WAC/ASN GW and the local RII. Similarly,
the handover within 3GPP access systems is managed by the SGSN/MME and the core RIL
When the handover occurs between two different access technologies or two different operator
domains, the procedure will depend on their contractual relationship. Hence, the hierarchical
mobility concept becomes a crucial tool for handover management. Using client based or

network based mobility management to achieve mobility in multi operator networks.

Client mobile IP provides mobility from mobile terminal support with the access
network. The local RIls and core RII are equipped with foreign agents (FA) and Home agents
(HA). When the mobile terminal is authenticated through RII, the HA/FA sends a router
advertisement to the mobile terminal and sends a router solicitation to FA, listening to the
reply HA/FA checks the data and does the binding registration and establishes the tunnel for
mobility management. The mechanisms also supports during roaming and multi homing
scenarios, and heterogeneous networks. The AAA functionalities inside mobile IP also add
extra functionalities to support roaming scenario. Hierarchical RII-based mobility management
is represented in Figure 5.6. If the handover occurs between two indirectly interconnected
access networks, handover signaling will go through intermediaries. For example, if the
handover occurs between access network (4) and (5) (case 1), the core RII (1) will play the role
of a mediator. If the handover occurs between two access systems that have no direct roaming
agreement, case 2 in Figure 27 for instance, the handover is achieved with help of the global
RII. The service continuity during roaming between two operators that have no existing

agreement is one of the relevant advantages of our proposed solution.
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Figure 27. Mobility management in RII architecture.

Proxy mobile IP based on network mobility management, in this process the mobility is
provided by network entities instead of mobile client. The functionalities of FA have been
modified to support network based mobility. In this process the mobile client keep its home
address in the foreign domain. Using PMIP seamless mobility is achieved using RII architecture

and its components, more details of PMIP is explained in detailed in chapter 4.

3.2.6.2. QoS Management

The main functionality of this process is to provide resource management and ensuring
better QoS for mobile terminals during roaming in RII architecture. The local, core and global
RII provides resource allocation when the mobile terminal initiates handover. The local and
core RIIs negotiate with network entities such as APs and BS for resources and bandwidth
availability for ensuring better QoS when the mobile terminal performs handover. The local
and core RII communicates with mobile terminal requesting its services and required
bandwidth after performing handover, mobile terminal does respond with appropriate reply.
Using network selection results the local and core RII checks for resources at the access
networks, if the enough resources are not available the mobile terminal and local/core Rlls are
advised to use another networks, if the required resources are sufficient the access network

allocate the resources before the mobile terminals move to visiting networks.

3.2.6.3. Presence Management

The PM stores and manages the presence information of users which describes how to
reach them. The presence information specifies the serving access network, the serving RII and
the location of users. Whenever a user roams to a different access network, at the end of the

handover procedure, the user's presence information is updated in the RIIs involved. The
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paging mechanism is included in the PM to wake up standby users. The PM may also provide

functionalities of a presence server.

3.2.7. Interworking models

Different interworking scenarios are studied through this architecture. In this process
wireless internet service providers like WLAN, Network Access providers like WIMAX, and
mobile network providers interwork with this architecture. In some cases where mobile network
providers want to provide services in WLAN and WIMAX networks, operator can deploy
directly in his architecture or can have direct SLA’s between the operators (Tight Coupling
Architecture). In some cases when there are no direct agreement between the operator and
mobile network provider they use the intermediate network through this architecture to

provide service to its users (Loose Coupled Architecture).

3.2.7.1. Tight coupled architecture

This scenario corresponds to the case where the mobile network operator (MNO) would like to
deploy the WIMAX access network or WLAN access network as an extension to their existing

infrastructure. As show in

Figure 28 the mobile network operator deploys a WLAN network in his architecture and
has direct SLA with different operators. In this architecture all the other Local RII
communicate with the Core RII for authentication of the users, network selection, handovers
and mobility management when they are directly coupled with the mobile network or if they

have a direct SLA with the serving network.

3.2.7.2. Loose coupled architecture

In this scenario a mobile operator does not have direct SLA agreement with the other
wireless ISP providers and Network Access providers. In this case the Global RII acts as a
mediating network to provide services to the users along different service providers. To
maintain low delays during roaming security context transfer and mobility management is
introduced in this architecture. As shown in this Figure 29 different service providers

interconnect with the Global RII.
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Figure 28. Tight coupling Architecture

Figure 29. Loose coupling Architecture

3.3. Interworking through WLAN, WIMAX and 3G
networks

The proposed architecture allows users to roam among different access networks while
maintaining on-going communication sessions: the roaming and mobility management should
be done simultaneously. The hierarchical mobility concept (i.e. localized and global mobility
management) is used in our proposed architecture. If the handover occurs between two
indirectly interconnected access networks, the handover signalling will go through
intermediaries. If the handover occurs between two access networks that have no direct
roaming agreement, one wireless operator and other the roaming and handover is achieved with
help of the global RII. Note that the service continuity during roaming between two operators
that have no existing agreement is one of the key challenge of our proposed solution. A generic

signalling exchange is illustrated in Figure 30.



72

Chapter 3 — Seamless Roaming Architecture

UE serving RAN target RAN target RII serving RII global RII

step 1 I Information provisioning I
I I
step 2 I scanning & measurement I
|
step 3 HO initiation & HO preparation in target network
| | | |
step 4 HO command from serving RII
I I I I I
step 5 I Connection setup & re-authentication I
I I I I I I
step 6 I Routing update & tunnel setup & HO complete I
| | | |
step 7 I I Resource release in old RAN I
I I I I
Figure 30. Generic handover & roaming signalling exchanges

Step 1 | During the communication on the serving RAN, the UE receives the provisioning
information (e.g., neighbouring cells information, preferable access network list...)
from the NS component of the serving/home RII.

Step 2 | The UE measures the link quality of serving cell and neighbouring cells and sends
measurement reports to the network either periodically or event-based.

Step 3 | Once the vertical handover is initiated, the serving RAN will perform the handover
preparation: checking whether candidate target access networks can support the
imminent handover and performing the resource reservation in advance. The
handover preparation request will be routed to the indicated target RAN via the
global RII if needed.

Step 4 | The serving RII sends the UE a handover command including recommended target
cells associated with the connection setup information. The UE selects the most
suitable cell among the recommended ones and sends a handover indication to notify
its choice to the serving RII for handover execution preparation.

Step 5 | The UE performs attachment and re-authentication with the target RAN. If the
security context transfer mechanism is used, the target RII authenticates the UE
without need to communicate with its home network.

Step 6 | Once the connection to the target RAN is successfully achieved, the UE sends the
MIP registration to the HA to update the data plane path. The data tunnel will be
then established to route packets to the UE.

Step 7 | After the handover completion is notified, the resources in the old access network will

be released and the presence information will be updated in the RIls involved.
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Table 4. Generic inter-operator domain handover steps description

3.3.1. Interworking Scenarios using RII architecture

(tight coupling architecture)

These scenarios correspond to the case where the mobile network operator (MNO) would
like to deploy the WIMAX access network or WLAN access network as an extension to their
existing infrastructure (tight coupling architecture). In this case, the ASN GW and WAC will
emulate the role of the RNC. Besides, the scenario corresponds to the case where a mobile
network operator interworks with a WLAN Internet Service Provider or a WIMAX Network
Access Provider. Concerning to WIMAX deployment, the Access network (ASN) and the Core
service network (CSN) may belong to two different owners. The owner who provides ASN is
called Network Access Provider (NAP). One ASN may be shared by several Network Service
Providers (NSPs). Thus, an ASN may be shared between CSN and 3GPP core network.
Otherwise, the MNO can interwork with a “NAP+NSP” (NAP and NSP belongs to single
owner). This scenario refers to the tight-coupling inter-working within the same administrative

domain.

Handover between UTRAN and WLAN/WIMAX is performed as a forward handover i.e.
the resources and address allocation are prepared in the target network before the UE is
ordered by the source network to change to the target access network. The handover
preparation is carried out by the core RI and local WLAN/WIMAX RI. Some enhancements
such as security context transfer and packet forwarding functionality are used to reduce the

interruption time during the handover.

The message sequence chart in Figure 31 and Figure 32 illustrates the high level

procedures for the handover solution.
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3.3.1.1. Handover from UTRAN to WLAN AN
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Figure 31. Handover from UTRAN to WLAN Access Network

1) During the communication, the RNC sends topology advertisement (or measurement
control message) to the UE to indicate the radio information of the neighboring cells on which
the UE can measure the radio link quality. The message includes the information which allows

the UE to quickly synchronize with the neighbouring cells and to measure the signal strength.

2) The network selection component in Core Rl sends the provisioning information to the
UE which may include the preferable access network list, the undesirable access network list,
the charging information of certain access networks, etc. for the purpose of network selection in
UE.

- Selected network: Based on the topology advertisement and provisioning information,
the UE will filter the available access networks for measurement purpose. The NS component

in UE will notify the MM component the selected neighboring cells for measurement.

3) The UE performs the measurement procedure on neighboring UMTS cells as well as

the intersystem measurement on the neighboring WIMAX and WLAN cells.

4) The UE sends the measurement report to the RNC. The UE can report the signal of
WLAN or WIMAX to a false maximum value to indicate its preference for handover to this

cell.
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5) Based on the measurement report, the RNC decides whether or not to trigger
horizontal or vertical handover. If RNC decides to trigger vertical handover to one among the
inter-system cells reported in previous step, it will send a HO required message including these

potential target IDs and the required QoS of the current running application to the Core RI.

- Network selection: The Core RI may make the network selection to eliminate the
undesirable target IDs based on its policy and its preference. It will select the target IDs in the
preference order as follow: the target access network deployed by the same operator (scenario
1), the target access networks which have a tight-coupling interworking (scenario 2), and the

target access networks that can be reached via inter-AS RI (scenario 3).

- RI localization query/response: The Core RI will learn the address of the target RI by

consulting its presence database.

6) The Core RI sends HO preparation request to the local WLAN RI if there exist the
WLAN target IDs deployed by MNO in target ID list. The local WLAN RI in turn sends this
preparation message to the WAC that controls the indicated target IDs.

7) The WAC sends back the HO confirm to the local WLAN RI if the WAC can reserve
the required resource for the handover. 7a) the local WLAN RI then adds the local assigned IP
address to the HO confirm message sending to Core RI. This local address IP is used by the
UE to establish the IP connection in WLAN access network. By doing this, the UE avoids the
IP address allocation (e.g., by DHCP) while attaching to the target WLAN access network.

8) The Core RI sends the HO command message to the UE including the recommended
target IDs and information allowing establishing the connection in target access network. Note
that the Core RI may select the target cell, and send the “strict” HO command that includes

only one selected target cell for handover.

9) If the UE can select the target cell from the recommended list, the UE should send the
HO indication including its choice of target cell to the RNC and then to the Core RI.

- Security triggering: Upon receiving the HO indication from the UE or after sending a
strict HO command, the MM component in RI will notify the SC component to transfer the
security context to the local WLAN RI.

10) Upon receiving the HO indication from UE or after receiving a strict HO command
from the Core RI, the RNC sends HO notification to the UPE for the traffic redirection

purpose.

11) The UPE stops sending the packets to the UE via SGSN and starts to forward the
packets to the WAC that controls the target cell. The WAC address can be retrieved by DNS
request from the target ID. The WAC then buffers the packets and waits for the UE
attachment. It is optional that the UPE can duplicate and buffer the packets in case the UE
cannot attach to the WLAN (i.e. handover failure) and return back to the UMTS connection.
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12) The RI sends the user mobility context to the local WLAN RI.

13) The RI sends the user security context to the local WLAN RI for fast re-

authentication.

14-15-16-17-18) the re-authentication procedure between the UE and the local WLAN RI
using EAP is performed.

- Re-authentication next and re-authentication next complete: are used to by MM
component in UE to initiate the re-authentication procedure on SC component and by SC

component to indicate MM the success of the re-authentication respectively.

19) A tunnel is then established between the UE and WAC and between WAC and UPE
using IKEv2 protocol. Regarding the intra-WLAN mobility, a new IPSec tunnel must be
reconfigured each time the UE changes its Point of Attachment. To speed up this kind of
IPSec tunnel relocation, we can use the MOBIKE mechanism proposed by the IETF MOBIKE
WG.

20) The HO complete is sent from the target AP to the WAC, from WAC to the local
WLAN RI and then from local WLAN RI to Core RI.

21) Communication is exchanged via the WLAN access network

22) Resource is released in UTRAN network side and the Presence updates the local
WLAN RI and Core RI will update the presence information of the UE.

3.3.1.2. Handover from WLAN AN to UTRAN

1) The network selection component in local WLAN RI sends the provisioning

information to the UE for the purpose of network selection in UE.

2) During the communication, the UE may discover the available access networks of

other operators by scanning their advertisement messages.

- Selected network: Based on the discovered information and provisioning information,

the UE will select the preferable available access networks for the measurement purpose.

3) The UE performs the measurement procedure on neighboring WLAN cells as well as

the intersystem measurement on the neighboring WIMAX and UMTS cells.
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Figure 32. Handover from WLAN Access Network to UTRAN

4) Based on the measurement results, the UE decides whether or not to start a horizontal
or a vertical handover. If a vertical handover is decided, a HO required message including the
potential target IDs and the required QoS of the current running applications is sent to the
local WLAN RI.

- Network selection: The local WLAN RI may make the network selection to eliminate

the undesirable target IDs based on its policy and its preference.

- RI localization query/response: The local WLAN RI will learn the address of the target
RI by consulting its presence database. In this case, the core RI is the destination since the
WLAN ISP has no direct roaming relation with the MNO deployed target UMTS candidate

cells.

5) The local WLAN RI sends HO preparation request to the Core RI. The Core RI then
sends this preparation message to the RNC that controls the indicated target IDs to allocate

the required resource.

6) The RNC sends back the HO confirm to the core RI if the RNC can reserve the
required resource for the handover. The core RI adds the reconfiguration information for radio

setup to the HO confirm message sending to local WLAN RI.

7) The local WLAN RI sends the HO command message to the UE including the

recommended target IDs and the associated pre-configuration reference number.
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8) The UE sends the HO indication including its choice of target cell to the WAC and
then to the local WLAN RI.

- Security triggering: Upon receiving the HO indication from the UE, the MM component
in local WLAN RI will notify the SC component to transfer the security context to the core RI.

9) Upon receiving the HO indication from UE, the WAC sends HO notification to the

Data Anchor for the traffic redirection purpose.

10) The Data Anchor stops sending the packets to the UE via the WAC and starts to
forward the packets to the SGSN or RNC via UPE that controls the target cell. The UPE will
serve as a FA for the handover solution. The SGSN and RNC addresses can be retrieved by
DNS request from the target ID. The SGSN or RNC then buffers the packets and waits for the
UE attachment.

11) The RI sends the user mobility and security context to the core RI.

12) The UE performs the GPRS attachment procedure in UTRAN network to setup the
connection with the target Node B. The GPRS attachment consists of accessing the SGSN,
authenticating with the AAA server in Core RI and updating the location.

13) The UE performs then the PDP context activation to establish the data tunnel
between RNC and SGSN and between SGSN and UPE.

14) The UPE performs the MIP registration with the Data Anchor.
15) Communication is exchanged via UTRAN network.

16) The HO complete is sent from Node B to the RNC, from RNC to the Core RI and
from the Core RI to local WLAN RI.

17) Resource is released in UTRAN network side and the Presence updates the local
WLAN RI and Core RI will update the presence information of the UE.

3.3.2. Interworking Scenarios using RII architecture

(loose coupling architecture)

This scenario describes the roaming between MNO and different WIMAX/WLAN
operator. Only the subscribers (whatever 3GPP, WIMAX or WLAN) that would like to use
inter-AS roaming service are connected to Data Anchor point implemented in global RI. The
handover preparation is carried out by the core RI and local WLAN RI via Global RI. The
message sequence chart in Figure 33 and Figure 34 illustrates the high level procedures for the
handover solution. The Data Anchor is considered as data plane anchor for this interworking

scenario.
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3.3.2.1. Handover from UTRAN to WLAN AN

1) The network selection component in the Core RI sends the provisioning for the

purpose of network selection in UE.

2) During the communication, the UE can discover the available access networks of other

operators by scanning their advertisement message.

- Selected network: Based on the discovered information and provisioning information,

the UE will select the preferable available access networks for the measurement purpose.
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Figure 33.Handover from UTRAN to WLAN AN

3) The UE performs the measurement procedure on neighboring UMTS cells as well as
the intersystem measurement on the neighboring WIMAX and WLAN cells.

4) The UE sends the measurement report to the RNC. The UE can report the signal of
WLAN or WIMAX to a false maximum value to indicate its preference for handover to this

cell.

5) Based on the measurement report, the RNC decides whether or not to make horizontal
or vertical handover. If RNC decides to make vertical handover, it will send a HO required
message including the potential target IDs and the required QoS of the current running

application to the Core RI.
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- Network selection: The Core RI may make the network selection to eliminate the

undesirable target IDs based on its policy and its preference.

- RI localization query/response: The Core RI will learn the address of the target RI by
consulting its presence database. In this case, the Core RI must communicate to global RI to

reach the target access network.

6) The Core RI sends HO preparation request to the global RI, which in turn routes the
HO preparation message to the local WLAN RI. The local WLAN RI in turn sends this
preparation message to the WAC that controls the indicated target IDs.

- RI localization query/response: The global RI will learn the address of the target local
WLAN RI by consulting its presence database.

7) The WAC sends back the HO confirm to the local WLAN RI if the WAC can reserve
the required resource for the handover. The local WLAN RI then adds the local assigned IP
address into the HO confirm message, which is used by the UE to establish the IP connection
in WLAN access network. The HO confirm is returned to global RI and then to the Core RI.

8) The Core RI sends the HO command message to the UE including the recommended
target IDs associated with the local assigned IP address and information allowing establishing
the connection in target access network. Note that the Core RI may select the target cell, and

send the “strict” HO command that includes only one selected target cell for handover.

9) The UE should send the HO indication including its selected target cell to the RNC
and then to the Core RI.

- Security triggering: Upon receiving the HO indication from the UE or after sending a
strict HO command, the MM component in RI will notify the SC component to transfer the
security context to the local WLAN RI via Inter-AS RI.

10) Upon receiving the HO indication from UE or after sending a strict HO command,

the Core RI sends HO notification to the Data Anchor for the traffic redirection purpose.

11) The Data Anchor stops sending the packets to the UE via UPE and starts to forward
the packets to the WAC. The WAC address can be retrieved by DNS request from the target
ID. The WAC then buffers the packets and waits for the UE attachment. It is optional that
the Data Anchor can duplicate and buffer the packets just in case the UE cannot attach to the
WLAN (i.e. handover failure) and return back to the UMTS connection.

12) The RI sends the user mobility context to the local WLAN RI via the Inter-AS RI.

13) The RI sends the user security context to the local WLAN RI via the global RI for

fast re-authentication.

14-15-16-17) the re-authentication procedure between the UE and the local WLAN RI
using EAP is performed.
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- Re-authentication next and re-authentication next complete: are used to by MM
component in UE to initiate the re-authentication procedure on SC component and by SC

component to indicate MM the success of the re-authentication respectively.

18) The MIP registration is performed between the UE and the WAC that plays the role
of an FA, between the FA and the local HA implemented in local WLAN RI and between the
local HA and Data Anchor Point. The MIP registration between WAC (FA) and Data Anchor

can be done before data forwarding step to shorten the connection setup step.
19) Communication is exchanged via the WLAN access network

20) The HO complete is sent from the target AP to the WAC, from WAC to the local
WLAN RI, from local WLAN RI to global RI and then from global RI to the core RI.

21) Resource is released in UTRAN network side and the Presence updates the local
WLAN RI and Core RI will update the presence information of the UE.

3.3.2.2. Handover from WLAN AN to UTRAN

1) The network selection component in local WLAN RI sends the provisioning

information to the UE for the purpose of network selection in UE.

2) During the communication, the UE may discover the available access networks of

other operators by scanning their advertisement message.

- Selected network: Based on the discovered information and provisioning information,

the UE will select the preferable available access networks for the measurement purpose.

3) The UE performs the measurement procedure on neighboring WLAN cells as well as

the intersystem measurement on the neighboring WIMAX and UMTS cells.
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Figure 34. Handover from WLAN AN to UTRAN

4) Based on the measurement results, the UE decides whether or not to make horizontal
or vertical handover. If a vertical handover is decided, a HO required message including the
potential target IDs and the required QoS of the current running application is sent to the local
WLAN RI

- Network selection: The local WLAN RI may make the network selection to eliminate

the undesirable target IDs based on its policy and its preference.

- RI localization query/response: The local WLAN RI will learn the address of the target
RI by consulting its presence database. In this case, the Inter-AS RI is the destination since the
WLAN ISP has no direct roaming relation with the MNO deployed target UMTS candidate

cells.

5) The local WLAN RI sends HO preparation request to the Inter-AS RI which in turn
sends it to the Core RI. The Core RI then sends this preparation message to the RNC that

controls the indicated target IDs to allocate the required resource.

- RI localization query/response: The global RI will learn the address of the target core

RI by consulting its presence database.

6) The RNC sends back the HO confirm to the core RI if the RNC can reserve the
required resource for the handover. The core RI adds the reconfiguration information for radio

setup to the HO confirm message sending to local WLAN RI via global RI.

7) The local WLAN RI sends the HO command message to the UE including the

recommended target IDs and the associated pre-configuration reference number.
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8) The UE sends the HO indication including its choice of target cell to the WAC and
then to the local WLAN RI.

- Security triggering: Upon receiving the HO indication from the UE, the MM component
in local WLAN RI will notify the SC component to transfer the security context to the core RI.

9) Upon receiving the HO indication from UE, the WAC sends HO notification to the

Data Anchor for the traffic redirection purpose.

10) The Data Anchor stops sending the packets to the UE via the WAC and starts to
forward the packets to the SGSN or RNC via UPE that controls the target cell. The UPE will
serve as a FA for the handover solution. The SGSN and RNC addresses can be retrieved by
DNS request from the target ID. The SGSN or RNC then buffers the packets and waits for the
UE attachment.

11) The RI sends the user mobility and security context to the core RI via the global RI.

12) The UE performs the GPRS attachment procedure in UTRAN network to setup the
connection with the target Node B. The GPRS attachment consists of accessing to SGSN,
authenticating with the AAA server in Core RI and updating the location.

13) The UE performs then the PDP context activation to establish the data tunnel
between RNC and SGSN and between SGSN and UPE.

14) The UPE performs the MIP registration with the Data Anchor.
15) Communication is exchanged via UTRAN network.

16) The HO complete is sent from Node B to the RNC, from RNC to the Core RI and
from the Core RI to the global RI and then from global RI to local WLAN RI.

17) Resource is released in UTRAN network side and the Presence updates the local
WLAN RI and Core RI will update the presence information of the UE.

3.4. Testbed implementation and Results

3.4.1. Introduction

The main objective of this section is to present the mechanisms we have proposed and
the implemented testbed. In this section we explain how the proposed solution have been
tested for seamless roaming using RII architecturet. For demonstrating the capabilities of the
architecture, we have built a testbed using 3GPP, WLAN and WIMAX Networks. The
reference architecture of the architecture is presented in Figure 35. The local RII, core RII and
Global RII have been implemented on different servers and connected through high speed IP
links. The functionalities of security, mobility, network selection, handover management and

presence have been developed and integrated in the RII architecture. In the next sections we
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will describe the details of the implemented architecture, testbed equipment and different
interworking scenarios that are tested. We also used different scenarios taking into
consideration of requirements and constraints of those scenarios and also ensuring these
requirements are satisfied by RII architecture.

Local RII
(ASN.GW)

Global RI

WiMAX BS

Local RII
(WAG)

SGSN GGSN

EDGE network

Figure 35. Implementation of RII architecture

3.4.2. Testbed Scenarios and Services

In this section we will detail the different scenarios of user roaming and services
accessing. According to the different scenarios of user profiles requirements for seamless
roaming are estimated. The aim of the proposed testbed is to show the global behavior of the
system to support seamless secure interworking between different administrative domains using
RII architecture, satisfy all the requirements and obtain seamless roaming using RII
architecture. We have described two scenarios: one is User roaming in WLAN, WIMAX and

3G networks and second is user roaming accessing VolP and video on demand services.

3.4.3. Testbed description
Testbed Overview

Our multi-interface user terminal used is DELL Latitude-410 equipped with Option
GLOBETROTTER 7.2 ready MAX data card for EDGE access and integrated Wi-Fi interface
for WLAN access. For the WIMAX access network, the terminal connects to the WIMAX
CPE. In our testbed, the global RII assigns the temporary identities for its connected access
networks. The access network will communicate such an identity to its subscribers for roaming
purpose. The Extensible Authentication Protocol (EAP) is used for authentication signalling

within the network entities. When the users roam to a visiting network, they will include the
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assigned temporary identity as its home network identity and the Network Access Identity
(NAI) of the global RII within an EAP-Identity /Response message. Based on this information,
the visiting networks check if the NAI in the EAP-Identity/Response belongs to their
administrative domain. Accordingly, the user authentication request will be handled locally or
will be forwarded to the global RII. The global RII holds a database that makes it possible to
retrieve the user home network. The authentication requests are then routed to the home

networks to complete the authentication procedure.

For mobility management, we have implemented client-based mobility management using
hierarchical MIP. The HA is located in the local RII of the home network. The global RII
contains the upper FA, and the local/core RII in each network domain contains the lower FA.
Whenever the UE moves to the visiting network, the lower FA receives the registration
request. The FA in the local RII forwards the request to the upper FA in the global RII. Next,
the upper FA sends the registration to the HA on the home local RII. When the UE moves to
another visiting network later, it only needs to update the MIP registration with the upper FA
instead of registering again with the HA.

3.4.3.1. Cellular Networks

The following section describes the general GPRS network architecture of MNOs and the
connectivity architecture of Transatel which assisted to deploy this architecture by providing
cellular access to the testbed. Transatel connects to multiple MNOs in Europe which allows it
to offer a range of mobile services as an MVNO(/E) in the region. Subscribers connecting to
Transatel use “netgprs.com” as the APN. In the GPRS backbone, an APN gives a reference to
a GGSN which is used to create the logical connection between UE and an external PDN. An
APN consists a network identifier and an operator identifier of which the former is a
mandatory part. The network identifier defines to which external network the GGSN is

connected e.g. netgprs.com.

The complete APN can be of the format “<network id>.mnc<MNC>.mcc<MCC>.gprs”
where mnc<MNC>.mce<MCC>.gprs corresponds to the optional operator identifier. MNC
and MCC are the components of IMSI defining the mobile network code and the mobile
country code respectively. Generally internet domain names (or internal domain names) are
used in order to guarantee the uniqueness of the APN network identifier. APN resolution is
handled by the DNS servers located at the core IP network of the MNO. When a UE initiates
a “PDP context activation” SGSN uses the APN to query the DNS in order to acquire the IP
address (es) of the GGSN(s) that connects to Transatel.

The

Figure 36 depicts the network integration architecture of Transatel with partner MNO

networks.
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Figure 36. Transatel data network architecture

Access to MNO GPRS backbone is via a secure VPN established between the two
networks i.e. a gateway-to-gateway type VPN network connecting two trusted networks. IP
address assignment of UE is handled by Transatel. At present, Transatel adopts a dynamic
addressing scheme based on the private address space. The IP address allocation is done by a
RADIUS server located at the Transatel core network. An AAA client incorporated with the
MNO side of the network permits this assignment of Transatel managed IP addresses. Once an
IP address is assigned, UE shall connect to the (Transatel) ISP network in order to access

Transatel provided data services e.g. WAP, Internet.

Figure 37 shows the protocol stack for the communication between the UE and Transatel

IP backbone performed over the Internet via a secure VPN.
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Figure 37. Protocol stack for IP based connectivity between UE and Transatel

A secure IPSec VPN connectivity has been established between LRSM testbed and
Transatel GPRS network. This section gives an overview of the general Transatel AAA
implementation followed by the AAA routing of information from AAA of Transatel to AAA of

core RI based in our testbed.

Complying with the 3GPP specifications [TS 29.061], Transatel provides AAA services in
its proprietary infrastructure. The RADIUS (AAA) client function resides in the GGSN. When
the GGSN receives a “Create PDP Context” request message the RADIUS client function
sends the authentication information to the authentication server, which is identified during
the APN provisioning. The authentication server checks for chosen credentials in order to
authenticate and subsequently authorize the client. The Calling-Station ID (MSISDN) is
generally accepted to be a reliable AAA attribute as it is network originated and this can be
used together with username/password (PAP based) pair during the authentication and

authorization processes.

As a part of the AAA process Radius accounting functionality also relies on the client
originated information. AAA server stores this information which shall eventually be used for
charging, etc. These attribute/value pairs indicate the format of actual content of the RADIUS
messages exchanged between the GGSN and the AAA server. A detailed description of the
common and most of the vendor specific attributes e.g. 3GPP-IMSI, can be found in [T'S
29.061].
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Figure 38. Secured VPN between transatel GPRS network to testbed

IP address allocation is by the Radius server hence it is required to specify the DNS IP
addresses in addition to the MS assigned IP. This information is contained in the AAA
response. They are as follows; Framed-IP-Address (MS assigned IP address), Primary-DNS-
Server, Secondary-DNS-Server, 3GPP-Primary-DNS-Server and 3GPP-Secondary-DNS-Server.
When specifying DNS servers the 3GPP format described above is mandatory with respect to
certain MNO configurations e.g. BASE

As a part of the integration process AAA of Transatel shall act as an AAA proxy to the
AAA of core RI based in our testbed. When a GGSN receives a Create PDP Context Request
message for then Transatel APN (netgprs.com), the GGSN sends a RADIUS Access-Request to
the AAA server at Transatel. The users shall be identified based on the MSISDN assigned thus
the corresponding messages can be relayed through the AAA server of Transatel. The AAA
proxy functionality is accordance with realm authentication mechanism. The authentication
realm is defined using realm portion of the Network Access Identifier. This is the realm that is

passed as part of the User-Name attribute (user@realm).

Once handed over the access requests by the Transatel AAA server the Core RI AAA
server authenticates and authorizes the user. The IP address allocation shall also be handled by
the Core RI. This has to be in accordance with GGSN IP address plan and to be discussed

further. Details on specific Radius attributes of interest are also to be discussed further.
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Figure 39. RADIUS message flow for PDP type IP

3.4.3.2. WLAN Network (WISP Operator)

In the testbed we have used different access points and mechanisms. We used different
kinds of access points; one is Linksys WRT 64G, the second is Netgear WP11 access points and
linux box equipped with Netgear WG311T PCI adapter. We have chosen these specific devices

for advanced functionalities.

The Linksys WRT64G provides 802.11g and 802.11b (2.4GHz) Standards standard
interface for wireless communications. Provides Wireless Security with Wi-Fi Protected Access
(WPA) and Wireless MAC Address Filtering. The linux box is configured using a PCI adapter
from Netgear WG311T Atheros chip set. We configured the linux box using Hostapd. Hostapd
is a user space daemon for access point and authentication servers. It implements IEEE 802.11
access point management, IEEE 802.1X/WPA/WPA2/EAP Authenticators, RADIUS client,
EAP server, and RADIUS authentication server. The current version supports Linux (Host AP,
madwifi, Prism54 drivers) and FreeBSD (net80211).

The WISP operator access networks contain information of the users database, their
respective security credentials, policies to access the networks. The security mechanisms used
in this WISP operator include EAP TLS, and radius server contains details of all the
authorized users, SLA agreements between the different WISP Networks and proxies are
configured in the radius server. WISP access network contains the Hostap [71] as the access
point where the IEEE 802.1X with the EAP TLS and NAI extensions are been implemented. A

local AAA server is installed; in this case we used freeradius [72] as our AAA server. Mobility
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is maintained using dynamics mobile IP [73] in the architecture. On the other hand the client is
equipped with WPA supplicant [73] for the authentication over the access networks; it supports
the EAP security mechanisms. The client is equipped with the dynamic mobile IP client to
register to the FA or the HA when there is a mobility of the client. When a user attempts to
access the network, the users are identified and security mechanisms are initiated and the
authentication is been done. When the user authorized to the WISP network it initiates the

mobile IP and registers to the HA (Home Agent) on the WISP network.

3.4.3.3. WIMAX Access Network

For providing services in WIMAX networks we used Infinet Wireless Pre WIMAX based
on IEEE 802.16d specification. We used a BS and CPE model, where the operator has the
control of the BS and the user does have control of CPE. We have configured IDU-5000-RJ In
door unit (IDU) and R5000-M/ R5000-S outdoor unit (ODU).We operated the equipment at
the frequency range of 5.4 Ghz. Due to pre WIMAX equipment utilization we have introduced

some new mechanism for authentication and access mechanisms.

The WIMAX network contains a BS and the local RI. This Local RI acts as a
authentication server between the clients connected to the access networks. In this particular
scenario a CPE get connected to BS, and clients connects to the router of the CPE through
Ethernet. When CPE starts authenticating to the BS, it send the information of the shared key
to the BS along with the MAC address to the BS. The BS check into the query and
authenticates the CPE, if ever there is no information available of the CPE in the BS database
it proxies the request to the RAPS server resided in the RI of the architecture which acts as a
AAA server. When CPE associates with BS, UE initiates the layer two tunneling mechanisms
to the other end with a gateway of BS and starts authentication to the user network using
EAP TTLS over wired and gets authenticated to the WIMAX network.

The WIMAX network contains a BS and the WAG network. This WAG acts as a
authentication server i.e.. AAA between the clients connected to the access networks. In this
particular scenario a CPE get connected to BS, and clients connects to the router of the CPE
through Ethernet. When CPE starts authenticating to the BS, it sends the information of the
shared key to the BS along with the MAC address to the BS. The BS checks the query and
authenticates the CPE, if ever there is no information available of the CPE in the BS database
it proxies the request to the RAPS server residing in the RI of the architecture which acts as a
AAA server. After that the client connected to the CPE, client starts authentication to the
user network using EAP over wired and gets authenticated to the WIMAX network with the
AAA server.
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Figure 40. Integrated WLAN, WIMAX| cellular network in our testbed

3.4.3.4. SIP Server Architecture:

The SIP client is connected to the SIP server through SBC (Session Border Controller).
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The SIP testbed contains the media gateway (MGW) for handling the VoIP media, the SMS

server for handling SMS-to-SIP, the presence server, which is described in the above (at the

presence section), which controls the service and routes the VoIP calls according to the

presence (either to the mobile device or to the SIP client, if available and preferable).
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3.4.4. Testing

In this scenario user client moves from WLAN and WIMAX networks. Client is equipped
with a WLAN card and Ethernet connected to the router of the CPE. When the client
connects to the home network i.e.. WLAN network it authenticates to the access networks and
registers to the HA of the home network. When the client connects to the Ethernet, it initiates
the  network, it establishes the tunnel with the gateway of the BS network, starts
authenticating with AAA server of the WIMAX network, and then registers itself with the FA
on the WIMAX network which relays the information to the HA for mobile IP and continues

the session in the WIMAX network. The whole scenario is replicated as shown in Figure 42.
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Figure 42. Message exchange user roaming in WLAN and WIMAX
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The Figure 43 shown below provides information of message exchanges between different

components of the RII architecture where a user roams from cellular, WLAN and WIMAX

networks.
3GPP Home WIMAX Visiting WLAN Visiting Global Rl
Network Core RI Network Local RI Network Local Rl
MN
Ho | s [mm BS | [Ho|sc um BS | [Ho|sc[mm AP | [Ho|sc [mm [Ho | sc [Mm]
SNIR me¢asurement and ¢onnection init
. Authentication PAP username and pagswd
_IP address allogation through IP podl
SNR calgulation on HA registratior
d'“irem 'rﬁgﬁ’%sver Init Target Network | Handovgr Inif Target Network .
. vailable resources Handover Init confirm |
o Handover Init confirm - Handover Jnit confirm >
[ | BS CPE Associgtion and funne Init 1
-« -
EAHR Init with NAI o o
EAP in|Radiyis N
» EAP in Radius
- EAP authentication prqvisional info
. EAR authentigation| success
< Client MIP registration with FA >
SNR calcplation on
different interfages
Handover Init Target Netwotk Handoyer Init Target Ngtwork
o _ Available|resource$ Har{dover Init confirm
- Handover Init confirm Handoyer Init confirm
EAP re-authentication with NAI o o EAP in Radius R
» EAP|in Radius -
EAPauthéntic aFion success _ EAP jauthentication provigional info
_ Client MIR regiLtration with| FA -~

Figure 43. Message flow between different components

As described previously, the UE in our testbed roams between WIMAX, WLAN and
EDGE networks. We do not consider the UE movement and the network selection within our
testbed. So, the handover initiation is done manually. The three considered access networks
belong to three different operators. Hence the handover and roaming is achieved with the help
of the global RII. We have repeated many inter-system inter-operator handovers where the UE

is running a VoIP or video on demand application. The average handover latency is given in
Table 5.

WIMAX - WLAN WIMAX - EDGE - WLAN -
EDGE WLAN WLAN

Handover latency 1s 3s 1s 4s
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Table 5. Handover latency results

This handover latency includes the security, mobility and roaming delay to carry out the
whole necessary signalling exchanges. The overall handover latency for the roaming between
WIMAX and EDGE is around 3 seconds whereas the latency for roaming between WIMAX to
WLAN is around 1 second. When the UE roams from the home WLAN network to the visiting
WLAN network using the global RII, the latency is observed around 4 seconds. The handover
latency differs for different roaming scenarios. In fact, the signalling messages for
authentication and mobility management required in different access networks are different.
The high latency of the WLAN-WLAN roaming is due to the fact that the WLAN horizontal
handover using only one radio interface necessitates a Wi-Fi scanning and association phase

which takes a lot of time.

It should be noted that the handover latency given here is not the handover interruption
time. The inter-system handover using two interfaces can be managed in such a way that the
communication on the serving RAN is only released when the communication on the target
RAN is already started. Furthermore, the handover latency is expected to be significantly
reduced once the security context transfer is implemented. After all, the capability of
maintaining the communication session while the user roams to a foreign network having no
roaming agreement with its home network is a disruptive result in the roaming management.
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Figure 44. Screenshot of UE equipped with WLAN, WIMAX and Cellular network

3.5. SLA and Network Management

While an RII architecture greatly simplify service delivery for nomadic users, the
complexity of managing and exchanging profiles, SLAs and configurations between

heterogeneous networks and the RII becomes very complex for network administrators and
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systems’ integrators. The operators’ management models encompass a set of profiles (User,
Content, Context, Configs, etc.) which must be aligned with the Roaming Intermediatory to
allow interoperability. Arguably, the first step toward simplifying data integration is to choose
a single, yet powerful language in order to maintain a coherent knowledge base. This language,

or specification, will then be translated into platform specific formats.

Investigations resulted in the choice of the W3C Web Ontology Language (OWL) as the
RII specification language. Also, to reduce the visual complexity of designing the system and to
enable a fast prototyping and deployment of our broker, we have developed a tool for loading
and manipulating ontologies. This tool implements our platform’ transformation pattern and
automatically generates specific configuration files from the ontology instances (individuals).

These configurations are then deployed in different areas of the access network.

3.5.1. Policy Management

The methodology of policy-based network management was developed within the IETF
in the context of the Integrated Services model, where it was proposed to use a policy
framework for the management of admission control to reservations of network resources. The
approach however is independent of the particular service model and soon it was recognized
that it can equally be applied in a Differentiated Services environment and provides help in the
application of [Psec. Moreover, it can be applied favourably to other more general management
problems. Unfortunately, there is no generic IETF policy framework architecture fully agreed
upon and specified. But the key functional blocks seem to be commonly recognized: policy
management application, policy repository, policy decision point (PDP) and policy enforcement

point (PEP), as shown in Figure 45.

The policy management application provides the interface to the network administrator
to create and deploy policies, store them in the repository and monitor the status of the policy-
managed environment. This application performs a simple validation that checks for potential
policy conflicts. The policy repository is a storage that is used for policy retrieval performed by
the policy decision points. Access to the database is accomplished by a repository access
protocol. The policy decision point is the point where policy decisions are made. It performs the
functions of retrieving and interpreting policies, detecting policy conflicts, receiving policy
decision requests from PEPs, and returning policy decisions to them. Triggers to evaluate one
or more policy rules can be events, polling, and explicit system component requests. Please
note that the IETF policy framework does not include triggers explicitly. Only conditions

(including timer conditions) are included.

However, for an implementation of the framework, triggers are a common choice. The
PDP makes policy decisions based on policy conditions that are formed of boolean expressions
that may refer to network element attributes. If a condition is evaluated to be true, the

according action is executed, which typically (re)configures target elements to enforce the
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policy. If it is necessary it will translate policy rules into more specific parameters that the
PEP could understand. A PDP may control multiple PEPs but each PEP is controlled by one
PDP. The PEP is the target entity that hosts the network elements where policy decisions are
actually enforced. It is the target of a policy action being executed when the rule condition
evaluates to true. The separation of PEP and PDP (and also of the policy repository) is a
logical one based on functionality, and not necessarily a physical separation. PEP and PDP

may be combined and co-located.

The IETF framework suggests LDAP as the protocol for repository access and
COPS/COPS-PR as the protocol for policy decision transfer. Other mechanisms such as
HTTP, FTP, or SNMP may be used as well. However, no protocols are suggested for the
communication between the policy management application and the PDPs or among
cooperating PDPs. In general, no implementation details such as distribution, platform,
protocols or language are prescribed. The applicability of a policy can be specified by assigning
a role to it. The concept of role is central to the design of the entire policy framework. A role is
a type of attribute that is used to select one or more policies for a set of entities and/or
components from among a much larger set of available policies. The idea behind roles is simple.
A policy administrator assigns each resource one or more roles, and then specifies the policies
for each of these roles. The policy framework is then responsible for configuring each of the
resources associated with a role in such a way that it behaves according to the policies specified

for that role.
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Figure 45. Architectures of the IETF policy framework and of distributed management by delegation.
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3.5.2. User Policy Management

As mentioned above the policy management and enforcements are defined generally using
PDP and PEP. The general policies are defined at the time of creating the SLAs, and
generating the rules. In the RII architecture the policy rules are defined for the user subscribers
and based on the pre defined SLA agreement, the user policies are enforced at the different
levels of the architecture. These generated policies are stored in the repository of the Local RI
or core RI of the user home network. Using the policy decision in the local RI or core RI the
rules are setup at the different enforcement points providing access and different types of

services.

Let us suppose a User gets a subscription to an access networks as provided by in his
contract he aggress for different services. These are then stored in the repository using the
policy management application entry. At this level the subscriber services and permissions are
transferred to the different enforcements points of the architecture. Whenever the user tries to
access the different types of services the enforcements points check the permissions and provide
services according to the policy defined by the policy manager and decision points. At this level
in RII architecture the user access management and different services are managed using the

Local RI and Core RI using the Inter AS-RI of the architecture.

3.5.3. Network operator management

Using the policy management different entities of the access networks are managed. In
this architecture the addition of new access networks changing permissions for the existing
access networks and permissions are managed using this. In the RII architecture the different
enforcement points are defined and the decision point does create rules for management. The
policies are edited or created using a tool at the different levels. In this case we designed using
an XML based entry for the policy creation and edition in the access networks. As shown in
Figure 46 different PEP and PDP and creation or edition of rules in the RII architecture for

the User and Access networks management.
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Figure 46. policy management in RII architecture

3.5.4. SLA Management

Service Level Management provides for continual identification, monitoring and review of
the levels of services specified in the Service Level Agreements (SLAs). Service Level
Management ensures that arrangements are in place with Provider and external entities in the
form of Operational Level Agreements (OLAs) and Underpinning Contracts (UCs). The process
involves assessing the impact of change upon service quality and SLAs. The service level
management process is in close relation with the operational processes to control their
activities. The central role of Service Level Management makes it the natural place for metrics
to be established and monitored against a benchmark. Service Level Management is the
primary interface with the customer (as opposed to the user, who is serviced by the Service
Desk). Service Level Management is responsible for ensuring that the agreed services are
delivered when and where they are supposed to be liaising with Availability Management,
Capacity Management, Incident Management and Problem Management to ensure that the
required levels and quality of service are achieved within the resources agreed with Financial
Management producing and maintaining a different Service ensuring that appropriate Service
Continuity plans. The Service Level Manager relies on all the other areas of the Service
Delivery process to provide the necessary support which ensures the agreed services are

provided in a cost effective, secure and efficient manner.

Service level management is provided in the RII architecture ensuring ubiquitous services
for the subscribers in the RII architecture. As mentioned in the previous documents of this
work package the main of the RII architecture is to provide an Peer — Peer SLA agreement is
provided by the access networks and the inter AS-RI. There is no need to manage different

SLAs with the other access networks providing easy management of the SLA and handling,
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creating and modifying in the architecture. The created SLA are stored in a centralized
database of the RI which are accessible to different entities of the architecture. Authentication

and access management does manage these issues after accessing the database.

3.5.5. Database Management

In this section we will describe the user and SLA database of the operators associated

with the global RI.

3.5.5.1. User Database

User subscribers database contains details of the user and its SLA between the access
networks. These details can be available on the RII according to the SLA of the RII and the
access networks. In this particular case we have modified some AAA to provide a temporary
user name in the RII and distribute among the access networks. The access networks then
distribute these details to its users and suggest use these temporary user IDs when they are
accessing visiting networks. The users use these IDs with NAT of the RII, visiting network then
forwards the authentication and access request to the RII. RII checks its database for the user
IDs which it has distributed to the access networks and forwards the authentication request to
that particular access networks. After receiving the authentication request the home access

network check the details and does the authentication of the user.
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Figure 47. RII architecture using User DB and Config DB

3.5.5.2. Operator SLA database in the RII architecture

The operators SLAs are maintained in the RII at any given instance, the RII architecture
can access this information to configure and providing services to the operators. Later in this
deliverable we have provided details of maintaining the configurations and SLA between the

operators using the network management tool kit developed using protégé.
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3.5.6. Network Management tools

3.5.6.1. Ontology

An ontology defines the common words and concepts (the meaning) used to describe and
represent an area of knowledge. An ontology is an engineering product consisting of “a specific
vocabulary used to describe [a part of] reality, plus a set of explicit assumptions regarding the
intended meaning of that vocabulary—in other words, the specification of a conceptualization.
Ontology is a data model that represents a set of concepts within a domain and the
relationships between those concepts. It is used to reason about the objects within that domain.
Ontologies are used in artificial intelligence, the Semantic Web, software engineering,
biomedical informatics and information architecture as a form of knowledge representation

about the world or some part of it.
¢ Individuals: the basic or "ground level" objects

e C(Classes: sets, collections, or types of objects

e Attributes: properties, features, characteristics, or parameters that objects can have and
share

* Relations: ways that objects can be related to one another

¢ Events: the changing of attributes or relations

¢ Elements: Contemporary ontologies share many structural similarities, regardless of the
language in which they are expressed. As mentioned above, most ontologies describe
individuals (instances), classes (concepts), attributes, and relations. In this section each
of these components is discussed in turn.

* Individuals (instances): are the basic, "ground level" components of an ontology. The
individuals in an ontology may include concrete objects such as people, animals, tables,
automobiles, molecules, and planets, as well as abstract individuals such as numbers
and words. Strictly speaking, an ontology need not include any individuals, but one of
the general purposes of an ontology is to provide a means of classifying individuals,
even if those individuals are not explicitly part of the ontology.

* Classes (concepts): are abstract groups, sets, or collections of objects. They may contain
individuals, other classes, or a combination of both.

e Attributes: Objects in the ontology can be described by assigning attributes to them.
Each attribute has at least a name and a value, and is used to store information that is
specific to the object it is attached to.

* Relationships: An important use of attributes is to describe the relationships (also
known as relations) between objects in the ontology. Typically a relation is an attribute

whose value is another object in the ontology.
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¢ Ontology languages: An ontology language is a formal language used to encode the
ontology. There are a number of such languages for ontologies, both proprietary and

standards-based:

OWL is a language for making ontological statements, developed as a follow-on from
RDF and RDFS, as well as earlier ontology language projects including OIL, DAML and
DAMLAOIL. OWL is intended to be used over the World Wide Web, and all its elements
(classes, properties and individuals) are defined as RDF resources, and identified by URIs.
KIF is a syntax for first-order logic that is based on S-expressions. The Cyc project has its own
ontology language called CycL, based on first-order predicate calculus with some higher-order
extensions. Rule Interchange Format (RIF) and F-Logic combine ontologies and rules. In order
to work with Ontology Languages, there is some useful technologies like Ontology Editor (to
create ontologies using one of these languages), Ontology DBMS (to store and to query an

ontology) and Ontology Warehouse (to integrate and to explore a set of related ontologies).

3.5.6.2. Protégé based network management tools in RII
architecture

Ontologies start to be widely used in network management mainly because of their
powerful semantic and inherent integration capabilities. Also, a strong community support is
provided by active user forums (HP Jena, Stanford Protégé, etc.). Arguably, using an ontology
language for unifying the syntax and the semantic of the architecture artifacts promise to
greatly simplify the task of integrating heterogeneous operators’ service delivery platforms.
Based on our previous work [16], we have developed, using a bottom-up approach, a minimalist
ontology for our scenario. Figure 48 outlines the extensible ontology framework used in this
paper. We started by designing an ontology that capture the network characteristics and the
operators service level agreements in the heterogeneous networks. The SLA’s and Operators
information are abstracted and entered into the system using a tool, and using this information

integration is maintained at different layers of management between the operators.

After, we have used Protégé for creating instances compliant to our specifications as
shown in Figure 49. Then, in order to accelerate the deployment of network configurations, we
have developed a tool that load the instance ontology, manage it and generate different
configurations files for the platform. The transformations of ontology instances into
configurations files implement a transformation pattern that corresponds to our platform.
Indeed, if the platform or the operators network artefacts changes, the ontology-based tool can

easily be adapted.
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The following Figure 50 gives a brief overview of the ontology instance schema. In this

example we have deployed different operators and their users and access technologies. These

operator networks contains core Rlls and Local RIIs which are inter connected with the Global

RII of the network. In this example operator 1 contains several users, these users details are

stored in a database and can be accessed by Core RII of the network, using protégé based tool

these information can be retrieved at any given instance. This information can be passed

according to SLA of the operator and Global RII, based on the user SLA, the services offered

and the access networks authorization can be maintained through this information even the

user is roaming in visiting networks. The screenshot of management tools is shown in Figure 51

and Figure 52.
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Figure 50. Overview of the resulting ontology
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Figure 52. Screen shot of RII management interface.

3.6. Comparisons

We have compared our approach to different approaches available in the literature.

Existing architectures such as MobyDick [71], SeQoMo [72], FCAR [73], W-SKE [74],
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SeaSoS[80] taken into consideration. Table 6 shown below compares other existing architecture

with the proposed architecture in this chapter.

Approach Mobility Support | QoS signaling Security Key exchange
MobyDick MIPv6; HMIPv6 | Implicit session COPS/Diamter No
signalling
SeQoMo HMIPv6 QoS cond handoff Diamter No
FCAR MIPv4 Changed RSVP no No
W-SKE no no EAP-+Radius Yes
SeaSoS MPIv4/6 Changed RSVP EAP any AAA Yes
RIT Any Mobility Dedicated Any AAA, EAP, Yes
protocols, Proxy protocols for AKA, SIM
based MIPv4/6 signaling with
components as
well as operator
networks
Table 6. Comparisons of architectures for different entities.
3.7. Summary
We have presented a mnovel RII entity which offers a flexible means for

interworking /roaming among different access systems. The proposed solution allows users to
freely and securely move across different access systems without need of pre-existing
subscription. The advantage of the RII architecture for roaming between WIMAX, cellular and
Wi-Fi networks has been demonstrated via a testbed implementation. The solution is feasible
and economical since it does not require much change in the existing network infrastructure.
Indeed, the WIMAX/cellular operator that wants to benefit from such interworking and
roaming facilities only needs to add the local/core RII functionalities in its access gateway by
software upgrading. The virtual operators have much interest to implement the global RII to
provide third party roaming services. With the adoption of proposed RII architecture, the
network availability will be widely extended. Firstly, the users will have great interest since it
can connect to any access networks. Secondly, the network infrastructure utilization will
increase, which will give opportunities to operators to improve their profitability. In our future
work, we will extend our RI ontology to align the test-bed artifacts with industry standards
(IETF, DMTF, TMF, etc.).
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Chapter 4. Post handover techniques for
optimization of handover and

roaming

Even though interworking architectures provides mobility and roaming in heterogeneous
networks the latency during this procedure is very large. This latency is phenomenal and
provides disruptive services to the users. There is a need to optimize the mechanisms involved
in handover and roaming to obtain seamless mobility. We have identified two methods to
obtain this objective one is post handover and the other is pre handover technique. In the post
handover techniques at the time of handover the mechanisms involved does the optimization.

In this chapter we discuss two mechanisms involving security and mobility.

The security optimization is one of the main challenges hindering the seamless roaming
capabilities. With the introduction of multiple access technologies, different security
mechanisms involved for authentication complicates the concept of seamless roaming. Re using
the keying material involved in one security mechanisms to another is the main approach we
are following, as this removes the whole procedure of generating keying material, messages
involved during this keying is minimal. This keying material can be handled efficiently by
home operator of user and introducing new techniques to use generated IDs and keys in
another technology access or in the visiting operator networks. We achieved this goal by
utilizing RII architecture and introducing new protocols for context transfer. In this process the
home operator generates the keys and re-authentication IDs and dynamically transfers to users
as well as visiting operator networks by security context management. Once this procedure is
performed the user terminal utilizes this data and does the authentication in the visiting
network itself without re-routing authentication data to home network. In this chapter we have
proposed mechanisms to utilize this process in WLAN, WIMAX networks keys generated in

cellular networks by RII architecture.

Mobility access through IPv4 and IPv6 provides seamless services for user terminals
across different access networks. To provide seamless continuity during mobility of users from
one operator access network to another, and one technology to another, will be provided by
different mechanisms. The proposed mechanisms provide mobility, with special requirements
and access mechanisms. Client Mobile IP (CMIP) is a popular solution for mobility, but there

are limitations and so it cannot provide a total mobility solution. Proxy Mobile IP (PMIP) is a

107
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mobility mechanism which aims at ensuring mobility management of user terminals in different
access networks. This method provides network based mobility management without any client
interaction. By this method, overhead signaling and latency during handover and roaming is
reduced. In this proposed mechanism, mobile nodes do not need to have support for mobility,
but instead access networks provide mobility for user terminals. Even though proxy mobile
IPv4 provides mobility management, there are some issues that have to be resolved for network
controlled mobility management. In this architecture we propose new mechanisms, using proxy
mobile IP and AAA with new mobility extensions to provide low latency handover support in
heterogeneous networks. We propose new protocol formats and algorithms, and interactions
between different components of architecture in heterogeneous networks. We have developed a
testbed using WLAN, WIMAX, 3G access networks, and have demonstrated capabilities of
resulting solutions. Comparison has been made out with the results and existing mobility
solutions to prove efficiency. The issues of IPv6 migration in the architecture have been

discussed.

4.1. Security Authentication

This section provided details of security access mechanisms involved authentication of
user terminals in access networks. The authentication mechanisms differ from one access
technology to another and one operator to another. Generally the authentication is performed
by home access networks through the visiting access networks. The whole procedure generated
latency as the authentication information is routed through the home and visiting networks for
every single exchange of information. The user identity is static in general procedures and the
use of identity in visiting networks and technology is provided statically. User identity
management is one of the main issues which have to be addressed in heterogeneous networks.
Maintaining the identity is crucial for future converged networks as the user credentials differ

from one technology to another differs.

Using RII architecture we have addressed this issue. We have approached two ways to
solve ever longing issue of user identity and routing of user authentication information from

visiting access networks with or without a direct SLA with the home network.

4.1.1. Authentication using Global RI user identity.

In this method the Users are informed to use NAI of the home access network when they
are in vicinity of local networks, and use NAI of Global RI when they are in the visiting
network using the same user ID. When the user terminal is at home network the local RII and
AAA server of the access network identify the authentication request from the user which is
relayed by a NAS or AP. After identifying the NAI of the user access request, the AAA server
of Local RII does initiate the authentication. Once authentication is done the user terminal is

provided the access. If ever the user terminal is in the visiting network, the terminal sends
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authentication request to NAS or AP with the NAI of the global RI with its own user ID. Once
the local RII of the visiting network identifies the global RII NAI it proxies the authentication
request to the Global RII. Once the global RII identifies the user ID which it belongs to a
network, it forwards the authentication to the local RII with the stripped user ID. Once
authentication request is received by the home Local RII, it checks local database and
authenticates the user according to its security credentials. The whole process mechanism is
sown in Figure 53
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Figure 53. Authentication flow using Global RII

4.1.2. Authentication using temporary user identity
allocated by home access networks.

In this method the global RII creates the temporary user IDs and distribute them among
the network operators. Network operators based on the SLA with its users they distribute the
user IDs to its subscribers. Once the Access networks receive this temporary user 1Ds, they
distribute to users and map with their permanent user IDs (the main objective is to maintain
high privacy of the subscribers by not relaying their user details but instead using a temporary
and a trusted source to translate the credentials.). Once the visiting network identifies the
authentication request from a user with NAI of global RII it forwards the authentication
request to global RII AAA server. Once the AAA server of global RII receives the
authentication request from a temporary user ID, it checks the database for access network for
which it has assigned this temporary ID before. After identifying the access network the AAA

server proxies request to home network of the user. With the temporary user ID, from
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authentication request the AAA server authenticates user and provides services. The whole

process is mentioned in Figure 54.
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Figure 54. Authentication flow using temporary IDs and Global RII

4.1.3. Radius Roaming Extensions for security context
transfer for authentications.

For supporting the methods proposed in the architecture we are proposing new roaming
extensions for AAA server. In this process the home RI of access networks and global RI
prepares the security context and transfers to the visiting network through AAA server. We
have chosen AAA server as it is readily deployable in wireless and cellular networks, modifying
with the new extensions is easily done instead of deploying new protocols. The following section

provides the protocol formats used for security context transfer using radius protocol.
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The home Radius server builds SC Request message from the Access.

0 1 2 3

01234567 80012345667 80201234567 8001
e T I o o T I B T, [
| Code (1 byte)| Identifier(1E)| Length (2 bytes) |
L T I s

| Authenticator (16 bytes) |
| |
| |
T e T T e e B B B it ol S B
|  Attributes ...

—l=l=l=l=l=l=1=1=l=1=1=1-

Code = (1 byte) SC_Request = TBD (IANA consideration)

Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes) length of the message, including Code, Identifier, Length,
Authenticator, Attributes.

Authenticator: The Authenticator field is 16 bytes. The most significant octet is
transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.

0 1 2 3
{}123456?890123456?89(]123456?89{}1

B e o B BT R B i e L R B B
| Type (1 byte) | Length (2 bytes) | User‘s ID (1B) 1
B T I R e et S B B R B
I User's reauthentication ID (256 bytes)

B I B B o S R B o T
Ivalidity(1lbyte] | Key (64 bytes)

B ct I B I B R Tt R R

Type (1 byte) = SC_ Request_ Attribute = TBD (IANA consideration)

Length (2 bytes) = Length of the message User's reauthentication ID: (256 bytes) home
radius server assign this id and forwards this to the visiting networks radius server and as well

as to client.
Validity (1 byte) = the valid time of the key and the re authentication id.

Key (64 bytes) = temporary key which is derived in the home radius server the visiting

radius server reply to the home radius server with SC Accept message.
Code = SC_ Accept = TBD (IANA consideration)

If there is any failure in the packet or the details of SC configuration on the visiting

server, it sends the failure to the home radius server.

Code = SC_Reject = TBD (IANA consideration)
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4.2. Mobility management

The mobility management in the access networks is provided by the mobile IP for the
seamless continuity of the services during handover and roaming. The traditionally user
terminal does require a mobile node enabled with a client mobile IP, in some cases the devices
can’t be enabled with mobile IP, in this case mobility must be provided without changing the
software configuration of the devices and provide mobility from access network side. By this

method controlling the mobility of the user terminal can be more efficient.

The Proxy Mobile IP [79] solution based on Mobile IP approach; handles mobility
management inside access networks. Therefore network entities will require more capability
than in the standard Mobile IP. The Foreign Agent is no longer capable to handle the mobility
management in this new scenario, so we need to enhance its capabilities with the Mobility
Proxy mechanism. This new entity called Mobile Proxy Agent replaces Foreign Agent in the
visiting network. It also handles mobility registration with the Home Agent. This change is
most significant since the Mobile Node now lies outside the mobility registration procedure. In
fact, Mobile Node is not aware of its movement, access networks deceives the host to believe
that it is stationary in its Home Network. Since the Mobile Node does not need either

movement detection or agent registration, the agent advertisements are no longer necessary.

There are some of the requirements and features to be satisfied for PMIP to provide

mobility management:

e Support Unmodified Hosts: As noted above, the protocol supports mobility to nodes that
doesn’t have capability of mobility.

e Airlink consumption: Mobility-related signaling over the air-link is eliminated. Considering
that Network Address Translation (NAT) is ubiquitous in IPv4 networks, a mobile node
needs to send keep alive at short intervals to properly maintain NAT states. This can be
performed by the MPA in the network which does not consume any air-link bandwidth.
The Agent Advertisement is also eliminated in the protocol.

e Support the Heterogeneous Wireless Link Network: One aspect is how to adopt the scheme
to an access technology. Since Proxy Mobile IPv4 is based on a heterogeneous mobility
protocol, it can be used for any type of access network.

¢ The other aspect is how to support mobility across different access technologies. As long as
the MPA can use the same NAI to identify the MN for various access networks, roaming
between them is possible.

e Support the IPv4 and IPv6: As IPv6 increases in popularity, the host will likely be dual

stack.

Even though the PMIP provides mobility solutions, there are many issues of user
identity, mobility context of users from a home network to the visiting network, the

assignment of home address to a user terminal in a visiting network, identification of the user
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terminal’s mobility, and identification of MPA and HA. In this paper, we propose a new
mechanism with proxy mobile IPv4, as a mobility solution in networks. In this mechanism
during mobile node access authentication, MPA exchanges registration messages with the HA
(Home Agent) to set up a suitable routing and tunneling for packets from/to the MN. In this
method, the authentication request of the mobile node is passed through the NAS or AP of
visiting network, this is then passed to the AAA (Authentication Authorization and
Accounting) server, and the authentication server checks the realm and does start
authentication procedure at the time of initialing authorizing module of the mobile terminal. It
also initiates the mobility extension module, where the AAA server initiates MPA of the access
network, which also informs the AAA server of the home network with information on the
mobility extensions and request of the mobility parameters of the user terminal. The home
AAA server interacts with the HA and collects mobile node parameters, as well as sending
back details as a reply request to the visiting AAA server. After the mobility context transfer,
the MPA conducts a mobility registration to the HA for that particular mobile node. Later in
this paper, we will provide more details of the interaction between different components of the
architecture, packet formats, and sequence of message exchanges during a mobility session of a

user mobile node during handover.

4.2.1. Proposed new solution for PMIP with integrated
AAA architecture of the 3GPP and Wireless
networks

4.2.1.1. Overview of the solution

In this new mechanism, mobility registration of a user terminal is performed by visiting
access networks and a home access network. The user terminal does general authentication by
visiting access networks with the help of an EAP (Extensive Authentication Protocol)
mechanism. The visiting access networks receive the authentication request from a user
terminal through the NAS or AP of the network. The AAA server of visiting network and
home networks are modified so that they can communicate with the HA and MPA of their
respective networks. New mobility extensions are developed in AAA server to support mobility
management, which adds to its present services. These extensions provide mobility context
transfer from home access networks, registering the user terminal for mobility at the time of
authentication. The visiting network initiates authentication and the mobility extension
method whenever it receives a request from the NAS or AP of the access network. During
initiation of mobility extensions, the AAA mobility extension process collects data when
NAS/AP requests authentication. The AAA mobility process sends mobility user details
request to the home network and the AAA server of the terminal, with newly specified
attributes of proxy mobile IP. The Home AAA server does receive a request for the mobility

user details request as well as the authentication. The home AAA server distinguishes a proxy
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mobile IP packet from other codes and attributes of the received packet. If the packets need to
be a proxy from an intermediate AAA server, then that server adds the proxy attribute to the
received packet and sends it to the destination AAA server. If ever the user terminal belongs to

the current network, then the AAA server sends a mobility registration request to HA.

After receiving the request for mobility user details packet from the visiting AAA server,
the home AAA server investigates any information available in the packet and collects user
identity from the request packet. After processing the request, the mobility extension method
prepares user detail request packet to the HA of the access network. This packet contains
details of user id and parameters. The HA receives a request, and with a user ID of request it
extract the information of its SID, keys, home address and home agent address from the
database of the HA. The HA then sends back a reply to the AAA of home network with the
above mentioned data. The AAA server receives a reply and processes the information, and
sends back a reply message to the visiting AAA server. The visiting AAA server receives a
reply from home server and processes it, storing the data of the user in a temporary database.
After processing the reply message, the AAA server sends a mobility registration request to the
MPA associated with that particular NAS or AP. This request contains the details about user
ID, SPI, keys, home address and home agent address. When the MPA receives the packet it

starts the mobility registration of a user with details from the AAA server.

MPA initiates a mobility registration request of a user terminal with HA using details
provided by visiting AAA server. Registration involves the user SPI and the shared key
mechanisms with the key available from the AAA server to the MPA. After successful
registration of the user with the HA, the MPA will modify the DHCP server configuration with
the user terminal’s details. These modifications contain details of MAC address and home
address of the user in the DHCP server. After successful authentication of the user terminal it
initiates a DHCP request for an IP address. The AP/NAS of the visiting network forwards the
request to the DHCP server. With the MAC address of the user terminal modified, the DHCP
server sends a reply to user’s terminal with its home address. The user terminal receives the
reply and configures the IP address to the home address. Necessary modification has to be done
by the visiting network to accommodate the terminal with the ARP, etc. When the user
terminal is in it home domain, the HA registers the terminal and sends the modified DHCP
request to the DHCP server and acknowledges the home AAA server of successful registration
of a user terminal. The Proxy Mobile IP with the AAA server mobility architecture is shown in

Figure 55.
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Figure 55. Proxy Mobile IP Architecture

4.2.1.2. AAA mobility extensions for PMIP integrated
architecture

In this section we describe the detailed architecture of AAA with mobility extensions to
provide mobility management during user mobility in different access networks and technology.
In this process, the existing AAA architecture is modified to accommodate proxy mobile IP. In
general, authentication information of users is passed through the authenticator, and then this
information is passed through the NAS or AP of the access networks. An AAA server
authenticates the access networks for the AP or NAS initially, and then processes the user
authentication request depending on the realm of the user. In this new method, the mobility
management of a user can be initiated during the authentication process. In this process, due
to parallel operation of authentication and mobility management, the overall latency of a user

during the handover and initial access can be reduced.

When there is an authentication request for a user terminal from an NAS or AP, the
AAA server initiate authentication module and mobility modules, and processes the user’s
details by identifying the NAI of the user terminal request. From the NAS or AP request
information, such as MAC address of user terminal, NAS details are processed for further
procedures. The AAA is modified, with new attributes and codes being added for supporting
the PMIP modules. As mentioned previously in the proposed solution section with new
extensions, the AAA of the home network can communicate with a visiting network, and can
provide mobility context management. With these mobility extensions, the AAA server can

communicate with the MPA and HA of the access networks.

On the other side, the visiting AAA server communicates with the home network AAA
server, after receiving an authentication request using the mobility extensions, with user
information being available from the authentication request from the user’s terminal. The
visiting server sends a mobility user details request using ID and NAI of the authentication
request to the home AAA server. When the home network receives a request packet, the AAA
server processes the information of the user from request. It then sends a request to the HA
with the new mobility extension, requesting details of the user. After receiving the request
packet and processing user details from its internal database, the HA sends back a reply packet

with home address, key, SPI and home agent address to the home AAA server. The home AAA
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server sends back a reply to the visiting AAA server with user details as the reply. After
receiving this reply from the home AAA server, the visiting AAA server processes the
information of the user and sends a request for mobility registration request with new
attributes to the MPA. The MPA receives the user terminal data, sent by the visiting AAA
server, and temporarily stores it in a local database. The MPA, with available user
information, starts registering with the HA. After registration request and reply message
exchange with HA, the MPA sends reply of success or the failure of mobility registration of
user to visiting AAA server. Figure 56 describes the AAA mobility architecture.
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Figure 56. AAA architecture with new mobility extensions and PMIP

4.2.1.3. PMIP operation with new mobility extensions in
MPA and HA

MPA exchanges registration messages with the HA to set up a proper routing and
tunneling packets from/to MN. The MN broadcasts messages containing an MN’s Network
Access Identifier (NAI) to request authentication/authorization, and the AP transfers the
request to the local AAA server (visiting AAA). If the MN is away from home, it is clear that
the MN is out of the local authentication database. However, the local AAA server can use the
NAI to identify the MN’s Home Network, and then the authentication/authorization, along
with mobility user details, will request a message to be transferred by the visiting AAA to the
home AAA Server (AAAH) in the Home Network.

Along with the authenticating validation, the AAAH searches for information of the MN
stored in the HA, containing MN’s HA, NAI, and SPI. If the MN is back to its Home Network,
then the local AAA server sends a message to the HA to deregister the MN instead of
searching for the data. The MN’s information will be transferred to the visiting AAA, which
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will deliver it to the MPA with the AP’s MAC address included. Triggered by the AAA server,
the MPA exchanges messages with the HA to demand Mobility Registration and Tunneling.
Formats of the Mobile IPv4 Registration Request (MIPv4 RRQ — sent by the MPA) and the
Mobile IPv4 Registration Reply (MIPv4 RRP — sent back by the HA) are specified in section
4.2.2.

After successful registration, the MPA sends a message to inform the DHCP server about
the MN’s arrival. It forces the DHCP server to update the configuration file with the Mobile
Node information. Finally, the MPA informs the AAA visiting about the successful
registration. The Authentication Accept message is sent to the NAS, granting network access
to the MN. After authentication success, the MN sends a Binding DHCPDISCOVER to
request the IP address. This message is formatted as described by the DHCP protocol (the
CIADDR field is filled with the MN’s IP). By searching for information of the Mobile Node, in
the configuration, the DHCP server replies with a DHCPOFFER message in which the
YTADDR field is filled with the MN’s Home Address and the default gateway address, being
the MPA’s. Next, the MN and DHCP server exchange the DHCPREQUEST and
DHCPREPLY to complete this procedure. The MN is then ready to connect to the network
with its Home Address.

4.2.2. Components interactions with the new extensions

proposed in the architecture

4.2.2.1. Mobility Registration

The MN broadcasts messages containing MN’s Network Access Identifier (NAI) to
request authentication/authorization (Step 1 in Figure 57). The AP transfers the request to the
local AAA server (visiting AAA server). If the MN is away from home, it is clear that the MN
is out of the local authentication database; however, the local AAA server can use the NAI to
identify the MN’s Home Network. Along authentication/authorization, visiting AAA server
sends mobility user details request message to AAA Server (AAAH) in the Home Network
(Step 2).

Alongside with the authentication, the AAAH searches for the information of the MN
stored in the HA (Step 3), containing MN’s HA, NAI, and SPI. If the MN is back to its Home
Network: the local AAA server sends a message to HA to deregister the MN instead of
searching for the data. The MN’s information will be transferred to the visiting AAA (Step 4),
After successful user details request and reply AAA of visiting network sends a mobility

registration request to MPA with the AP’s MAC address included (Step 5).

Triggered by visiting AAA server (Step 5), the MPA exchanges messages with the HA to
demand for the Mobility Registration and Tunneling (Step 6). The formats of the Mobile IPv4
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Registration Request (MIPv4 RRQ — sent by the MPA) and the Mobile IPv4 Registration
Reply (MIPv4 RRP — sent back by the HA)

After successful registration, MPA sends a message to inform DHCP about the MN’s
arrival (Step 7). It forces the DHCP server to update the configuration file with the Mobile
Node information. Finally, the MPA informs the visiting AAA about the registration
successful. The Authentication Accept message is sent to the NAS granting network access to
the MN (Step 8).

After the authentication success, the MN sends a Binding DHCPDISCOVER to request
for the IP address. This message is formatted as described by the DHCP protocol (the
CIADDR field is filled with the MN’s IP). By searching the information of the Mobile Node in
the configuration, the DHCP server replies with a DHCPOFFER message in which the
YIADDR field is filled with the MN’s Home Address and the default gateway address is
MPA’s. Next, the MN and DHCP server exchange the DHCPREQUEST and DHCPREPLY to
complete this procedure. The MN is then ready to connect to the network with its Home
Address (Step 9).

4.2.2.2. Registration Revocation

After having received Mobility Registration Request (Step 6 in the Figure 57), the HA
sends a message to the old MPA of the last visited network to which the MN was connected in
order to erase the entry of the MN in that network (including the Mobility Registration
database of the old MPA and the DHCP configuration) (Figure 58). Remark that the Mobility
Registration Database in the HA is modified and the MobileIPv4RRP is sent regardless to the
reception of the Registration Revocation Reply (this message can be undelivered due to

congestion, disconnection of the network, etc).
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Figure 57. Sequence diagram for new mechanisms with PMIP
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Figure 58. Registration Revocation

4.2.2.3. ARP, Proxy ARP and Gratuitous ARP

The use of ARP [80] requires special rules for correct operations when wireless or mobile
nodes are involved. The requirements specified in this section apply to all home networks in

which ARP is used for address resolution.

In addition to the normal use of ARP for resolving a target node's link-layer address

from its IP address, we distinguish two special uses of ARP:

* A Proxy ARP [81] is an ARP Reply sent by one node on behalf of another node which is
either unable or unwilling to answer its own ARP Requests. The sender of a Proxy ARP
reverses the Sender and Target Protocol Address fields of the request, but supplies some
configured link-layer address (generally, its own) in the Sender Hardware Address field.
The node receiving the reply will associate this link-layer address with the IP address of the
original target node, causing it to transmit future datagram for this target node to the node
possessing the link-layer address associated.

e A Gratuitous ARP is an ARP packet sent by a node in order to spontaneously cause other
nodes to update an entry in their ARP cache. A gratuitous ARP may use either an ARP
Request or an ARP Reply packet. In either case, the ARP Sender Protocol Address and
ARP Target Protocol Address are both set to the IP address of the cache entry to be
updated, and the ARP Sender Hardware Address is set to the link-layer address to which
this cache entry should be updated. When using an ARP Reply packet, the Target
Hardware Address is also set to the link-layer address to which this cache entry should be

updated (this field is not used in an ARP Request packet).

4.2.2.4. Back to home network

As the MN returns to its Home Network, this information is revealed to home AAA
server (AAAH) by receiving a Access Request from a NAS, home AAA server will sends a HA
Registration Revocation Request to HA which erases the MN entry in its Mobility Registration
Database and sends an MIPv4 Registration Revocation to the MPA on the last network that
MN has visited. Recall that the Mobility Request message makes the AAAH send a HA
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Consultation message in order to get information of the MN, while the Access Request makes

the AAAH send a HA Registration Revocation to erase the MN’s mobility registration entry.

4.2.3. PMIP with the new extensions in different user

terminal mobility scenarios

In this section we will explain in detail of mobility movements of the users in various
scenarios. We also provides mechanisms to ensure fast handover mechanisms are provided
when the mobile is moving in same domain, different domains and access technologies. The
solution we proposed handles the multi homing scenario where a user terminal is provided with
the different interfaces and access technologies later in this section. The mobility of the user in

different scenarios is depicted in Figure 509.

Visiting Access
Home Access Network
Network

Yisiting AAA server
Home AAA se Q)
/AKX .

Figure 59. User mobility scenario in different administrative and technology domains
1. User Terminal mobility in the inter-access technology (Macro Mobility).
2. User Terminal mobility from one network operator to another operator network (Macro Mobility intra-access).
3. User Terminal mobility in the same access technology in the home operator network.

4. User Terminal mobility in the visiting networks in the same access technology.

4.2.4. Macro Mobility

In this scenario the user mobile does move from one administrative domain to different
administrative domains (one operator to another operator) and from technology to another
technology (WLAN<->WIMAX<->3G<-> WLAN).
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4.2.4.1. User mobility from one technology to another access

technology

In this scenario mobile node maintains multiple network interfaces for connecting to
access networks. The selection of best suited network is performed according to the SLA,
desired QoS and other factors which is out of this chapter context. In this process mobile node
initiates access network initially and establishes a session with the access network. During
initial authentication procedures, access networks also create mobility context of user and
registers user in HA of access network. When user terminal detects availability of access
networks on other interface it initiates new interface and starts performing authentication.
After listening to the NAS request for authentication of user, visiting access AAA server
collects user details from NAS requests and sends authentication and mobility user details
request in parallel. Home AAA server after listening to mobility user details request does reply
with required details of user with SPI, HA details and home address of the user to visiting
AAA server as a reply. After collecting details, visiting AAA sends registration request to MPA
of network where NAS or AP resided. The MPA starts the registration of user terminal with
HA and caches route in DB of MPA. Once the tunnel is established between HA and MPA,
HA updates new route for to and fro communication with user terminal. Figure 60Figure 4.8

provides detail message sequence involved during the procedure.
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Figure 60. Message exchange between components of architecture during multi technology scenario

4.2.4.2. User terminal roaming from one operator network to
another.

In this procedure user terminal connects to an access network and performs
authentication to the access network. Access network does register terminal to a HA and
provides the IP address to the user terminal. When user terminal does identify different
operator network it tries to connect that network by initiating the authentication or re-
authentication procedures. When NAS or AP receives the request for authentication, it

forwards the details to AAA server. Visiting AAA server does initiate mobility user details
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request to home network AAA server by identifying the NAI of the user ID for authentication.
Upon receiving request home AAA server collects data associated to user ID from request and
reply message to HA and sends back reply to visiting AAA server. Visiting AAA server sends
mobility registration request to MPA of network associated to the NAS or AP with collected
details from home AAA server. MPA does registration with HA using details from AAA server,
and sends acknowledgement to AAA server. After authenticating user terminal and upon
receiving the reply from MPA, visiting AAA server send success with the IP address of the user
terminal sent by the home AAA server to NAS/AP. The message exchange is shown in Figure
61.
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Figure 61. Message exchange between components of architecture during roaming scenario

4.2.5. Micro Mobility

In this scenario mobility is performed in same administrative domain and same access
technology, we have observed two sub scenarios where the proposed architecture addresses this

issue.

4.2.5.1. User terminal mobility in home administrative

domain on same access technology

In this scenario access network has multiple APs, and user terminal moves from one AP
to another AP. During initial authentication of user, AAA server does authenticate user and
assists HA for mobility registration of user terminal. When user terminal senses other APs of
access network and triggers the handover with re-authentication procedure, upon receiving
request from new AP, the AAA server sends a mobility registration request to MPA associated
with AP. MPA and HA does the mobility registration of the user terminal and sends

acknowledgement to AAA server. Upon successfully authentication and registering terminal in
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HA, it provides access and home IP address of user terminal to AP for providing access to user

terminal. The message exchange is shown inFigure 62.
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Figure 62. Message exchange between components of architecture during handover scenario in home

administrative domain

4.2.5.2. User terminal mobility in visiting administrative
domain on same access technology

In this scenario a user terminal moves on same interface from one AP to another in
visiting operator network. The user terminal is authenticated and registered in HA with the
help of home AAA and visiting AAA servers. When user terminal identifies new AP it triggers
the handover and does re-authentication procedures. Upon receiving request from new AP
visiting AAA identifies user from previous registration and sends mobility registration request
to new MPA with previous details. MPA does register the user terminal with HA and sends
acknowledgement to visiting AAA server to complete handover procedure, the whole procedure

is shown in message sequence inFigure 63.
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Figure 63. Message exchange between components of architecture during handover scenario in Visiting

Authentication Success, IP

administrative domain

4.2.6. Enhancing the proposed solution using network

selection procedure for seamless mobility.

To enhance proposed architecture we used network selection procedures combined with
this architecture to use context management between the networks. Using this process access
networks can create mobility context even before user terminal does initiate access to visiting
network. In this process user terminal can communicates with home network using present
connected network and negotiate best suitable network to connect during handover. After
selecting best suitable network with the assistance of terminal, home network initiate context
transfer and creating mobility context with the future visiting network. Using AAA mobility
extensions proposed in this architecture AAA of home network sends a mobility registration
request to visiting AAA server with UID of the terminal and mobility context details in the
request. After receiving request from home AAA server, visiting AAA server collects data and
sends a registration request to MPA of visiting network. After receiving request for mobility
registration MPA collects user details and initiates registration request to HA of home access
network. After successful registration user details of new route are cached in HA and MPA and
a tunnel is established between them. When user or home AAA server does the handover
triggering, HA does update route upon receiving the RU (route update) request from home
AAA server. In this way maintaining multiple tunnels with future visiting networks of user and

triggering with the help of home AAA server seamless mobility is achieved.

The whole message exchange sequence diagram is shown inFigure 64. During
implementation of this procedure in a testbed we observed zero latency for multi homing
handover and for horizontal handover we obtained small latency delay due to re-authentication

procedure.
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Figure 64. Enhanced architecture using network selection procedures for seamless mobility

4.2.7. New PMIP and AAA mobility extension
development and Testbed setup

4.2.7.1. PMIP and AAA software architecture

To implement proposed architecture we developed AAA server and PMIP in house using
existing open source software. We have developed software architecture to implement mobility
extensions for AAA server. In this architecture AAA server can receive a request from NAS or
from another AAA server. From NAS it can receive authentication request and from AAA
server it can receive mobility user detail request. Upon receiving mobility registration request,
extensions model respond with the reply of user details. Software architecture of AAA as shown
in Figure 65, the AAA server can send requests and reply accordingly to incoming requests
with the different components. For implementing the PMIP we used dynamics mobile IP
architecture and modified to our requirements. We converted FA to an MPA, modified HA and
MPA to accept any requests from AAA server and sending reply accordingly. In this
architecture MPA can perform registration requests to HA upon request from AAA server and
sends acknowledgement as success or failure. New packet formats and codes are added in MPA

and HA to implement the proposed architecture.
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Figure 65. AAA server software architecture with new mobility extension module

4.2.7.2. AAA Mobility extension and PMIP packet formats

We have developed new AAA mobility extensions and new codes and packet formats for
developing and demonstrating the capabilities of new mechanisms proposed in this architecture.
The AAA server builds Mobility User Detail Request message from Access Request or EAP
Request from the NAS or AP. Remark that intermediate AAA servers just pass through this
step, adding Proxy Attribute and forwarding the Request.

A AA Mobility User detail Request format:

Note: the codes and the attributes in this document are taken as reference these can be
changed according to the TANA consideration; in this case we used available values for
developing the prototype, we can change this values if there are any issues.

0 1 Z 3
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et L e R R e e SR EE T P e
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Code: (1 byte) Mobility User_Detail Request = 60.
Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes) length of the message, including Code, Identifier, Length,
Authenticator, Attributes. In the case that there is only mobility attribute, length = 350

Authenticator: The Authenticator field is 16 bytes. The most significant octet is
transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.
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Attributes: Mobility Attribute:
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Type = (1 byte) Mobility Request_ Attribute
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= 193.

Length (2 bytes) = Length of the message = 332.

User’s ID: (256 bytes) extracted from the name of the user (ex: userID@realm).
HA address: (4 bytes) Home Agent’s IP address, filled with Zeros.

Home Address: (4 bytes) Mobile Node’s Home Address, filled with Zeros.

SPI: 1 byte, filled with Zeros.

Key: (64 bytes) public key of the HA, filled with Zeros.

The AAAH will reply with a Mobility Response.

HA/MPA consultation

If AAA home server receives Mobility user detail request from a visiting server, the
AAAH sends message to HA to fill the information required in the Mobility Request Attribute
(fields that are filled with Zeros). Remark that the AAAH sends the HA Consultation message
only by being triggered by the Mobility user detail Request; the Access Request forces the
AAAH to deregister the MN.

H1: Create a message from AAAH to the HA demanding for the necessary information:
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byte) = HA_ Consultation Request = 63.

Identifier: (1 byte) number to match Request/Response.
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Length (2 bytes) = total length of the message = 343

AP and MN’s MAC address: These fields are practically used in the message from AAA
to MPA. In the message from AAA to HA, these fields are filled with Zeros, and the HA just
ignores it. But these fields SHOULD appear in the HA Consultation Message to identify the
format of messages AAA-HA and AAA-MPA. It is very useful since the HA and MPA in the
same network are usually installed in the same server. This identification simplifies the

treatment of message in the HA/MPA server.
Other fields are copied from the Mobility Attribute of the authentication request.

- H2: HA looks for the required information in its database, save the AP and MAC
address fields. If the information can’t be found (this may be due to the modification of the

administrator), HA will pass this phase, so that the message will be left Zeros. That allows the
AAAH to detect the failure.

- H3: HA sends back the reply to the AAA after filling the request’s required fields and
setting Code = HA_ Consultation_ Response = 64.

- H4: The AAAH replies the visiting AAA with a Mobility user detail Response, which is
either an Accept or Reject message. The format of these messages is as same as the request,

with different code and attributes:

If the message from HA is not filled with Zeros (successful verification), the AAAH reply
to the AAAF with Mobility Accept message which is copied from the Mobility Request whose
the Attributes filled by the data retrieved from HA. The Code field for this message is: Code =
Mobility Accept = 61.

If the data from HA is filled with Zeros, the AAAH MUST reply the visiting AAA with a
Mobility user detail Reject message, with Code = Mobility user Reject = 62. The Mobility
Reject message doesn’t contain the Mobility Attribute, and may include Reply-Massage
Attribute which contains the error message shown to the user [82]:

0 1 2
0123456768901 234567889C01
B e ek e e T e S e e B et b P et
| Type = 18 | Length | Text ...

B e ek e e e e S e et b b et

Type: 18 for Reply-Message.
Length: length of the attribute, including Type and Length field.

Text: The Text field is one or more octets, and its contents are implementation
dependent. It is intended to be human readable, and MUST NOT affect operation of the
protocol. If the registration failed, this field is filled with the message extracted from the MPA
Mobility Registration Reply.

Mobility Registration
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After receiving the Mobility Accept message, the visiting AAA makes MPA handle the
Mobility Registration procedure. The MPA exchanges messages with HA and DHCP server,
then informs visiting AAA about the result (success or failure). The Mobility registration
Reject causes the AAAF to send the Reject message to the NAS and terminate the whole

procedure.

- MR1: Visiting AAA sends a MPA Mobility Registration Request message to MPA: the

format is as same as HA Consultation message:

0 1 2 3
0122456789 0122456780012245¢678901
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Type (1 byte) = MPA_Mobility Registration_Request = 65.
Identifier: (1 byte) number to match Request/Response.
Length (2 bytes) = total length of the message = 343.

Other fields save AP and MN’s MAC address are copied from the Mobility Attributes of

the Registration Response.
- MR6: MPA Mobility Registration Reply to visiting AAA:

The MPA sends back the reply to the AAA after successful communication with the
DHCP server, or if it detects any error (registration unsuccessful, DHCP server refusal to
register the Mobile Node, or requests cannot reach the destination). In this latter the MPA

sends a reject message to the AAA server (reply with response = 1 or 2).

1] 1 7 3
012345672901 23456785%01234567¢89101

+—t— bttt —F—t—t—t—t—t—t—t—F—t—t—t—t— bt —t—t—t bt —t—b—t—t—F—+
| Type (1 byte) | Identifier(lE)|  Length (2 bytes) I
R et T e e e et i e e e e
| Response (1B) | Message

R e e e Rt L T e e e e

Type = MPA_ Mobility Registration_Reply = 66

Response = 0 if successful, = 1 if unsuccessful with message, = 2 if unsuccessful without

message.
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In the unsuccessful case (Response != 0), AAA will sends an Access_Reject message to
the NAS. Otherwise, if the Response Code = 1, the text in the Message field can be used in the
Reply-Message Attribute in the Mobility Registration Reject message.

- MR2: Registration

For the convenience of use of Client Mobile (Mobile IPv4) and Proxy Mobile IP
simultaneously, the MPA and HA should use the Mobility Registration Request as specified as
in RFC3344.

HA reply with Mobility Registration Reply, formatted as specified in RFC3344.

MR4: MPA sends DHCP Mobility Registration Request to DHCP server:

i 1 2 3
1123456 789%012345678801 2345678801
B e it aet T e B e
| Tyoe (1 bytz) | Identifier (1 byte) | Length (1E) |
B e it aet T e B e
| MAC addrzss (& bytes) |
B e e A S B i e S R oY

| MAC address (continue) | Home Address (4 kytes) |
B e it aet T e B e
| Home Address (continue) | Actionm (1B) | MPA'=s MAC add |

B e it aet T e B e
| MPA's MAC address (continue) (& bytes) |
B e A S O et Sk B Y
| MPA"s MAZ add |

B e it aet T e B e

Type = DHCP_ Mobility Registration = 67

Identifier: match Request/Response

Length = 21: length of the message, including the Type and Identifier fields
MAC address: MN’s MAC address

Home Address = MN’s Home Address.

Action: (1 byte) = 0 - binding update: the DHCP server updates its configuration file
with the MN’s new entry:

MN’s MAC address --- MN’s IP address --- Default Gateway = MPA’s MAC address

If Action = 1 - remove entry: cause the DHCP server to remove the MN’s entry in its
configuration file. This action is used in the Registration Revocation Procedure. As receiving
the message from the MPA, the DHCP server updates its configuration with the information
supplied by the MPA. Since then, as soon as the DHCP server receives the (Binding)
DHCPDSICOVER message from the MN, it will exchange the messages with the MN granting
the MN keep its Home Address; also indicates the MPA as MN’s default gateway.

MR5: DHCP Mobility Registration Reply to MPA

The message is formatted as same as the reply from MPA to AAA
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0 1 2
12345678901 223456785%501234567885%101
Y W SN Y SO S Y

| Type (1 byte) | Identifier(1B)| Length (2 bytes) |
R e e e et ke S B S S
| Response (1B) | Mezzage

e e Tt T T e B I T S S
Type = DHCP_ Mobility Registration_ Reply = 68

Length = length of the message including the Type and Identifier fields
Response Code = 0: accept, = 1 reject with message, = 2 reject without message.

If the response Code is other than 0, the MPA MUST response with the AAA with MPA
Mobility Registration Reply whose Response and Message fields copied from DHCP Mobility
Registration Reply message.

Message: this message will be used in the response from MPA to AAA.

4.2.8. Testbed Setup

This section describes testbed setup for implementing solutions proposed in this
architecture. As mentioned earlier we have developed mobility extensions for AAA server using
Freeradius [72], and PMIP using parts of Dynamics mobile IP [73] with our implementation.
The proposed testbed composed of 3GPP, WLAN and WIMAX Networks. We used Infinet's
preWIMAX equipment, operating at the frequency of 5.4 GHZ for WIMAX network, WLAN
access consists of Linksys WRT54 and Cisco Aironet AP350. The 3GPP network used in this
case is EDGE network operated by the French network operator Bouyges Telecom courtesy of
MVNO Transatel. The user terminal used in the testbed is DELL Latitude410 using Centrino
for wireless with option GT 7.2 ready MAX data card for 3GPP access. Most of our testing for
different scenario we have used WIMAX and WLAN due to complexity of EDGE network as
we have limited control of the production network provided by MVNO Transatel for us. To
validate the solution we used basic testing like vertical handover where the client is equipped
with multiple interfaces to validate the solution for multi homing scenarios. As we mentioned
earlier horizontal handover is limited for EDGE in our case because of the control of the access

network.

The implemented scenario is shown in Figure 66. We have deployed a VPN with cellular
network where authentication and data is routed through the cellular network to local testbed.
The user terminal is configured with AT commands using PAP for authentication. When user
terminal dials for connection, authentication information of user terminal is routed through
GGSN to the local authentication in the testbed, the modified AAA server does the
authentication and assigns the address using IP pool mechanism, and in parallel mobility

context is created for MPA and HA using AAA server.
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We have deployed EAP authentication mechanism for authentication in WLAN and
WIMAX networks. A user terminal tries to connect access networks using WPA supplicant
[20], it is configured with user id with NAI and security mechanisms essential for EAP TLS
mechanisms. Once the authentication is initiated in access networks, APs and BS sends
authentication request to AAA servers, and AAA initiates authentication and mobility context
for user terminal. A GUI is developed on terminal to maintain interfaces and control access

management along different access networks.

er

Figure 66 Testbed setup using WLAN, WIMAX and 3G networks

4.2.9. Results

As mentioned in architecture the AAA server does authentication and mobility in
parallel when there is a request from the user terminal in testbed. Using this testbed we have
achieved mobility of user with low latency and seamless mobility in some scenarios. Multi
homing, horizontal handover and roaming is performed efficiently using this mechanism.
Various scenarios of mobility as mentioned in section 4.2.3 has been tested using this testbed.
Deployment and extending to the new access networks and operator is very efficient as the
modifications are made at network side without any client conscious. The modifications on the
network side can be made with additional patches with existing deployments. For testing
purposes we have used experimental codes and attribute value pairs these can be extended to

the vendor specific or using IANA status can be standardized.

We have observed an overall latency of the user terminal involved during roaming from
one network to another on the same technology is around 2.4 sec for WLAN, 3.6 seconds for
WIMAX, and 16 seconds for 3G networks, due to re-authentication and mobility management.

In 3G networks we have observed high latency due to delay of routing messages from bouyges
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telecom network to our testbed. For multi homing scenario we observed latency of 18
milliseconds as we have implemented multiple interface scenarios, where a user terminal
connects to multiple networks and the management of the mobility is performed by triggering
route update message in HA of the user terminal. In the next paragraph we have attached a
log of our radius servers in home and visiting networks where the whole procedure is depicted.

For more details about logs, ethereal results refer to [83].

4.2.10. Comparisons with existing mobility models and
issues of IPv6 migration

4.2.10.1. Comparison with existing mobility models

In this section different mobility protocols are compared with the available results and
support for access networks with experimental results and simulation results. As we mentioned
in last section we have built testbed to perform mobility in different interworking scenarios of
mobility using mobility protocols. We take the following result of CMIP, HMIP and PMIP
from the testbed, and the result of HAWAII and Cellular IP from other sources [84]. The Table

7 shows the different performance results for mobility protocols.

Protocol Support for Handover Access Security
s latency Networks
Macro | Micro Marco | Micro Support
mobi- mobi- mobi- mobi-
lity lity lity lity
CMIP ++ - 700ms | Non WLAN/ +
* WIMAX
HMIP - ++ No 138ms | WLAN/WIMA -
* X
HAWAII - ++ No 150ms | WLAN/WIMA -
* X
Cellular - + No 300ms | WLAN/WIMA +
1P * X/Cellular
Mobile Network
PMIP ++ ++ 133ms | 70ms WLAN/WIMA ++
* K X/Cellular
Mobile Network

Legend: +-+ Strong advantage; + Advantage; - Drawback; -- Strong drawback; * not include network selection and

authentication, ** include authentication and manual network selection latency, *** include re-authentication
Table 7. Comparisons of mobility protocols with PMIP
In the test for CMIP and HMIP, we take the result from mobility registration procedure
only. Macro-mobility handoff time is counted from moment that MN starts to the end of the
handoff; and micro-mobility handoff time is counted from the moment that we switch network
connection (changing access point). In fact, using manual switch is little different from real-

time test in which the MN starts handoff if it moves out of the first access point’s cover, since
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in the later case’s handoff time depends largely on network scanning and selecting software
used in the MN. We can observe that the CMIP has very high macro-mobility latency, which
dues to Agent Discovery phase. We admit that the testbed is so simple as compared to the
architecture implemented HAWAII and Cellular IP that the different networks are adjacent,
and therefore cannot have a proper comparison among these protocols. The test is purely on
latency issue, we don’t count on packet loss and robustness. However, the result is persuading

enough to prove the advantage of PMIP.

Proxy Mobile IP is advantageous over other mobility protocols over security, since the
information is exchanged among the network entities with authenticated mechanism. More
precisely, the advantage of PMIP over other protocols comes from the fact that the information
exchanged in registration procedure can be generated for each session, i.e., HA can generate
necessary information used for each registration session. Hence, outside AAA authentication,

no key is actually stored for mobility registration.

The proposed mechanism for mobility management in this paper is compatible and
interoperable with the existing converging networks. We have studied different interworking
methods to implement our solution for completing the seamless converging puzzle at the
mobility management layer. We interrogated different interworking mechanisms such as
Seamless Converged Communications Across Networks (SCCAN), Unlicensed Mobile Access
(UMA), Interworking- Wireless LAN (I-WLAN), Media Independent Handover (MIH) IEEE
802.21. The proposed solution can be adapted in these mechanisms to provide seamless services

at the mobility layer.

4.2.10.2. Issues of IPv6 migrations

Due to low IP address space available for ever increasing terminals there is a need of
IPv6 in the near future to deliver the services. NETLMM is an IETF working group working in
PMIPv6 [85] [86], Specification of PMIPv6 is still in the infancy stage, there are several issues
which has to be addressed to obtain the mobility solution. Issues of Mobile IPv6 and PMIPv6
interactions, AAA support for PMIP, MPA discovery in the access networks, handover and
route optimizations, Path Management and Failure Detection, Inter access handover support
and multi homing scenario handover are still open in the WG. Using AAA mobility extensions
and PMIPv6 supporting AAA extensions as proposed in the architecture, issues mentioned
above are solved. As part of our future work we are developing dual stack PMIPv4 and

PMIPv6 for mobility support in heterogeneous networks.

4.3. Summary

Post handover techniques are intended to reduce latency during roaming and handover in
heterogeneous networks. As a part of this we have proposed security authentication and

mobility management to optimize handover and roaming. Extending existing infrastructure
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such as AAA in this case is more efficient than proposing new protocols and infrastructure. As
a part of it security and mobility extensions are proposed. Using the security mechanisms we
estimated the latency obtained in this method is far less than any conventional methods
available in the literature. The authentication keying material created dynamically, by this way
the theft presentational and security vulnerabilities are reduced. The mechanisms presented are
applicable to WLAN, WIMAX and cellular networks and utilizing with RII architecture the
solution provides the flexibility to operate in any interworking scenarios of roaming and

handover.

Proxy Mobile IP is a development of Mobile IP, where the registration is processed by
the network entities. Hence, the Mobile Node does not require a Mobile IP stack to roam over
the network without losing its IP address, so this can be applied to unchanged devices. Using
this proposed mechanism, authentication and mobility management of users during the access
is performed in parallel; in this way, latency during the authentication and re-authentication is
reduced. In this mechanism, using context management the control of users can be maintained
according to the access networks. Fast and seamless handover is achieved in various
deployment and mobility scenarios using these mechanisms. Extending and upgrading existing
networks can be performed efficiently, as no new hardware is added to the existing
architectures. Multi homing scenarios, different interworking architectures of WLAN, WIMAX

and 3G are addressed using the proposed mechanisms.






Chapter 5. Pre handover techniques for seamless
roaming during handover and

roaming in Heterogeneous networks

The main objective of this chapter is to propose new mechanisms to ensure seamless
mobility in future telecom eco systems. In this context, the main problems that are to be solve
are the seamless selection and association to a network at initialization, the user movement
detection and communication degradation, the seamless discovery and selection of alternative
network and finally the seamless handover to the an alternative network to support the user
seamless service delivery during mobility. Mechanisms which are involved in the process of
roaming and handover are Network Selection (NS), handover management (HO) security
management (SC), mobility management (MM), Quality of service (QoS), presence
management (PM). Issues of Seamless Secured authentication and secured roaming are the
issues still to be resolved. Even using high optimized techniques during roaming cannot ensure
seamless mobility during roaming. We propose new techniques where the mobile node does
create the roaming and handover context with the help of access networks before handover
initiation; this procedure is called pre handover mechanisms. These pre handover techniques
create context for every single aspect involving roaming between access networks. In this
process we have developed a unified signalling protocol, which is used to transport different

context created between users and access networks and between access networks.

5.1. Introduction

The current network selection, security management, handover procedures, mobility
management procedures are limited and provide seamless roaming mechanisms with little
efficiency operating passively with very limited resources. The proposed mechanisms don’t have
any clarifications on issues of QoS, SLAs using for network selection which play an important
role during authentication and service adaptation for data after network selection procedures
[87]. The issues of user mobile node mobility are not discussed efficiently in the previously
proposed network selections procedure. There is a need for new network selection procedures
and security mechanisms to adapt for heterogeneous networks using WLAN, WIMAX and 3G

networks, where a user moves across these networks using services efficiently. From the

137
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network operator’s perspective, network selection and low latency handovers for different
services adapted for the users is the biggest challenge, as it involves the resource management,
proper network planning involved existing networks and new technologies adding onto existing
one. Involvement of multiple operator networks in the areas of operation complicates NS and
SC for heterogeneous networks. The ultimate goal of providing low cost efficient services for
users is compromised without network selection and security procedures. In this process there is
a need for mechanisms where the user mobility and access mechanisms has to be controlled
from the network side as the amount of resources available at operator network are far superior
than in the mobile terminals and also the knowledge of operation involves high technical
expertise which most subscribers lack.. Taking all the above mentioned problems into
consideration, we are proposing network selection and security procedures for authentication
involved mobile terminal with the network assistance. Using network assistance, the several
issues such as coverage of multiple access technologies can be determined precisely, future
location of mobile terminal before disconnecting the current connected network, allocation of
resources even before mobile terminal roam/handover to future network, SLAs with visiting

networks as well as current user profiles.

In this chapter we are proposing enhanced as well as novel mechanisms at various levels
of access networks, to develop a network assisted or aided network selection, security context
management, handover management and mobility management i.e. user terminal during
mobility in heterogeneous networks will be assisted by the networks to achieve in an efficient
manner their handover so that it is transparent to the user. In this process we have identified
two scenarios; one is user accessing initially, and the other is when the user is performing
handover or roaming. In the initial method, with the available profile of access network the
mobile terminal performs network selection and authentications, the profiles are update
regularly by access network. In the second, process mobile terminal is assisted by access
network i.e.. The access network does the network selection and security management, ask
mobile terminal to trigger handover on the selected network with the context transfer from
home network. The mobile terminal communicates regularly with home access network
providing information of required bandwidth, current location from GPS, battery status,
available interfaces and scanned networks with corresponding SNR, for network selection and
keying information for authentications. We have defined two mechanisms for authentication
and re-authentication. During initial authentication using available security information from
the user profiles provided by the home network, mobile terminal does the authentication after
successful network selection. In the other process the mobile terminal does the context transfer
with the home network for security information for re-authentication which are derived from
the network selection of the future network. The home network identifies the future visiting
network for the mobile terminal and does the keying procedure and transfers them to visiting

network and mobile terminal. With the new context information mobile terminal does the fast
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re authentication with the visiting network without routing authentication information to home

network, in this way, the latency for authentication is reduced and performed efficiently.

Handover management procedure involved allocation of resources in access networks and
controlling different mechanisms to ensure seamless mobility. In this process the HO
mechanisms initiate and control NS, SC, MM and QoS. When the mobile terminal tries to
roam or to handover, it sends a HO initiate request to access networks, the home access
network takes over the request and initiates other procedures for seamless roaming. The other
procedures involved are mobility management. When the mobile terminal moves from one
network to another, the session is lost as the IP connectivity is lost. The mobility management
ensures that the session is not lost during the handover. Even though existing mechanisms
ensure mobility, the latency during this procedure is large. In our proposed solution mobility
context is created before the handover in access network, the entities which are already
deployed are modified, we used Client based mobility protocol and Proxy based mobility

protocol.

In this process we have identified different mechanisms to assist for context transfers
from access networks and mobile terminal. The most suitable is EAP coupled with AAA as a
solution. EAP is generally widely used in wireless networks, and due to its pass through
behavior for accessing networks at layer 2, no modifications is required at access points level in
access networks. In this paper we are proposing to extend EAP with a new method called
handover with NS, SC etc.. as subtypes to provide communication channel between access
network and user terminal. This new method collects data available in the user terminal
including available networks in the vicinity and sends them to the network using the proposed
extension of EAP to be assisted in the mobility. While in the case of cellular networks there is
no need for context transfer mechanisms as this is been achieved using special dedicated GTP

sessions by access networks and mobile terminals.

On the other hand, the operator access networks are widely supported by AAA to
provide authentication and access support such as billing, profile maintenance of users etc..
The AAA server can be modified by adding new modules with the existing support to provide
seamless mobility support. In our architecture we propose to add new modules such as network
selection, security, mobility, QoS and presence in AAA to support handover management.
These modules can be used as add-ons so that the operators can use according to their
convenience. Also using these modules we can provide context management for access networks
to provision the information of users for low latency handover. In network selection procedure
the home AAA server of mobile terminal receives a request through EAP NS, HO, AAA
provides the support for its request and chooses best available network by negotiating with the

future visiting network of mobile terminal.

The proposed mechanism also evaluates at each time the position of mobile terminal and

its mobility pattern to estimate the future location of user at any given instance. We propose
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to use a GIS (Geographic Information Server) system to identify the available networks in the
vicinity of the user terminal. Based on the information in the context, the mobility pattern and
a set of information provided by the user terminal and future visiting networks, the network
selection mechanisms on access network AAA server determine the best target network for

handover for mobile terminal.

5.2. Network Selection Management

5.2.1. Location identification

The User Location identification aims to locate the user terminal in the ecosystem. If the
user is connected to an UMTS network, the Cell ID and Observed time difference can be used.
The cell ID based positioning method is the most trivial indication of the user location, and
does not require specific functionality in the UMTS network. It is however not very accurate,
because the average size of radio cells in UMTS can vary from 800 meters radius in dense
urban areas to about 6 kilometres in rural areas. With additional measurements it is sometimes
possible to achieve a higher accuracy [87]. The Observed Time Difference of Arrival (OTDOA)
method uses the observed time differences between the mobile terminal and nearest base
stations. The measurements of different base stations are used to triangulate the location. The
accuracy of the OTDOA positioning method varies depending on the actual location of the
terminal within the cell. Especially if a terminal is close to one of the base stations, it may be
difficult to “hear” the two other base stations needed for the triangulation. The accuracy is
approximately between 50 and 200 meters. The GPS method requires the mobile terminal is
equipped with a GPS receiver. The accuracy is approximately of 50 meters in a dense urban
environment and a few meters in an open environment. Determining the location of an end-
user in a WLAN network can be achieved using a triangulation method similar to UMTS
triangulation method described above. A common method is based on signal strengths to
multiple (more than three) Access Points, which can be obtained from both the AP itself and

the client device.

5.2.2. GIS model

A Geographic Information Server maintains information about the coverage of operators’
networks. The geographical area of the location is divided into different cells covering the
operators’ networks range. In this process the location of BS (Base Station) or AP and their
ranges are mapped to these cells. This server can therefore identify at any given time the
available access networks at a particular location. The GIS is also capable of predicting the
location of the mobile terminal during mobility. For that it is necessary to provide it with
information such as user terminal mobility, speed of the terminal, present location and previous
locations within the stipulated time constant using Gauss-Markov model. The defined

prediction model is presented in the following section.
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The GIS is used whenever a mobile terminal is requesting support for network selection
during mobility. The mobile terminal sends a request with the current data available from its
GPS to the network. The network forwards the request to GIS server to (1) predict the future
location of mobile terminals, (2) map this geographic location to available networks database in
the vicinity; (3) select the available networks that conform to the selection criteria (user right,

QoS, cost, etc) (4) sends a reply to the mobile terminal.

5.2.3. User Mobility Prediction Model

Several Mobility models [89] have been proposed in the literature. Among them, the
Random Walk Mobility Model and the Random Waypoint Mobility Model are the two most
common mobility model used by researchers. The current speed and direction of a mobile
station is independent of its past speed and direction. This characteristic can generate
unrealistic movements such as sudden stops and sharp turns. To fix this discrepancy, we use in
this work the Gauss-Markov Mobility Model. This model is designed to adapt various levels of
randomness using one tuning parameter. At a given instance the mobile terminal for a fixed
interval of time ‘n’, the movement occurs by updating its speed and direction. The value of
speed, location and direction at the n’th instance can be based on n-1st instance and equation

show n below.
Sn=8n1+ (1— )8+l - a?)er,

dp = ady—1+ (1 —a)d+ (1 — aZ)ds,_,

Where Sn and dn are the speed and direction of the mobile terminal at nth instance, «,
where 0 < o < 1 | is the tuning parameter used to vary the randomness ; “s and ~d are
constants representing the mean value of speed and direction as n—o0o; and sn—1 and dn—1 are
random variables from a Gaussian distribution. Totally random values are obtained by setting
o = 0 and linear motion is obtained by setting o = 1. Intermediate levels of randomness are
obtained by varying the value of o between 0 and 1. At each time interval, the next location is
calculated based on the current location, speed, and direction of movement. Specifically, at

time interval n, a mobile station’s position is given by the equations.
Tp = Tn_1+ Sp—1 COSdn_1
Un = Un—1+ Sp—18i0dy_4

Where (xn, yn) and (xn—1, yn—1) are the x and y coordinates of the mobile station’s
position at the nth and n-1st time intervals, respectively, and sn—1 and dn—1 are the speed

and direction of the mobile station, respectively, at the n-1st time interval.

Ip — I
Ty = To + "‘P P vk (0<k<P)
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Upy = Yot Y0k (0< k< P
47

The location prediction is used to determine the geographical location of some mobile
station at a particular instant of time tp. These predictions are performed based on two times
updates location information of the mobile stations. From its recent history (i.e. from recent
updates), the mobile station can calculate an expected location for any particular instant. Let
the previous location of the mobile station at time of checking tp be (xp, yp). And the current
location of the mobile station at time of checking tc be (xc, yc). The update period of mobile
station’s location information is P = tc — tp. Then, expected location (xe, ye) is given by the

equations.

If the location prediction scheme did not exist, uplink request mobile in time tc < t <
tc+p would use the routing decision in time tc. As we increase the location update period P,
the difference between the real location and the predicted location will also become larger.
Therefore, we can shorten difference between the real location and predicted location by using
a linear prediction scheme. The error between real location and predicted location will decrease

as the location information server divide time intervals t. < t < tc+p more precisely.

5.2.4. Network Selection Algorithm

During the handover procedure, the user terminal needs to select the most appropriate
access network of the same or a different technology. However, as the terminal is blind of the
global situation in its neighborhood, we propose that in any situation the terminal collaborate
with the network to be assisted in this procedure. The network selection service in the network
assists the mobile terminal in its hand over ensuring it to select the best target network
depending on the available bandwidth, QoS as well as the cost, for instance when the user is
browsing (low bit rate) and VoIP and video on demand services (high bit rate). Once the
localization of the mobile terminal evaluated and the set of networks that are operated in the
vicinity of that localization, the home access network of mobile terminal performs the network
selection with the help of visiting networks. The local database on the mobile terminal is
stored with the required information from home network. These details contain available access
networks, SLAs, roaming agreements between other operators, cost of communication for using
different access technologies. At any given instance the mobile terminal can access this
information for decision making. The mobile terminal has the capability to access and initiate
different interfaces available such as WLAN, WIMAX and 3G to collect details of networks
availability its RSS and SNR.

Initial network selection procedure involves scanning all the network interfaces available
on the mobile terminal. Once the wireless interfaces are identified, interfaces are probed for
available access networks in the vicinity of mobile terminal. We have identified two working

scenarios for network selection procedure, one is when the mobile terminal does initial access
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and other is when performing handover or roaming. In the initial access the information is
collected from the interfaces and previous connected networks. The current location of mobile
terminal identified by GPS is provided in the extension of the EAP request to the access

network.

The new extension for EAP to support the HO allows the mobile terminal to request
assistance during mobility to its home network. In this method the handover method is
subdivided in several methods, NS is one such sub method. On the other side the AAA is also
extended so that it recognizes handover and NS as sub methods. When required, the mobile
terminal sends a request to the home network, to identify access networks in its future
localization. It provides the current and previous GPS locations info and available access
networks at that moment. Due to pass through behavior and already existing support for EAP
and AAA in wireless networks we use new extensions instead of creating new protocols for
context transfer. On the cellular networks the mobile terminal uses GTP session dedicated to
the mobile terminal to send the information request to the server in the access networks. When
the AAA server receives the request, it communicates first with the GIS to identify the
following location of the mobile terminal as well as the available networks at that location (and
therefore their corresponding AAA). Then, it communicates with the other access networks
AAA using radius roaming extensions [90] to retrieve information relates to the QoS in the

target network, access policy and cost.

5.2.5. Network selection procedure in mobile terminal

Network selection engine in the mobile terminal is the core of the procedure, where it
collects details from different entities of mobile terminal. It collects required QoS, expected cost
of communication, available networks and their respective SNRs, location of mobile terminal
and previous associated networks at that location and networks availability from the database
provided by home operator network, SLAs and profiles. With the scanned networks and high
value SNR networks are prioritized, from the previous connected networks are again prioritized
with the context transferred information of networks availability from home network with the
new protocols, later the networks belongs to home operators are given more priority than the
visiting operator networks. These prioritized networks are sent to next procedures such as
handover or authentication use. If ever the access networks are not available are out of range,

the NS procedure is performed again. The flow charts are mentioned in figure 1 and 2.

Network Selection during Initial Access: In this process the mobile terminal initiates the
network selection procedure, after initiation the mobile terminal starts the network scan.
During the network scan the device probes the different devices available and scans the
available networks. The client terminal processes the information from devices and processes
the SSIDs of the networks. And the terminal initiates the location based process such as GPS,

and available home network from the local database. With all the available networks gathered
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from different processes, policy of the user, the client selects the best suitable network. The
client can initiates the NAI of the home network or depending on the selected network it can

initiate the mediating network. The whole process is shown in Figure 67.
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Figure 67. Network selection procedure during initial access in mobile terminal

Network Selection during Handover or Roaming: In this process the mobile terminal
constantly monitors the SNR, and availability of bandwidth of the connected network. When
the threshold of the required SNR and bandwidth are below the required par for services, the
mobile terminal initiates the network selection procedure. As in the initial process in this
procedure GPS is triggered and current location between different time intervals are identified
and sent to home access network through EAP extensions. Mobile terminal also probes the
available network interfaces for scanned SSIDs and their respective SNRs, this information is
also passed to home access network. Once the data sent is processed on the home network,
after selecting best available network, home AAA server sends a response with best suitable

network. The process mechanism is shown in Figure 68.
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5.2.6.

As shown in Figure 69 the EAP NS on the client communicates with the home AAA

Network selection procedure in Access networks

server with the target network IDs, home AAA differentiates with the Local networks,
networks which have direct SLA agreement or have with the RII mediating network. According
to the type of network home AAA process the information in different manner. If the home
network has an indirect SLA, through the RII server, home AAA server sends a radius NS
extensions request to the RII server, RII server process the information and adds the request to
the database with the stripped user ID and the access network. With the available target lists
the AAA of RII sends a NS request to AAA of the visiting network. Visiting network process
the available information and sends the available target ID as a reply to the RII. If ever the
request fails, it sends NS failure as code value of the packet. If ever the visiting network has a
direct SLA the home network communicates with the visiting network directly. In this case it

sends a user without any stripped ID of the user, after checking the available resources the

visiting network sends a reply with a NS extension of AAA.



146 Chapter 5 — Pre handover techniques for seamless roaming during handover
Home AAA
Client NS EAP HO NS request, GPS > Network

Networks, Location, etc..

Client NS

location, ..

EAP NS reply, No Rights

Selection Start

Y

User QoS and

Networks, Location, etc.. [

Client NS

to access networks

AP NS reply, Access

Policy

'

GPS Location

Networks Identification

_, Access Networks

GIS

v

v

Local Networks

Networks, Location, etc..

Client NS

networks

Foreign Networks

EAP NS reply, Access

networks

User to roam

Identification Identification RIS
v Radius NS request,
Direct SLA Through RIl |—Avallable Access networks | g spart
at client location
Analyzing the
request

network |

Radius NS Reply,

etworks

Visiting AAA

Info request for visiting

Radius NS request,

at client location

NS Start

'

Analyzing the
request

RI

Networks, Location, etc.

Client NS

Access networks

Success of network

Network

Radius NS Repl

Available Access networks

NS reply with target ID

Networks, Location, etc.. N

identification No suitable networks
—— Vv
Handover Visiting AAA
Management (S eEm Direct SLA
o Radius NS request,
i e iy Available Access networks > NS Start
R at client location
Wait for ‘
reply Analyzing the
request
Y
Process network Radius NS Reply. y
information Available Access networks NS reply with target ID
Sugcess of network
identification No suitable networks
Handover
—> Management NS restart

Figure 69. Network selection procedure in access networks.

5.3. Security Management

5.3.1.

Security context mechanisms

The role of this process in mobile terminal is to identify the network and get

authenticated or re-authenticated to the different access networks. Security mechanism can be
obtained by EAP and implementing EAP methods of EAP-SIM/AKA and EAP-TLS on

wireless networks and SIM or AKA based in cellular networks. On the other hand access

network have a capability to authenticate the user's using these mechanisms. Whenever there
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is requests for authentication from the user Radius, server of the access networks uses specific
EAP methods and creates the security credentials and authenticate the users. Using the
network selection procedure, the home access network and mobile terminal identifies the future
visiting access network. Later home network creates the re-authentication credentials like Re-
id, duplicate certificates and keys according to the selected network and they are sent to the
MT and to the target access network using security context transfer using radius roaming
extensions. We used security context transfer to reduce latency delay during re-authentications
by using context transfer of security to target network, while the MT tries to authenticate at
the target network without reaching to the home network for re-authentications, by this way
latency can be reduced. In this section we deal with authentication and re-authentication of the
client terminal with the help of security context management and process involved in the

access networks.

5.3.2. Authentication procedures in mobile terminal

5.3.2.1. During initial access:

With the access network, ID and with the specific NAI the user id is strapped. The
network interface is initiated and the security mechanism on that interface is started, the client
uses the strapped user ID with NAI to access with the access network security mechanisms in
this case we used EAP with TLS or SIM for the authentication. After successful authentication
mobility management is processed. If ever the authentication fails the network selection is

processed again. Figure 70 describes the security management during initial access.
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Figure 70. Security Management during initial access

5.3.2.2. SC management during handover in mobile terminal:

After the security context management is started the client terminal contacts the home
network server. Home radius server provides the re-authentication ID and duplicates keys to
the client. After the client receiving the security IDs and keys it informs interface security
management. After handover decision the interface initiates the security authentication with
the provided keys, if the re-authentication is successful it initiates the mobility management if

ever the authentication fails it initiates the network selection again.
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Figure 71. Security Management during re-authentication.

5.3.3. Authentication procedures in access networks

For providing low latency during handover, access networks are proposed to use network
selection procedures and keying mechanisms with context transfer is proposed. As mentioned in
section 5.2, the access networks identify the future network and its capabilities, using this
information access network derive keys and re-authentication id which are suitable with the
future visiting networks. Once this is achieved, visiting network must have the capability of
configuring in the local network for the context information dynamically and must authenticate
the users directly without routing the information for authentication way back to home
network of the users. Achieving this low latency at authentication level is performed during
handover and roaming scenarios. Issues of SLAs are also solved as the information is passed on
request and reply dynamically without any static information. Figure 72 describes the

procedure involved in access networks during security context transfer.
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Message exchanges between different components

This section provides information on message exchange between different components of

the architecture proposed in this paper. Figure 73 provides the detailed message sequence

diagram. As mentioned earlier, mobile terminal does the initial network selection with the

available resources and performs authentication and access the networks. Once the mobile

terminal is provided with access NS procedure terminal communicates the context transfer with

home access network. . During an ongoing communication, mobile terminal initiates EAP HO

NS and sends a request to AP or BS, and then AP forwards the request to AAA of the access

network. Checking the realm of the user with NS request, AAA server forwards the request to

home AAA server of the user or process locally. When the local network has an indirect SLA

with the operator, it forwards the request through RII mediating network. Once the home

AAA server receives the request for NS it processes the data inside the request, checks GPS
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locations and scan the SSIDs. The AAA server sends a request to GIS server with the available
information; GIS server does the mobility prediction of the user and maps the location and

collects the available networks information and forwards to home AAA server.

After checking the available access networks belongs to local or visiting networks (direct
or indirect SLA), AAA sends a radius NS request to that access networks AAA. After receiving
request, visiting networks check available resources of the AP or BS and responds with
available networks as a response to home network. If ever the operators doesn’t have direct
SLAs they use RII mediating network for network selection. Once the network selection is
performed the home access networks AAA sends EAP response to mobile terminal with the
available access networks suitable at current and predicted location. Once NS is performed in
the access networks, they initiate authentication for the mobile terminal and visiting networks.
In this process the EAP HO SC initiated by the mobile terminal which is relayed to home
network. The home network does the keying and sends radius roaming extensions security
request with the keying material to the future visiting network. Once the home AAA server
receives reply from visiting AAA server, it sends EAP response with keys and ID to mobile
terminal. Once NS, security and mobility context are initiated, mobile terminal does initiate
handover, using this procedure latency for handover is reduced drastically and whole process is

controlled at every single step of handover making this architecture robust and secured.
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Figure 73. Message sequence exchange between components using proposed mechanism

5.4. HO Management

Handover management in this architecture, initiates network selection, does the required
measurements on the network interfaces for network selection. HO on the mobile terminal does
the measurements and initiates the network selection and informs the access network about the
selected target network from the NS process for a possible handover or roaming. On the other
hand HO on the access network prepares the network for handovers and communicates with
other networks. After identifying the selected target network from the home network, the home
network sends the handover initiation to the HO of the mobile terminal for initiating the
handover to the target network. After handover initiation messages from the home network,
HO on mobile terminal initiates the security (SC) management on the mobile terminal for
authentication and re-authentication on the target network. This procedure involves the
decision after gathering the information from all the other procedures of security and mobility.
As mentioned earlier, the mobile terminal performs two methods one at initial authentication

and the other during the re-authentication.
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5.4.1. HO management during initial access in mobile
terminal:
After receiving the selected network from NS, the handover initiation function initiates
the SC and MM and waits until all the other procedures are completed and then does the

handover trigger and does the initial connection on the selected interface with the selected

network, the process mechanisms is shown in Figure 74.
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Figure 74. HO management during initial access in mobile terminal.

5.4.2. HO management during handover in mobile
terminal:

With the selected network the client terminal does start the handover mechanism, the
handover function calls home network for confirming the selected network to handover. After
receiving the reply from the server the decision is made and triggers the handover procedure

with SC and MM, the procedure involved is shown in Figure 75.



154 Chapter 5 — Pre handover techniques for seamless roaming during handover
4
Selected
Networks
[T
v y v
maSr165:ICLjerrl1t1yent Resource Ma'\r:lao bgir’gent
29 Allocation 29
trigger trigger
A A
Handover Selected Handover Network
Decision networks Trigger Selection
queue
A
g0 sucess
£
ST
30
= O
£8
£8
<
Y
Home Operator
AAA Handover |« - C‘I'?/R%-\Sr\/l
Management
Figure 75. HO management during pre handover in mobile terminal.
5.4.3. HO management in Access networks

In this process, when the client sends the HO initiation request for the target ID, the
home radius server sends the request to the visiting radius server for HO initiation. Visiting
Radius checks for the available resources for that target ID and sends accept or reject as a

reply to the home radius server, the whole process mechanism is shown in Figure 76.
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5.5. Mobility Management

This section deals with the mobility management during initial access and handover or
roaming. In this process mobility context for the users is created with the help of access
networks. This context is created even before the mobile performs handover. The context is
initiated on the terminal as well as network entities as the mobile performs handover. The
main background procedure involved during mobility is done before initiation the overall
latency is reduced. We have identified two mobility mechanisms; client based mobility protocol
and proxy based mobility protocol. The procedures involved in mobile terminal and access

networks are mentioned below.
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5.5.1. MM during initial access in mobile terminal:

In this process mobility management is started when the security and handover is
performed. After receiving information of IP from DHCP, mobile IP functions are initiated.
During initial access general mobility procedures take place, the process mechanisms are shown

in Figure 77.
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Figure 77. MM procedure during initial access in mobile terminal.

5.5.2. MM during handover and roaming in mobile
terminal:

Mobility management sends the home network the information regarding which type of
mobility mechanisms are to be implemented, the home network assists according to the visiting
network information and replies to the client whether to use Proxy MIP or Client MIP. Other

information such as keys etc.. are transferred to the client, the process mechanisms is shown in

Figure 78.
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Figure 78. Process mechanisms involved in MM during handover and roaming in mobile terminal.

5.5.3. MM access networks:

The client can do register with the home network before it does the handover with this
proposed mechanism. The client or the network can choose which type of mobility management
can be employed. In the following section we have proposed two new mechanisms where a
client establishes a mobility management even before the client roams and access in different

network.

5.5.3.1. Client Mobile IP

In this method the visiting network sends the IP address and COCA after receiving a
request from the home network. The home agent registers for the request and the COCA from
the visiting network, sends the BU and the tunnel information is sent to the client. The whole

procedure is shown in figure 79.
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Figure 79. Client based mobility protocol mechanism in access networks.

5.5.3.2. Proxy Mobile IP

As mentioned in chapter 4, we propose a new mobility solution based on proxy mobile
IP. In this process the access networks communicate and processes the mobility information

before the client moves to another network as shown in figure 80.
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Figure 80. Proxy based mobility protocol mechanism in access networks.

5.6. QoS and Presence Management

This section deals with quality of service and resource allocation in access networks
during handover and roaming. During initialization of handover management, QoS
management in access networks gathers the information of allocated resources and the required
amount of resources for services for user terminals. Collected information is processed using this
mechanism and required bandwidth, the cost of communications is calculated. Based on the
user required service this process allocates sufficient amount of resource in access network.
Using this mechanism precious radio resources are not accumulated by unwanted mobile
terminals. On the other hand, presence management is the process of locating the mobile
terminals in access networks. This is an essential mechanism in future telecom systems as there
will be a number of access technologies which are operated by different access networks. The
routing of information in access networks is controlled by updating the location of the mobile
terminal in the presence server location in access networks and controlled by AAA servers.
When the mobile terminal does the handover or initiates the handover procedures the present
server is updated by radius roaming extensions by sending its new location, this information
can be accessed by any number of services, for example the VoIP call from outside to mobile

terminal utilizes the present server to locate and page the mobile in access networks.
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5.7. EAP Handover Extensions

The proposed protocol is to transport information for handover and roaming support for
a client in different access networks to its home network dedicated server. In this process the
NAS and the radius server of the visiting network routes the packets from the client to the
home radius server. The client and radius server are equipped to access and process the
information between them through an API and EAP HO. The proposed EAP handover method
supports different functionalities of Network selection, Handover Management, security context
management, mobility management and presence management.

0 1 2 3
0123456 7890123456789 0123456785201

B i e e e et ke kb At b At I et Tk SE TR SRR TS S
| code (1 B) |identifier(l By | length (2 bvtes) |

B St i S e o s e S B e e s o ks et ST AR B
| type (1 E) | flags (1 E) | message length (4 bytes)

B i e T S e et ke kb Ak b aah I et Tak S TR SRR PR S
| message length({contd ...) | sub type (1B) |subtype data

B i e e e et ke kb At b At I et Tk SE TR SRR TS S
| anbtype data. ... .. L0

[ | I | I [ [ N | I [ [ [ [ [ [ I [ | I

As mentioned in the above packet format, the packet contains fields of code, identifier,
length of the packet, its type, flags for controlling, message length if in the case the packet is
supporting the fragmentation, and the main important is the subtype method which is the

mechanisms involved like the NS or SC etc.., and the subtype main data.
Code: The Code field is one octet and identifies the Type of EAP packet.

EAP HO Codes are assigned as follows:

1 Request
2 Response
3 Success

4 Failure

Since EAP only defines Codes 1-4, EAP packets with other codes MUST be silently
discarded by both authenticators and peers.

Identifier: The Identifier field is one octet and aids in matching Responses with Requests.

Length: The Length field is two octets and indicates the length, in octets, of the EAP
packet including the Code, Identifier, Length, and Data fields. Octets outside the range of the
Length field should be treated as Data Link Layer padding and MUST be ignore upon
reception. A message with the Length field set to a value larger than the number of received

octets MUST be silently discarded.

Type: the type of EAP HO is not yet identified by the IETF for the experimental

purposes we are using 255 as our data field.
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Flags: the flags for the packet in the proposed mechanisms is shown below.
01234567

LMSRRRR

L is for length inclusion

M is for More Fragments, this is included on the entire packet but it is excluded in the

last packet.
S is for EAP HO Start
R is for Reserved for future inclusions

Message Length: the message length field is of size 4 octets contains the information of

the total length of the message in the packet.

Subtype: subtype field of 1 octet, it contains details of which type of sub information the
packet is carrying. This is specified by an API from libraries to the EAP engine.

0 12 3 4 5 6 7

NS HO SC PM CM PR QoS

NS field is used in case the packet is carrying the NS information from the client and

server.
HO field is for Handover Management
SC is for security context management
PM is proxy mobile IP management
CM is Client mobile IP management
PR is for presence management for the routing and session management
QoS is for quality of service

Subtype Data: this data is the information which the packet is transporting from the

client and server and vice versa.

5.8. Radius Roaming extensions

5.8.1. AAA NS extension

In this section we explain details of the extended functionalities of AAA with the NS

with a new attribute valued pairs and codes.

The AAA server builds NS Request message from the Access.
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[ 1 z 3

o122 34'5'&1?39':'1231155?899123456?3991

—+-t—+t—t-t+—t-t-+-t-t+—+- +—t+-+-+-t-—+—+-+—+-+-—+-t—+—+-+—+-+-+-+—+—+
Code (1 hywe)l ]dentiFierCJEjl Lengrh 2 hytesl

[ St ey wl ol S A s Sl ey St S St skl s s S ot s S sty Sy Sl ey wl als tt aleut S Rt e R

+

I
authenticator (16 bytes) |
I
|

+
I
+
|
|
|
I
| Attributes ...

tot=t—t—t—t—t—t-t—t—t—t—t-

Code = (1 byte) Network Selection_Request = 60.
Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes) length of the message, including Code, Identifier, Length,
Authenticator, Attributes. In case there is only mobility attribute, length = 350

Authenticator: The Authenticator field is 16 bytes. The most significant octet is
transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.

il 1 2 4

Glz2i4q4 38780 laz4igrseolzzidsnerTsyg l
s e T e e B B St ot
| Type €1 bytel | Length €2 bytes) | user's 10 IE
i T Tt e B S S s st T S Tt S T e et St T S B RS
| Uger's D [254 bDyTes)

S s o Tt S S S e e e s s (o S T (S S S (e

| Target Metwork ID €4 Dytes)

o s e Tt S e S S T e T e St Tt Sout st ot e ot S S
Tarpet mMetwork ID 04 Dytes)

B e Tt ok oo T T A e S e T S  al ot T S

+
— ——

Attributes: Network selection Attribute
Type = (1 byte) NS Request_ Attribute = 193.
Length (2 bytes) = Length of the message = 267.

User’s ID: (256 bytes) extracted from the name of the user (ex: userID@realm), whenever
there is a request from the RI server to the visiting server for request RI server translates the

User ID to a temporary UID with realm as mediating network.

Target Network ID: contains details of target network BS or AP ID of around 4 bytes,
the request can be sent around multiple target IDs to the authenticator in this case another

AAA server, if ever there are no multiple entries the field will be empty.

5.8.2. AAA SC extensions

The home Radius server builds SC Request message from the Access.
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0 1 2 3
0123456789012345678901234567849¢01
s S Tt e R T e St St S
| Cede (1 bytz)| Identifier(1B)| Length (2 bytes)

A S e Bt T T A A S

I
| Authenticator (16 bytes)
I
I

B e St e o ot . o o SRR
| aAttributes ...
B Tt B et e RN

Code = (1 byte) SC_Request = TBD (IANA consideration)
Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes) length of the message, including Code, Identifier, Length,
Authenticator, Attributes.

Authenticator: The Authenticator field is 16 bytes. The most significant octet is
transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.

0 1 2 3
0123456789 0123456789012345678901
e T I B B e
| Typa (1 byte) | Length (2 bytes) | User's ID (1R)
B T e s St e S T B e St Tl T

| User's reauthentication ID (25€ bytes)

I e T e e A e e o e e e RSt it i S
[validity(lbyte)| Kay (€4 bytes)
I T TN II T B B R R

Type (1 byte) = SC_ Request_ Attribute = TBD (IANA consideration)
Length (2 bytes) = Length of the message

User's reauthentication ID: (256 bytes) home radius server assign this id and forwards

this to the visiting networks radius server and as well as to client.
Validity (1 byte) = the valid time of the key and the re authentication id.

Key (64 bytes) = temporary key which is derived in the home radius server the visiting

radius server reply to the home radius server with SC Accept message.
Code = SC_ Accept = TBD (IANA consideration)

If there is any failure in the packet or the details of SC configuration on the visiting

server, it sends the faliure to the home radius server.

Code = SC_Reject = TBD (IANA consideration)

5.8.3. Radius HO extension:

In this section we explain details of the extended functionalities of Radius with the HO

with a new attribute valued pairs and codes.
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The home Radius server builds HO Request message from the Access.

0 1 2 3
012 34567892 012232456789012345¢6728201
T g RIS R R
Code (1 byte)| Identifier (1B) | Length (2 bytes) |
e ke e T e ol ot ok e e T g s
|

+
|
+
|
| Authenticator (16 bytes) |
|
|
+
|
+

kil S e S it Sl Sk sl sk Sl dhaks dhats s il Sl Sl shult thk bl shals shuts sl Sl S e it ik Sk s
Attributes ...

Code = (1 byte) Handover init_ Request = TBD (IANA consideration)
Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes) length of the message, including Code, Identifier, Length,

Authenticator and attributes.

Authenticator: The Authenticator field is 16 bytes. The most significant octet is
transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.

Attributes: Handover Initiation Attribute

0 1 2 3
0123456789012 3456789012234526782901
B e e e e e el e e ol o e et T L e e e e e sEE S S F e e e e e
Type (1 byte) | Length (2 bytes) | User’'s ID (B) |
Bl T e e e ek T S R R et i e et
User’'s ID (256 bytes) |

B i e e e e e e T s st st i e o S A S S e e
Target Network ID (4 bytes) |
B i e e e e e e T s st st i e o S A S S e e

+—t——F — +

Type = (1 byte) HO_ Request_Attribute = TBD (IANA consideration)

Length (2 bytes) = Length of the message

User’s ID: (256 bytes) extracted from the name of the user (ex: userID@realm).
Target Network ID: contains details of target network BS or AP ID of around 4 bytes.

The visiting radius server reply to the home radius server with handover initiation

Accept message.
Code = HO_ Accept = TBD (IANA consideration)

If there is failure in retrieving and processing the data the visiting radius server must

reply the home radius server with a HO initiation Reject message.

Code = HO_ Reject = TBD (IANA consideration)
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5.8.4. Mobility Request format:

s}

1

2

3

0122456789 012234586789%01223245%867328258 01

+
|
+
|
|
|
|
+
|
+

it it Sl il il il il Sl Sl Sl il il Sl Sl Sl e s s Sl Sl S i i S Shal S Sha S S S i 2
Code (1 byte)| Identifier (1B) |
it it Sl il il il il Sl Sl Sl il il Sl Sl Sl e s s Sl Sl S i i S Shal S Sha S S S i 2

Length (2 bytes)

Authenticator (16 bytes)

L T L L L A L A L A A L B s
Attributes ...
E S ks ik i Sl S S st il sl st

Code = (1 byte) Mobility Request = TBD (IANA consideration)

Identifier: (1 byte) number to match the Request/Reply.

Length: (2 bytes)
Authenticator, Attributes. In the case that there is only mobility attribute, length = 350

length of the message,

including Code, Identifier, Length,

Authenticator: The Authenticator field is 16 bytes. The most significant octet is

transmitted first. This value is used to authenticate the reply from the RADIUS server, and is

used in the password hiding algorithm.

Attributes: Mobility Attribute

o]

1 2

3

012345678 9012345678901234567829801
e e i i e e e e e e it st Tl S e e e it Al Ll e e h al St

| Type (1 byte) |

Length (2 bytes)

R i el el e e e el s S el s e Mkt Sl bl el el Sl T
User’'s ID (256 bytes)

|
|
Rtk el e bk el el
|
ottt -ttt
|
Rtk el e bk el el
| SPI (1lbyte) |
Rtk el e bk el el

4

+

4

4

B i e e e e i e i el el e
HR address (4 bytes)
Bt R el S el e i Sl el e e o
Home addre=s= (4 bytes)

B i e e e e i e i el el e
Key (64 bytes)

B i e e e e i e i el el e

+

+

User’s ID (1B) |

Rk Sk ek Sl Sl Sl S Sl e
|

|

B e e e R at dak Xl

|
Bt e b Bl Tl Tl e e
|

B e e e R at dak Xl

B e e e R at dak Xl

Type = (1 byte) Mobility Request_ Attribute = TBD (IANA consideration)

Length (2 bytes) = Length of the message = 332.

User’s ID: (256 bytes) extracted from the name of the user (ex: userID@realm).

HA address: (4 bytes) Home Agent’s IP address, filled with Zeros.

Home Address: (4 bytes) Mobile Node’s Home Address, filled with Zeros.

SPI: 1 byte, filled with Zeros.

Key: (64 bytes) public key of the HA, filled with Zeros.

The visiting radius server reply to the home radius server with Mobility Accept message,

the Code field for this message is:

Mobility Accept = TBD (IANA consideration)
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If there is any faliure in retreiving and processing the data the visiting radius server must

reply the home radius server with a Mobility Reject message, with Code

Mobility Reject = TBD (IANA consideration)

5.9. TESTBED

We built a testbed to demonstrate the capabilities of the proposed solutions using
WLAN, WIMAX and cellular networks. The implemented architecture is shown in Figure 81.
Our multi-interface user terminal used is DELL Latitude-410 equipped with Option
GLOBETROTTER 7.2 ready MAX data card for EDGE access and integrated Wi-Fi interface
for WLAN access. For the WIMAX access network, the terminal connects to the WIMAX
CPE. The client is equipped with WPA supplicant with modified new EAP HO extensions for
authentication and context transfer, mobility management using modified Dynamics mobile 1P
for CMIP and our PMIP solution, and a GUI for manual network selection of access networks.
On the other side access networks are also modified to provide pre handover context and

configuration of networks dynamically. Testbed setup of user client is shown in Figure 82.

5.9.1. WIMAX network domain

The WIMAX network domain in the testbed is composed of Infinet's pre-WIMAX
equipments, operating at the frequency of 5.4 GHz. The user terminal connects to the router of
the CPE through Ethernet and the CPE connects to the WIMAX BS via the air interface. The
WIMAX network contains a BS and access components to provide access to users. Freeradius
is used as AAA server which is resided in access network with the modified roaming extensions
to support NS, SC, HO and MM. HO management algorithm is developed and deployed in
freeradius server. PMIP MPA and HA/FA server is deployed to support mobility management.

Bouyges Telecom

Cellular Network
@ SGSN GGSN
<=

LRSM Testbed

WLAN Hotspot
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Figure 81. Testbed architecture

Figure 82. User terminal with a GUI with WIMAX CPE and EDGE Datacard with SIM

5.9.2. WLAN network domain

The WLAN network consists of Wi-Fi APs (Linksys WRT54 and Cisco Aironet AP350)
connected directly to a WLAN Access Gateway (WAG) which is co-located inside the local
WLAN RII. We also use the Host AP (device drivers for Linux) [14] which allow a WLAN card

to perform all the functions of an AP.

5.9.3. EDGE network domain

The cellular network used in our testbed is the EDGE network operated by the French
network operator Bouyges Telecom courtesy of MVNQO Transatel. When the user accesses the
operational EDGE network, the signalling messages will be forwarded to the testbed located in
our premises. Authentication and access control is maintained in our testbed using AAA server
specifically modified to support this functionality. Instead of using a GTP tunnel as mentioned
earlier we have deployed an Ethernet tunnel over IP interface provided by the AAA server to
provide context transfer while it is accessing cellular network, due to limited access to the
GGSN and SGSN of bouyges telecom network. On the Ethernet interface we used EAP with
modified HO extensions to support handover from cellular network to another network and for

context management.
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5.9.4. Methodology

We have developed EAP HO and Radius roaming extensions to support pre handover
support for network selection and authentication. In this process we have performed manual
selection as we don’t have any proper GIS system to work on. We statistically plotted the
access networks availability on a graph and with the localized GPS the mobile terminal
identifies the location and through EAP NS forwards to AAA server. AAA server through
mobility prediction model identifies the future network and with NAI details forwards to
mobile terminal. For utilizing EAP and modifying we use WPA SUPPLICANT, once mobile
terminal receives this information the configuration file is updated dynamically, then the client
initiates EAP HO SC mechanism by sending a request to home AAA server. The AAA server
initiates a duplicate id and a key and sends a roaming request to visiting AAA server, once
visiting AAA server receives, freeradius server configures this information on the configuration
files and if it is successful it sends a reply as a success to home AAA server. Home AAA server
sends reply with the security details to mobile terminal. The mobile terminal configures the
details from the reply and initiates handover and mobility management. Once the security
management is performed in the access networks mobility management procedures are
initiated, in this process AAA of home access network creates the mobility registration request
and sends to visiting AAA server and HA of home network. After receiving a request from
home AAA server, visiting network AAA identifies the MPA/FA and sends a registration
request with the user context details from home AAA server request. MPA/FA register with
HA of home network, after successful registration both HA and MPA does initiate the tunnel
and wait for AAA server request of tunnel update. With all the process mechanisms are
initiated and configured AAA of home network sends HO initiation message to client, after
listening to this reply mobile terminal does start roaming/handover. Using context details we
have achieved seamless handover in vertical scenarios where as in horizontal handover we have
achieved low latency averaged around 30ms which includes network selection, authentications,

mobility management in access networks.

5.10. Summary

The chapter proposes new network selection, security management, handover
management, mobility management procedures using access networks consent. The proposed
mechanism supports WLAN, WIMAX and 3G networks. Using the mobility prediction model
coupled with GIS information system the access networks at future location of mobile terminal.
Using pre handover mechanisms with EAP HO and AAA extensions proposed in this paper the
home access networks negotiate with visiting access networks and networks entities to allocate
and reserve resources for accommodating mobile terminals enabling the solution proposed is
efficient. Using these mechanisms the mobile terminal mobility can be handled efficiently in

any access networks.



Chapter 6. Conclusions

Mobile technologies are dominating the modern communication world. As foreseen by
many researchers and analysts, the next generation wireless mobile communications (4G) will
be based on the heterogeneous underlying infrastructure integrating different wireless access
technologies. Future mobile users need to enjoy seamless mobility and ubiquitous access to
services in an always best connected mode. We underlined some critical issues that appear in
the context of future 4G heterogeneous mobile networks and this thesis than concentrates on
the issues related to the heterogeneous network access in the presented open 4G environment.
These include convergence of heterogeneous networks, network detection and discovery,
roaming service access control, security access, mobility management and user QoS over

different link technologies.

In this context, the inter-system roaming architectures play an important role to achieve
the goal of seamless mobility. We have designed an open and flexible interworking architecture
using an intermediate entity called Roaming Intermediatory Interworking (RII). The proposed
RII enables the secure handover across different access systems and different operator domains
without service interruption and with no intervention of the user. From the user’s point of
view, our approach guarantees a stable transparent seamless roaming service environment. The
proposed solution allows users to freely and securely move across different access systems
without need of pre-existing subscription. From the operator’s point of view, our system uses
the best available resources and providing cost effective services efficiently. The solution is
feasible and economical since it does not require much change in the existing network
infrastructure. Indeed, the WISP/WIMAX/cellular operator that wants to benefit from such
interworking and roaming facilities only needs to add the local/core RII functionalities in its
access gateway, physicially connect its network to the RII and establish an SLA (Service Level
Agreement) with the RII operator to take benefit of this service. One of the main aim of
Roaming Intermediary architecture is to provide security authentication and re-
authentications, different security access mechanisms are proposed in this thesis to achieve this
with low latency. Handover mechanisms are proposed to ensure different processes involved
such as Network detection and Selection during roaming are performed efficiently. We
validated our architecture by developing a testbed and its components using WLAN, WIMAX
and 3G networks. Comparisons with other existing architectures revealed the efficiency of our

architecture supporting every aspect involving roaming and handover than other systems. Due

169
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to complexity of maintaining large number of access networks involving different access
technology in the future converged networks, we have proposed different network management

techniques to ease the integrating and updating access networks and technologies.

The other contribution of the thesis was to optimize and propose novel techniques to
obtain seamless roaming in converged networks. We categorized this into two parts, one is post
handover trigger optimization and the other is pre handover optimizations. Post handover
techniques enhance the performance of the approach (i.e. reduce latency) of the roaming and

handover of a mobile terminal in heterogeneous networks.

We introduced new techniques in security authentication and mobility access. With the
introduction of multiple access technologies, different security mechanisms involved for
authentication complicates the concept of seamless roaming. User identity management is one
of the main issues which have to be addressed in heterogeneous networks. Maintaining the
identity is crucial for future converged networks as the user credentials differ from one
technology to another differs. We have approached two ways to solve ever longing issue of user
identity and routing of user authentication information from visiting access networks with or
without a direct SLA with the home network. The first method proposes dynamic assignment
of user credentials derived from home networks to the users by security context management
and the other procedure involves a mediating entity providing identity to users, mediating
networks maintaining this identity dynamically with visiting networks. The authentication
mechanisms differ from one access technology to another and one operator to another.
Authentication is performed by home access networks through the visiting access networks, this
procedure generates high latency as the authentication information is routed through the home
and visiting networks for every single exchange of information. Re using the keying material
involved in one security mechanisms to another is the main approach we are following, as this
removes the whole procedure of generating keying material, messages involved during this
keying is minimal. The authentication keying material created and transferred to visiting access
networks dynamically, in this way the theft presentational and security vulnerabilities are

reduced. The mechanisms presented are applicable to WLAN, WIMAX and cellular networks.

We also propose new mobility model using PMIP and AAA as a mobility solution for
future networks. In this mechanism the mobility is managed through the network entities,
mobility of user is triggered when there is a request for access from mobile terminal to the
access networks. Authentication and mobility access are performed in parallel and once the
authentication is successful the mobility registration is granted to user terminal to provide
access. Fast and seamless handover is achieved in various deployment and mobility scenarios
using these mechanisms. Extending and upgrading existing networks can be performed
efficiently, as no new hardware is added to the existing architectures. Multi homing scenarios,

different interworking architectures of WLAN, WIMAX and 3G are addressed using this
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mechanism and validated using developed testbed involving WLAN, WIMAX and cellular

networks.

Using highly optimized techniques for roaming and handover cannot ensure seamless
mobility. We are proposing enhanced as well as novel mechanisms at various levels of access
networks, for network assisted or aided network selection, security management, handover
management and mobility management in heterogeneous networks. When a mobile terminal is
connected to an access network and is on move the SNR of the connected network is constantly
monitored, if ever the required threshold is less than the current SNR the terminal does the
handover. The wuser terminal gathers information on its inner capabilities, surrounding
networks, active sessions, global position and the user preferences. This real-time information is
gathered by the terminal and provides context transfer to the service platform or network
entities. By predicting the user mobility pattern using GIS and provisioning information from
user terminal, availability of resources the network does select the suitable network and sends
it user terminal. In addition to the access network discovery, the transfer of user's mobility and
security contexts from the serving network to the target network, network entities and the
mobile terminal is performed. Once this information is transferred the network entities creates
the user context and prepares for handover, after receiving selected network and handover
trigger initiation from access network, user terminal trigger the handover with context details
from other procedures. By utilizing optimized procedures at every stage of handover the overall
latency and control of procedures are obtained. We also introduced new EAP method to
perform these functionalities, and Radius roaming extensions on the network side. We
developed a testbed with minimal functionalities to wvalidate Security management and

Mobility management using WLAN and WIMAX networks proposed.

6.1.1. Future Work

Seamless Secured Roaming and handover in heterogeneous networks is a complex
problem comprising of a large number of challenging issues. Regarding the aspects addressed in

this thesis, there are still many possible research areas that the future work may take.

In heterogeneous networks, the users will be always best connected (ABC) through the
best access network using the best available device. The network operator has to satisfy ABC
property for users (or aid users to get ABC property) and has to maintain the best possible
utility out of its investment. From the network operators' perspective, the operators need
environment which fulfills the requirements for "Always Best Managed" (ABM) infrastructures,
networks, and services. An intelligent network selection and an autonomous handover
management are required to achieve ABC and ABM simultaneously. The autonomous
handover and roaming management in heterogeneous networks becomes one of future research

directions towards seamless mobility. One of the other research directions towards the seamless
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roaming is the radio resource management (RRM). In an open access heterogeneous networks,
two independent operators battle to get user connections (by allocating an appropriate resource
amount to each user) to maximize their resource utilization and their revenue knowing that
users have liberty to select the access network of highest utility level (according to preferences
of each user). Although we provided initial input for this concept by utilizing pre handover
QoS resource allocation, there are number of issues that have to be addressed to provide end to

end efficient services.

Dynamic Spectrum Access (DSA) or cognitive radio a network is a new network
paradigm which addresses the limited available spectrum and the inefficiency in the spectrum
usage. The cognitive radio techniques allow users to select the best available channel for the
communication. The users can switch from one spectrum hole to another to maintain the
connectivity, which is known as spectrum handover. The purpose of spectrum mobility
management, including best channel selection and spectrum handover, is to make sure that
such transitions are seamless and as soon as possible such that the applications running on
cognitive radio users perceive minimum performance degradation during a spectrum handover.
One of our future works includes adapting our secured roaming architecture to these spectrum
handover operations to maintain the seamless service delivery and also study the techniques

that are to be included for delivering seamless services such as mobility, security managements.

We are also looking into possibility of standardization of some of our work presented in
this thesis. As an initial step we have contributed and presented some of our protocols in IETF

working groups and Forums.
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Annex A. WIMAX Study

The main aim of the chapter is to discuss WIMAX operating and deployment scenarios
studies, this chapter also defines security and mobility architecture for WIMAX networks. Due
to the mobility of the users as well as the networks some of the key issues like security and
mobility management are not addressed properly due to non availability of infrastructure to
handle authentications, mobility management in the access networks. To provide services in a
isolated areas, and to cover large areas the ideal solution is provided by the cellular networks,
but the bandwidth, cost of communication and the availability for different services are limited
by the cellular networks. For this purpose we propose to integrate WIMAX (IEEE 802.16)
based networks working in a mesh configuration with WLAN (IEEE 802.11) as a solution to
provide different services. By this method a centralized system is proposed to process
authentication and mobility management in the network for the users as well as access
networks. In the proposed architecture, a master node acts as a gateway for mesh and slave
nodes. The gateway has an AAA server which acts as an authentication and accounting server
for the mesh nodes. WLAN are interconnected to mesh nodes and slave nodes and the users use
WLAN as an access network. The user authenticates to the network using EAP or a onetime
password method to access the services in the network. We also proposed mobility management
in the architecture where users roams along different access networks in an efficient manner.
We evaluated the architecture using a testbed, we calculated the time of authentications and

re-authentications during roaming, delay at the user level while networks are in mobile mode.

Also in this chapter we show experimental results of video streaming over IEEE 802.16
networks, returned from testbed measurements, which is done in the framework of an
interactive urban IP Television using Wireless Broadband Networks (Polymage). We focus on
the quantification of the throughput parameter related to multiple video streaming session
received in parallel on a terminal and study its behavior under 802.16 channel frequency
variations and deployment architectures. The main aim of this study is to evaluate the most
critical properties while streaming video by tuning 802.16 equipments parameters to be ready
for the deployment of a real urban wireless network for TV broadcasting. We studied different
deployment scenarios of WIMAX deployments; WIMAX BS and multiple CPE model, WIMAX
in a MESH formation and the final is WIMAX BS with Multiple CPEs interconnected with the
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WLAN APs. We provide the different results through the parameters variation from the

deployed scenarios in this paper.

A.l. Introduction

With shared data rates up to 75 Mbps, a single area of an 802.16a base station provides
sufficient bandwidth to cover a large area. To support a profitable business model, operators
and service providers need to sustain a mix of high-revenue business customers and high-
volume residential subscribers. 802.16a helps meet this requirement by supporting
differentiated service levels. The 802.16 specification also includes robust security features and
the Quality of Service needed to support services that require low latency, such as voice and

video.

By using a robust modulation scheme, IEEE 802.16 delivers high throughput at long
ranges with a high level of spectral efficiency that is also tolerant for signal reflections.
Dynamic adaptive modulation allows the base station to tradeoff throughput for range. For
example, if the base station cannot establish a robust link to a distant subscriber using the
highest order modulation scheme, 64 QAM (Quadrature Amplitude Modulation), the
modulation order is reduced to 16 QAM or QPSK (Quadrature Phase Shift Keying), which

reduces throughput and increases effective range.

In this chapter we identified different parameters of WIMAX in various scenarios of
WIMAX deployments to obtain best effort service for the video on demand services Through
this deployment we have obtained the average throughput, packet loss of the video services at

different operated frequencies, modulation mechanisms, physical bit rate and power level at
CPE and BS.

A.2. Background of WIMAX and Wireless Mesh
Networking

WIMAX aims at serving the broadband services in a metropolitan areas using Mesh
networking [91]. Mesh networks are built by a set of nodes interconnected by wireless links,
nodes can send the data to other nodes directly or by using intermediate nodes until data
reaches to the final gateway. It is gaining significant attention as a possible way for cash
strapped Internet service providers (ISPs), carriers, and others to roll out robust and reliable
wireless broadband service access in a way that needs minimal up-front investments [92] [93]
[94]. With the capability of self-organization and self configuration, WMNs can be deployed
incrementally, one node at a time, as needed. As more nodes are installed, the reliability and
connectivity for the users increase accordingly. Wireless mesh networks will help the users to be
always-on-line anywhere anytime. With the gateway/bridge functionalities in mesh networks

enable the integration of mesh networks with various existing wireless networks such as
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cellular, wireless sensor, wireless-fidelity (Wi-Fi), worldwide inter-operability for microwave
access (WIMAX), WiMedia networks.

A.3. Architecture

This section provides details of WIMAX access networks and their security and mobility
architectures, WLAN networks and their security access and mobility management, WIMAX
mesh networks, methodologies in security and mobility in the proposed architecture. This
section also defines the proposed architecture WIMAX mesh network as a infrastructure

backbone with WLAN and its security and mobility management to provide services for users.

A.3.1. Security in WIMAX Access Networks

The security architecture of 802.16 is divided into two layers; the first layer is to provide
encapsulation for the data access across the 802.16 networks. The second is a key management
protocol PKM providing secure distribution of keying data between the BS and terminal. PKM
supports both mutual authentication and unilateral authentication. The key management
protocol uses EAP or X.509 digital certificates together with RSA or a sequence starting with
RSA and followed by EAP. PKM EAP uses Extensible Authentication Protocol with an
operator selected a specific EAP method like EAP — TLS, EAP — SIM. As in the WLAN the
WIMAX subscribers use EAP NAI for identification extension and Network selection to
authenticate over the WIMAX networks.

A.3.2. Security in WLAN Access network

The TEEE’s 802.1X is a Port Based Network Access Control standard provides strong
authentication and network access control for 802.11 networks. Various authentication
methods such as digital certificates, smart cards and one-time passwords can be used to
provide credential information for authentication. The most common type of Authentication
Server is RADIUS (Remote Authentication Dial-In User Service). EAP is a general protocol
and is ‘extensible’ in that it supports multiple authentication mechanisms. 802.1X supports
such EAP types as Message Digest 5 (MD-5), Transport Layer Security (TLS), and Protected
Extensible Authentication Protocol (PEAP), EAP SIM, EAP — AKA.

A.3.3. WIMAX Mesh Network

WIMAX mesh networks are based on IEEE 802.16 standard (2004) which provides fast
and efficient deployment of WIMAX in a mesh network. The standard provides information of
scheduling schemas, routing in the mesh nodes. In the proposed architecture different WIMAX
nodes form a mesh network in a secured manner and perform the routing using minimum
multihop algorithm and the network advertises the gateway once the node is connected to the
mesh node [91]. In the proposed solution the security mechanisms are deployed using public

authentication or private authentication schemas using AAA server. Once the new WIMAX
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node identifies the network, is starts the authentication mechanisms and register in the local
database of the gateway. Once establishing the network it establishes the connection between
the different nodes, and then evaluates the possible minimal route and the cost of
communication on the whole to identify the best possible routes. The mesh node continuously
does the procedure in case of topological changes or link conditions to ensure the route is
optimal from the node to the gateway. The mesh nodes can switch to alternative routes in case

the active routes tend to get worse.

A.3.4. Security and mobility management for mobile
wireless network using Integrated WIMAX Mesh
Network with WLAN Networks

To provide services in mobile wireless networks the main requirements are to provide
better bandwidth and connectivity. These issues can be solved using WIMAX as an
infrastructure for the WLAN networks. In this traditional method a CPE is connected to a BS.
If the CPE moves to long distance the connectivity is lost. Or in some cases these networks are
isolated, to provide services a BS must be installed at the places where networks are in range.
This provides more complexity and requires infrastructure. Instead these networks can form a
mesh and forwards the information to a specific fixed gateway. Even though this is a very
efficient manner there are still some complex issues like the identification and authentication of
the mesh nodes, mobility of the mesh nodes, authentication of users who would like to use the
services, billing. Using a two layer security mechanisms, by maintaining centralize data base of
the networks as well as users the above mentioned complexities are solved. By including the
mobility management and self healing capacity of mesh nodes, they work in a mobile
environment. Even the users can roam with the security and mobility management proposed

here in the following sections of the paper.

In the architecture the WIMAX mesh networks contains mesh nodes which acts as
routers. The mesh nodes in the network form, mesh of self-configuring, self-healing links among
themselves, with gateway functionality mesh nodes are connected to the Internet.
Infrastructure mechanisms enable integration of WMNs with existing wireless networks,
through gateway/bridge functionalities in mesh nodes. As shown in figure 1 WIMAX nodes
forms a mesh network and the routers on the nodes are integrated with the WLAN networks.
One of the node in the network is fixed and acts as a gateway to the internet. Nodes
authentication and user authentications are also passed through the gateway AAA server. All
the other node are configured as mobiles and WLAN networks are connected at the end point
of the network. Due to self configurable nature of WIMAX mesh networks all the data and

control messages are passed through the Master node which acts as a gateway.

In this particular scenario we observed two cases one is when the user roams in the

WLAN networks in the inter or the intra mesh node and the second is whole network roams to



Seamless Secured Roaming over Heterogeneous Wireless Networks 183

another location, i.e.. connected in the different group or to another node. First scenario is
explained detailed in the next section, in the second scenario of network mobility, mesh node
connects to another node transparently. The user connected to the network doesn’t know the
network mobility but the users can observe small latency and packet loss. After the mesh node
performs roaming all the data are redirected through the new mesh node or from the new

gateway of mesh network.

The mobility of the users in this architecture is provided by the Client Mobile IP or
Proxy Mobile IP. The mesh nodes are maintained dynamically in this architecture due to the
robustness of the WIMAX mesh architecture. The FA and HA of the mobility management are
located at the mesh nodes and master nodes to provide mobility for the users in the presented

architecture.

A.3.5. Network Operator and User perspectives

In the architecture users connected doesn’t have any interaction with infrastructure of
the network. The user authenticate to the access networks, when the users start roaming from
one network to another network in the same node the user terminal performs the
reauthentication and starts registering to the Home Agent through the foreign agent, continues
the session. Wide range of applications like accessing internet, VoIP, Video On Demand and

location based services can be introduced by the network operator with this architecture.

A.4. Testbed — Setup, Results

The proposed testbed is composed of Infinet’s pre-WIMAX equipment, operating at the
frequency rate of 5.4 GHZ. WLAN access consists of Linksys WRT54 and Cisco Aironet
AP350. The user terminal used in the testbed is DELL Latitude410 using centrino for wireless.
In this section we give brief description about the implementing the proposed solution using

WLAN and WIMAX networks, the implemented architecture is shown in Figure 83.

A.4.1. Testbed Setup

As proposed in the architecture part, we have built testbed using WIMAX working in the
mesh networks, and WLAN networks connected to different mesh nodes. We initially built a
WIMAX mesh network using one of the node as master and all the nodes working as mesh. We
installed a gateway at the master node. We configured the mesh nodes so that they can
identify and connect to the mesh network when they are range with the other nodes. The nodes
calculates the best route to the gateway once it connects to the network. Before connecting to
the network the mesh node is authenticated by using private key, this key differs from one
node to the other node. The private keys and corresponding MAC addresses of the nodes are
maintained at gateway of the network. Once the mesh node is in range of the mesh network it
authenticates through the master node to a AAA server which maintains the database of the

nodes.
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WIMAX Mesh 7D
Network BS Master Node
(Fixed)

WLAN Network

WLAN Network
Figure 83. Testbed setup using WLAN and WIMAX

WLAN are connected to the mesh nodes. For the testing purpose we setup 3 access
networks using a Linksys AP, and with two other computers acting as a access point using
hostap. We also setup the mobility agents in the WLAN networks and at the gateway level.
The core AAA server is resided at the other end of the gateway node. Whenever there is any
request for authentication, authentication messages are routed to AAA server, after checking
with the identity of the subscriber AAA sends granting access to authenticator resided in the
WLAN network. Mobility is maintained using dynamics mobile IP in the architecture. On the
other hand the client is equipped with WPA supplicant for the authentication over the access
networks, it supports the EAP security mechanisms. The client is equipped with the dynamic
mobile TP client to register to the FA or the HA when there is a mobility of the client. When a
user attempt to access the network, the users are been identified and security mechanisms are
initiated and the authentication is been done. After user authorize to the WLAN network UE
initiates the mobile IP and registers to the HA (Home Agent) on the WISP network.

For the testing scenario we identified two main scenarios, the first is when the user
moves and the second is when the network moves. For the first scenario the user is connected
to a WLAN network and authenticates and establishes the mobility registration. And after user
starts move from that network the network selection on the mobile terminal of the user
identifies the network and start re-authenticating to the access networks. Once it is
authenticated its sends the registration request to the HA for the mobility with the help of the
FA on WLAN. In the second scenario the user stay connected to WLAN, while the mesh node
moves to another topological network or nodes, the mesh node automatically authenticates to
the system and establishes the routes and the tunnel with the Master node and gateway. In

this scenario user experiences some delay and packet loss.



Seamless Secured Roaming over Heterogeneous Wireless Networks 185

A.4.2. Results

After setting up testbed and performing some tests, we also calculated different
parameters using the testbed in different scenario as shown in the previous section. Total
amount of delay is around 6 seconds during initial access to the system from the user which
includes network selection, security authentication and registering to the home agent. During
the reauthentication the delay is around 4 seconds (NS and reauthentication factor we

considered). The delay a user experienced when the network roams is around 2 to 3 seconds.

A.5. Case Study — applicability

We did a case study of the proposed architecture to implement in the realistic scenario.
We have chosen French rail network TGV as an ideal contender to implement the proposed
solution. The rail network consists around 250 stations which are the ideal to operate as a base
station operating as a master nodes, the 400 trains which operated along a network of 1540
kms can be operated with mesh nodes, with a potential users around 1.2 billion per year. On
the overall the trains operated and stations form a mesh network. The different compartments
in the trains are equipped with WLAN access points which are connected to the WIMAX mesh
node. With the proposed architecture a user can connect to the WLAN using onetime password
which a user receives from a train ticket or can have a yearly or monthly subscription with SSL
certificates, in a secured manner. With proposed solution implemented in the trains the user
can access the network in the train while train is moving. He can move from one compartment
to another without service interruption, or he can change trains or use the train stations in a
seamless manner. With this implementation different types of services can be implemented like
VoD, VoIP, location based services, browsing internet etc..., the whole scenario is depicted in
Figure 84.

ARsder

Authentication,
Accounting

Station
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Figure 84. Applicability Scenario of the proposed architecture in the French Rail Network TGV

conclusion and future works

A.6. Video on demand using WIMAX networks

In recent years, multimedia streaming over 4G heterogeneous networks is attracting
research community and industries. Various multimedia applications (information,
entertainment, surveillance, health care, IPTV, Video on Demand), are spread in traditional
wired Internet now. To operate these applications in wireless domain some of the key issues
like high level availability of bandwidth to run the application, low latency, QoS provisioning
must be addressed properly, to cope with high bandwidth requirement of video in both real

time and video on demand streaming applications.

Recently, a new concept has appeared, known as urban or municipal TVs using media
streaming methods that initiate new ways to establish community communication especially in
isolated areas, targeting people who share the same interest information exchange and
communication. Instead of using the traditional way communicating using wired network
technologies, in this scenario wireless broadband is used as a technology to broadcast content
to the users inside a cluster (i.e a rural area). The development of home and handheld devices
allowing more facilities to integrate different wireless network interfaces to offer many services

that still restricted to fixed network for nowadays users.

Deployment cost of wired networks is very high compared to the Wireless one, especially
when it concerns rural and low density areas. The traditional wireless networks uses Institute
of Electrical and Electronics Engineers (IEEE) 802.11 standard (loosely termed Wi-Fi), which
supports bandwidth speeds up to 11 Mbps (IEEE 802.11b) or 54 Mbps (IEEE 802.11a and
802.11g)-to patch the last-mile gaps. With Wi-Fi technology, mobile users may stay connected
via a standards-based connection; WISPs can offer broadband services to geographically
challenged areas such as rural towns. In the meantime, Wi-Fi, with a mesh network topology,
is more advantageous in both cost-effectiveness and flexibility than its wired counterparts.
WISPs use this technology to cover large areas and extend the reach of the local-area network
(LAN) for indoor and outdoor applications. Even though, WLAN considered as a cost effective
solution for the broadband in this paper, we are proposing in the framework of this an urban
TV project POLYMAGE (Figure 85), is to use new wireless technologies and precisely IEEE
802.16 to ensure many services around interactive multimedia streaming and build what a

participative urban television. .
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Figure 85. POLYMAGE: Urban TV Project

A.7. Multimedia streaming parameters

In [94] a simulation study of delivery of streaming video on-demand via IEEE 802.16
based technologies is described. The authors used NCTUns on which they added the IEEE
802.16 simulation model; This simulation study proved that IEEE 802.16 can support up to
9/10 simultaneous users streaming typical streaming using H.264/AVC Scalable Video Coding
(SVC) and a buffer-based congestion control algorithm in an adaptive video streaming solution.
Cicconetti et al [95] evaluate the performance of the 802.16 for two cases - the first based on
residential users and second case is on SME users. They focus on the system behavior regarding
delay sensitive applications and report useful results which show its ability for various load
configurations. In our case we use the WIMAX link for streaming, via multiple video sessions,
between the BS and CPE which will redistribute to other networks, essentially over WLAN sub

networks.

While one part of the community wants to understand the real capabilities of 802.16
technologies, other researchers are focusing on improvements of the capabilities of video
compression methods. The development of H.264/AVC [96] marked an important milestone in
this field. The standard employs advanced inter- and intra-prediction techniques such as the
use of multiple frames and adaptive block sizes for more efficient motion compensation, and
context-adaptive entropy coding. It also includes a considerable amount of error resilience tools
to allow for efficient transmission and improved quality in error-prone environments.
H.264/AVC was specifically designed for delivery over packet-switched networks, and has been
reported to give over 50% gains in coding efficiency compared to MPEG-2. For this reason we

adopted it for our experiments.

In the recent past multimedia streaming services development (TVoIP, triple play,
interactivity abilities etc) knew a considerable growth among the internet community. TV
channels are now able to broadcast on the Internet using video streams, in addition to the

Video on Demand services that are available under different forms.
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In the wireless realm, media streaming knows some problems like interruption due to the
variation of different parameters of the wireless link itself, which results in packet losses and
then significant degradation of served media quality. So all optimization to be down for such
consideration will be on the wireless network side by tuning the parameters to provide better
quality where the User Datagram Protocol (UDP) is used for carrying the media streams. For
the reason that it doesn’t require any acknowledgement messages moreover when an

application level error correction is used.

Multimedia contents such as video are usually enormous in size and stored using servers
in the core network. Since the network becomes a bottleneck for the transmission of such
amount of data, encoding norms like MPEG-2 and MPEG-4 [97] are used to compress the data,
making video transmission lighter. In spite of such encodings, the end-to-end performance still
suffers from the unreliable wireless links. Retransmissions and forward error correction schemes
have been proposed to shield the effects of the loss medium [98]. Even with such techniques, it
is difficult to achieve high data rates (100 Mbps).

<
oD or Live Video
(RTSP/RTP)

Customer-Fyemises Equipment

WIMAX Network

Figure 86. WIMAX Architecture

We built a tesbed to demonstrate the multimedia streaming over WIMAX network. For
media streaming we used VideolLan software as a streaming server and client. The proposed
test-bed composed of Infinet's pre-WIMAX equipment, working on different parameters
settings to measure each time the throughput of multimedia content in the access network. We
used two dell computers, with windows XP OS, connected respectively to WIMAX BS and
CPE and proceed to different parameters tuning on the equipment during the ongoing video
sessions. The videos are streamed from the server at 1024 Kbps using MPEG-4 AVC format
encapsulated in TS (Transport Stream) we took this relatively high bit rate to have a

significant measurement of the throughput.

A.8. Settings

As mentioned earlier we have deployed the WIMAX mesh network in the local testbed.
This contains a master, mesh and slave nodes, the users are connected at the different nodes, in

this setup the user client is connected to a slave node and the VoD server is resided at the
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master gateway. In this scenario the slave node configure itself while moving in the network
and use the VoD services. We also deployed the integrated WLAN and WIMAX, the total

throughput at the user client in this scenario is obtained and presented in the results section.

A.9. Results

We have deployed different WIMAX deployment scenarios, using different operation
parameters we have calculated throughput with different window sizes. Using Wiperf we have
obtained results as shown in figure below. Using different QoS operating parameters in a BS for

different CPEs the throughput is calculated.
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The measurements are performed when a terminal with a CPE connects to a BS and

starts a video session. By varying the frequency of operation and the power level between the

CPE and BS we calculated the throughput and quantity of the lost data. Figure 87 shows the
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graph of the throughput between the CPE and BS at different Frequencies. We have measured
at 5500, 5560, 5600 and 5700 Mhz frequencies and power level is about 8, 16, and 32, 63Mw on
both CPE and BS. Through the results we observe that throughput varies on a single
frequency with different power levels, and on the same power level at different frequency ranges
throughput of the video also varied. We also observed at the frequency range of 5560 at the
power level of 32 the throughput is at maximum around 2M. We also measured the quantity of
the data lost in each power level and for every range of frequency. The values are illustrated in
a graph as shown in Figure 83. We observed that there is less data loss for low power level and

in the smallest frequencies.

In Figure 89 we measured the number of packets sent per second from the BS to the
CPE and we calculated average lost packets between CPE and BS, we can observe that with
this video bit rate and in this type of antenna the best bit rate is 12000 kbps. With which ten
streams can theoretically be held with a 1024 video bitrate without any buffering. The tests of
parallel video streaming sessions prove that WIMAX equipment can carry up to ten video
streaming sessions. Figure 90 depicts the available bandwidth after adding gradually 3, 6 and
10 streams to the channel. The allowable remaining bandwidth, measured on the base station,
is able to hold more streams, but due to a processor limit caused by video application we
succeeded to prove it for 10 parallel streams. Taking the standard parameters and without any
optimization mechanisms. From the streaming quality side we observed no loss on the received
video as it is shown in Figure 90 then we cans say that up to ten streams there is no need for
error correction mechanisms. But for a realistic deployment it is considered mandatory to

implement this kind of correction mechanisms.

In Figure 91 the throughput of the video in the normal condition in traditional WIMAX
deployment scenario is shown with the time. In the Figure 92 the WIMAX CPE is provided
the highest priority than the other deployed CPEs the throughput is shown. In Figure 93 the
throughput for CPE with the minimal priority is shown.

Figure 91. CPE through put in the normal conditions
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We also obtained the throughput of the client in the mesh deployment scenario as shown

in Figure 94, and the integrated multiple WLAN and WIMAX deployment client throughput is
shown in Figure 95.
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Figure 95. Client throughput connected to WLAN APs in integrated deployment scenario.
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A.10. Summary

With the above proposed solution broadband access is achieved in isolated wireless
networks. Using two layer security mechanisms proposed architecture is robust and efficient
manner. With the centralized architecture network nodes or the users are maintained
efficiently. With the above architecture a user can access services VolP, Video on demand and
internet browsing services with high data rates. A user can roam along different access
networks with small latency. With the self healing capacity of mesh nodes and gateway
mechanisms the nodes in the mesh network perform efficiently with little delay. Even though
the proposed solution is efficient and tested using a testbed some of the issues like the load,
QoS are not studied in the architecture. To make the proposed architecture robust and reliable
we are studying some of the issues like QoS, very large amount of deploying networks,

efficiency.

In this chapter, we studied experimentally streaming media possibilities over WIMAX
and tuned different parameters present in the 802.16 equipment from both CPE and BS side.
We conducted measurement experiments to appreciate the quality of packets reception and
throughput on the CPE side. Measurements results demonstrate the effectiveness of the
WIMAX parameters variation influence on the video packets delivery on the client side. We

also studied different scenario deployments of WIMAX for the urban deployments.
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3GPP Third Generation Partners Project
3GPP2 Third Generation Partnership Project 2
A AA Authentication, Authorization and Accounting
ABC Always Best Connected

AHP Analytic Hierarchy Process

AMPS Advanced Mobile Phone System

AP Access Point

APN Access Point Name

AR Access Router

ASN Access Service Network

ASN GW Access Service Network Gateway
BER Bit Error Rate

BPSK Binary Phase-Shift Keying

BS Base Station

BSC Base Station Controller

CBC Cell Broadcast Center

CDMA Code Division Multiple Access

CIP Cellular IP

CoA Care of Address

CN Corresponding Node

CPICH Common Pilot Channel

CRRM Common Radio Resource Management

CSN Connectivity Services Network
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D-AMPS Digital Advanced Mobile Phone System
DHCP Dynamic Host Configuration Protocol
DNS Domain Name Server

DSL Digital Subscriber Line

DSSS Direct Sequence Spread Spectrum
DVB-H Digital Video Broadcasting - Handheld
EAP Extensible Authentication Protocol
EDGE Enhanced Data rates for GSM Evolution
FA Foreign Agent

FDD Frequency Division Duplex

FHSS Frequency Hopping Spread Spectrum
GAN Generic Access Network

GANC Generic Access Network Controller
GERAN GSM / EDGE Radio Access Network
GGSN Gateway GPRS Support Node

GSM Global System for Mobile communication
GPRS General Packet Radio Service

GMM GPRS Mobility Management

GSA Global mobile Suppliers Association

GTP GPRS Tunnelling Protocol

FIFO First In First Out

FTTH Fiber To The Home

HA Home Agent

HAWAII HandoAware Wireless Access Internet Infrastructure
HDTYV High Definition TV

HIP Host Identity Protocol

HMIP Hierarchical MIP

HLR Home Location Register

HO Handover
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HSDPA High Speed Downlink Packet Access
HSUPA High Speed Uplink Packet Access

HSS Home Subscriber Server

IDMP Intra-Domain Mobility Management Protocol
IETF Internet Engineering Task Force

IP Internet Protocol

IPSec IP Security

IMT-2000 International Mobile Telecommunications-2000
ITU International Telecommunication Union

ITU-R Radio Communication Sector of the International Telecommunication Union
IWU InterWorking Unit

LMA Local Mobility Anchor

LMDS Local Multipoint Distribution System

LTE Long Term Evolution

MAC Media Access Control

MAG Mobile Access Gateway

MAP Mobility Anchor Point

MBMS Multimedia Broadcast Multicast Service
MIH Media Independent Handover

MIP Mobile Internet Protocol

MIMO Multiple-Input Multiple-Output

MMDS Multichannel Multipoint Distribution Services
MME Mobility Management Entity

MN Mobile Node

MNO Mobile Network Operator

MOBIKE IKEv2 Mobility and Multihoming

MS Mobile Subscriber

MSC Mobile Switching Center
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MYVNO Mobile Virtual Network Operator
NMT Nordic Mobile Telephone

OCS Online Charging System

OFDM Orthogonal Frequency Division Multiplexing
OFDMA Orthogonal Frequency Division Multiple Access
PDG Packet Data Gateway

PDN Packet Data Network

PDP Packet Data Protocol

PLMN Public Land Mobile Network

QoS Quality of Service

QPSK Quadrature Phase-Shift Keying
RAN Radio Access Network

RAT Radio Access Technology

RII Roaming Interworking Intermediary
RLS Recursive Least Square

RNC Radio Network Controller

RRC Radio Resource Control

RRM Radio Resource Management

RSS Received Signal Strength

RTP Real-time Transport Protocol

RTT Radio Transmission Technology

SAE System Architecture Evolution

SCTP Stream Control Transmission Protocol
SDMA Space Division Multiple Access
SGSN Serving GPRS Support Node

SIM Subscriber Identity Module

SINR Signal to Inference plus Noise Ratio
SIP Session Initiation Protocol

SLA Service Level Agreement
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SM Session Management

SNR Signal-to-Noise Ratio

SOFDMA Scalable Orthogonal Frequency Division Multiple Access
SS Subscriber Station

TACS Total Access Communication System

TCP Transmission Control Protocol

TDD Time Division Duplex

TDMA Time Division Multiple Access

TTG Tunnel Termination Gateway

UDP User Datagram Protocol

UE User Equipment

UMA Unlicensed Mobile Access

UMB Ultra-Mobile Broadband

UMT'S Universal Mobile Telecommunications Service
UPE User Plane Entity

UTRA UMTS Terrestrial Radio Access

UTRAN UMTS Terrestrial Radio Access Network
VoD Video on Demand

VolIP Voice over IP

VLC VideoLAN client

VPN Virtual Private Network

WAC Wireless Access Controller

WAG Wireless Access Gateway

WCDMA Wideband Code Division Multiple Access
WIMAX Worldwide Interoperability for Microwave Access
WISP Wireless Internet Service Provider

WLAN Wireless Local Area Network

WMAN Wireless Metropolitan Area Network
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